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Cost to Fix Bugs
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Business Impact $$%$
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Types of Security Bugs
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What’s the Struggle?

26% of Companies Ignore Security Bugs Because They Don’t Have
the Time to Fix Them

By Catalin Cimpanu May 10,2018 10:00 AM 3

Q6. Has your organization ever ignored a critical security
problem because it didn't have time or resources to rectify it?

vmwa re@ Source: https://www.bleepingcomputer.com/news/security/26-percent-of-companies-ignore-security-bugs-because-they-don-t-have-the-time-to-fix-them/
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How to Catch Security Bugs Earlier

Education
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How to Catch Security Bugs Earlier

Education

8  Security for Hackers and Developers
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How to Catch Security Bugs Earlier

Education

B> PLURALSIGHT

Steven M. Bellovin

8  Security for Hackers and Developers
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How to Catch Security Bugs Earlier
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How to Catch Security Bugs Earlier

Tooling
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How to Catch Security Bugs Earlier

o Unit testing

Tooling
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How to Catch Security Bugs Earlier

o Unit testing
o Dependency checking

Tooling

» Code Issues 0 1" Pull requests 0 M Projects 0 Wikl |ix Insights
Puise Dependency graph
ST N p——— Contributors
T L LTIV « 49T Tt Dependencies Dependen:s
: : Traffic
L re s
Commits A We found a potential security vuinerability in one of your depandencies. Dismiss
Code fraquency The actionview dependency defined in Genfile.lock has a known moderate severity security
vuinerabiiity in version range >~4.9.9, <=4,2.7 and should be updated.
Tency graph Ondy users who have been granted socess to vuinerabiity alerts for this repository can see this message.
Learn more about vulnerability alerts
Network
Forks These dependencies have been defined in Y s files, such as Gemfile

prbskepaetprin et and Gemfile.lock

oot saua_swtan

™ Danandancias dafinad in Gamfila 1
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Travis CI
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How to Catch Security Bugs Earlier

o Unit testing
o Dependency checking
o Static Code Analysis

Tooling

» Code Issues 0 1" Pull requests 0 M Projects 0 Wikl |ix Insights
Puise Dependency graph
ST N p——— Contributors
T L LTIV « 49T Tt Dependencies Dependen:s
: : Traffic
L re s
Commits A We found a potential security vuinerability in one of your depandencies. Dismiss
Code fraquency The actionview dependency defined in Genfile.lock has a known moderate severity security
vuinerabiiity in version range >~4.9.9, <=4,2.7 and should be updated.
Tency graph Ondy users who have been granted socess to vuinerabiity alerts for this repository can see this message.
Learn more about vulnerability alerts
Network
Forks These dependencies have been defined in Y s files, such as Gemfile

prbskepaetprin et and Gemfile.lock

oot saua_swtan

™ Danandancias dafinad in Gamfila 1

1y « g1 Sav SmAeEC e

Travis CI
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What is a Linter?

o Also known as Static Code Analysis tools
o Scans source code statically without running or building the code
o Linters focus on finding common mistakes

o Typically make use of a compiler’s AST (abstract syntax tree)
o Popular examples:

~ Pylint checksty e
®FESLint 4

Golint

5
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When to Run Linters?

o When coding
o Plugin to your favorite IDE
o Fix as you code
o AS part of a Cl (continuous integration) system
o Catch mistakes when code is pushed to a repository
for review
o Travis-Cl, Circle CI, Jenkins, etc.

vmware




Downsides @

o False positives

o Supplements, not replaces, human code review
o EXxtra time

o Time to interpret the results

o Time spent by CIl to scan code

vmware




Bandit

Your Python Security Linter
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What is Bandit?

o For Python
o Project started early 2015

o Originally designed for OpenStack but now part of the Python
Code Quality Authority

o Python 2.7, 3.5, 3.6, 3.7 compatible
o Runs on Linux and macOS

o Easy to write new plugins

o Low resource requirements

o Runs quickly

vmware
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Bandit: Issues It Finds

o Use of assert

o Hardcoded passwords

o Command injection

o Insecure temporary file usage

o Promiscuous file permissions

o Usage of unsafe functions/libraries
o Binding to all interfaces

o Weak cryptography

o Bad SSL versions

o Requests without certificate validation
o Use of insecure protocols

vmware
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Bandit: Formatters

CSV HTML JSON Text XML

YAML Custom

vmware
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Bandit: Other Features

o Filtering on severity and confidence levels

o Allows creation of profiles to scan a subset of plugin tests

o Adjust lines of context shown in output

o Group results by file or vulnerability

o Output delta reports of previous scans

o Allows marking false positives using the “# nosec” comment

vmware
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Bandit: Config

|

GltHub Inc. (US) ’ https://github.com/Netflix- Skunkworks/hlstorlcaI/blob/master/tox ini

P, IS RAVAE J\-LUP ’l’ AL R L ) LY m

[testenv:bandit]
basepython = python3
skip_install = true
deps =
bandit
commands =
bandit ——ini tox.ini -r historical

[bandit]
skips = B101

vmware
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bandit.yam|

Bandit: Config g

.execl
.execle
.execlp
.execlpe
.execv
Oos.execve

browne-a@1:workspace browne$ bandit-config-generator -o bandit.yaml
[ INFO]: Successfully wrote profile: bandit.yaml

0S.spawnv
0s.spawnve
0S.spawnvp
0S.spawnvpe
os.startfile

$IE gy

os.system

0s.popen

0s.popen2
0s.popen3
0s.popenk
popen2.popen2
popen2.popen3
popen2.popené
popen2.Popen3
popen2.Popenk
commands.getoutput
- commands.getstatusoutput

subprocess.Popen
subprocess.call
subprocess.check_call
subprocess.check_output
subprocess.run

vmware




Bandit: Dependents

Dependency graph

Dependencies Dependents

Repositories that depend on bandit

[©] 1,259 Repositories [ 108 Packages

vmware
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Bandit: Integrations

o SublimeLinter-bandit — Sublime Text linter plugin

o flake8-bandit - Flake8 plugin

o pyreportcard - Report card of Python projects quality
o bandit-plugin - Hudson/Jenkins plugin

o vscode-python - Plugin for RIS

* Added Feb 26!

vmware
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https://github.com/SublimeLinter/SublimeLinter-bandit
https://github.com/tylerwince/flake8-bandit
https://github.com/mingrammer/pyreportcard
https://github.com/mewz/bandit-plugin-
https://github.com/Microsoft/vscode-python

Bandit: Sublime Text Linter

@ @ ~/workspace/bandit/examples/weak_cryptegraphic_key_sizes.py — workspace

* no_host_key verification.py “<p weak_cryptographic_key_sizes.py

ettt rsa.generate_private_key(p
* nonsense2.py h

* nosec.py
pycrypto_dsa.generat
okey.gy pycrypto_rsa.generate
* os-chmod-py2.py 1 pycryptodomex_dsa.ge
+ os-chmod-py3.py pycryptodomex_rsa.generate
* 05-8xec.py
* 0s-popen.py dsa.generate_private_key(4096,
* os-spawn.py € backends.default_backend())

ec.generate_private_key(ec.SECP256K1,
backends.default_backend())
rsa.generate_private_key(3,

+ os-startfile.py
* 0s_system.py

+ paramika_injection.py A 5
" backends.default backend())

dsa.generate_private_key(51:

bandit: B505 - DSA key sizes below 1024 bits are considered breakable.

rsa.generate_private key(3,

+« telnetlib.py

Lo srm——- —
pycrypto_rsa.generate

¢ tempnam.py pycryptodomex_dsa. g

* ftry_except_continue.py iycryptudomex_rsa.gunemlu

try_except_pass.py

* unverified_context.py dsa.generate_private_key(512,
* urlopen.py
weak_cryptographic_key. siz bandit: B5@5 - DSA key sizes below 1024 bits are considered breakable.
+ wildcard-injection.py

key(3,
+ xml_etree_celementtres.py 51
« xml_etree_elementiree.py backends.default_backend())
pycrypto_dsa.g

pycrypto_rsa.g

xmi_expetreader.py P pycryptodomex_dsa. g

xml_lxmi.py 1 pycryptodomex_rsa.generate(

xml_expatoullder.py

+ xml_minidom.py

xmi_pulidom.py
* xml_sax.py

vmware Lo

L= bandit(arred), pep8(ok), pyiint(113), Missing module decstring (missing-docstringl, Line 1, Coksmn 1




Package Control Search

cmd+shift+p

BROWSE

SublimelLinter-bandit

by SublimeLinter 15}

Only works with Sublime Text 3
SublimeLinter plugin for Python, using bandit

LABELS linting, SublimeLinter, python, security

Details Installs TOTAL15K win10K M osx3K M Lnux2K M

VERSION  1.1.1
HOMEPAGE github.com 20

ISSUES github.com ;

o

MODIFIED 12 months ago 3

o

LAST SEEN 1 hour ago
FIRST SEEN 2 years ago

(&)

Wl o T

Mar 8 Mar 3 Feb 26 Feb 21 Feb 16 Feb 11 Feb 6 Feb 1 Jan 27 Jan 22

o

Readme

SOURCE raw.githubusercontent.com

vmware e




4 OPEN EDITORS
X

4 WORKSPACE

» new_candidates-none.py
new_candidates-nosec.py
» new_candidates-some.py
no_host_key verification.py
# nonsense.py
nonsense2.py
» nosec.py
okay.py
os_system.py
» 0s-chmod-py2.py
» os-chmod-py3.py
0S-exec.py
0s-popen.py
0s-spawn.py
» os-startfile.py
» paramiko_injection.py
partial_path_process.py
pickle_deserialize.py
' popen_wrappers.py
pycrypto.py
» pycryptodome.py
» random_module.py

» requests-ssl-verify-disabled.py

weak_cryptographic_key_sizes.py — workspace

weak_cryptographic_key._sizes.py *

55

pycrypto_dsa.generate(bits=1024)
pycrypto_rsa.generate(bits=1024)
pycryptodomex_dsa.generate(bits=1024)
pycryptodomex_rsa.generate(bits=1024)

dsa.generate_private_key(512,
backends.default_backend())
ec.generate_private_key(ec.SECT163R2,
backends.default_backend())
k‘sa.genl_‘ratc_privatc_key(3,

2 weak_cryptographic_key_sizes.py

RSA key sizes below 1024 bits are considered breakable.

512,

backends.default_backend())
pycrypto_dsa.generate(512)
pycrypto_rsa.generate(512)
pycryptodomex_dsa.generate(512)
pycryptodomex_rsa.generate(512)

.generate_private_key(public_exponent=65537,
key_size=some_key size,

backend=backends.default_backend())




Bandit in Action

paramiko
rt re

class Oa:
def __init__(self, host, username, password):

self.host, self.username, self.password = host, username, password

- getid(self, name):
host, username, password = self.host, self.username, self.password
s = paramiko.SSHClient()
s.set_missing_host_key_policy(paramiko.AutoAddPolicy)

s.connect(Chost, username=username, password=password)
stdin, stdout, stderr = s.exec_command(
id = None
for 1line in stdout:
if name.lower() in line.lower():
matchid = re.search( % name.lower(),
line.lower())

id = matchid.group(l)

break
s.close()
return id

vmware 8




Bandit in Action

(self, nost, uservase . posssord)
wlf ot wlf wervame, w!f posssord - hoat | ervaee | posseord

(i f, am)

hoat, wervaee, passsard « self host, wlf wervaee, ol f pesssaryd
S = poramibn S9N liem()

s.set_missing_host_key_policy(paramiko.AutoAddPolicy)

S (Ot (NOAT | UAETTERR ARSI | DO RO S v d )
stdin, stdout, stderr = s.exec_command(
Lime LA "
rame | owmer( ) e o)
Wtcd - re seeroN 5 s lower(),
i o))
- mptcvid growgd( )

vmware




bash-3.25 |}

Bandit in Action

vmware




Bandit in Action p==gT
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Contributing to Bandit

o https://github.com/PyCQA/bandit
o Core maintainers:
o Myself — ericwb
o lan StapleTon Cordasco - sigmavirus24
o Gage Hugo - ghugo
o Luke Hinds - lukehinds
o ldeas:

o Documentation could be improved
o Integrations with more IDEs
o Fix suggestions

o Quick Fix - VSCode

o Suggested changes - GitHub

vmware
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https://github.com/PyCQA/bandit

Gosec

Your Golang Security Linter

vmware




What is Gosec?

o For Golang

o Project started mid 2016

o Started by one of the creators of Bandit
o Runs on Linux, macOS, and Windows

o Low resource requirements

o Runs quickly

o Pluggable

vmware
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Gosec: Issues It Finds

o Hardcoded credentials

o Binding to all interfaces

o SQL injection

o Command injection

o Insecure temporary file usage

o Promiscuous file permissions

o Usage of unsafe functions/libraries
o Weak cryptography

o Bad TLS/SSL versions

o lgnoring host keys

vmware
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Gosec: Formatters

CSV HTML JSON

Text XML YAML
mware® 39




Gosec: Other Features

o Filtering on severity levels

o Allows creation of profiles to scan a subset of plugin tests

o Group results by severity

o Allows marking false positives using the “# nosec” comment

o Tool to generate TLS rules according to Mozilla recommendations
o https://statics.tls.security.mozilla.org/server-side-tls-conf.json

o Gotchas:
o Only scans projects in your $GOPATH

vmware a0



https://statics.tls.security.mozilla.org/server-side-tls-conf.json

Gosec: Integrations

o SublimeLinter-contrib-gometallinter — Sublime Text plugin
o SublimeLinter-golangcilint — Sublime Text plugin

o gometallinter — collection of linters

o golangcilint — collection of linters

0 - via gometallinter or golangci-lint plugin
o go-plus — Atom via golangci-lint plugin

Wishlist:
o Go Report Card

vmware
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https://github.com/alecthomas/SublimeLinter-contrib-gometalinter
https://github.com/SublimeLinter/SublimeLinter-golangcilint
https://github.com/SublimeLinter/SublimeLinter-golangcilint
https://github.com/golangci/golangci-lint
https://atom.io/packages/go-plus

Gosec: Go Report Card

Popular Report Cards

gitnub.com/golang/crypta

glinub com/gojp/garegiontcan
github.com/bonabvbait

QIThUb.COm/gocke!/oncker

github.com/cockroachdby/cockroach

ter the go get path to the project t

github.com/gojp/goreportcard

Generate Report

A+ Excellent!

gitnup.cc

Jithub.cc

gQitnub.ct

QInuY.ct

gitub.cc

vmware

Results

gofmt 99%
go_vet 98%
gocyclo 85%
golint 84%
license 100%
Ineffassign 7%

misspell 100%

Refresh now

Report for github.com/golang/crypto =

Found 79 issues across 290 files

gofmt 99%

Gofmt formats Go programs. We run gofmt -s on your code, where -s is for the "simplify" command
crypto/ssh/test/multi_auth_test.go

Line 1: warning: file is not gofmted with -s (gofmt)

go_vet 98%

go vet examines Go source code and reports suspiclous constructs, such as Printf calls whose arguments do
not align with the format string.
crypto/otr/otr_test.go

Line 407: error: unreachable code (vet)
crypto/ssh/agent/example_test.go
Line 16: error: ExampleClientAgent refers to unknown identifier: ClientAgent (vet)

crypto/ssh/client_auth_test.go

42




Gosec: Sublime Text Linter

4 ~/workspace/go/src/github.com/hashicorp/vault/builtin/logical/pki/cert_util.go — workspace

go <> cert_uti.go
pki
] sl 2 oS WL

1 warning
gometalinter: warning - Blacklisted import crypto/shal: weak cryptographic pri

golang |"crypto/sha1”
google "crypto/x509*
hashicorp 'cryp(Q/xSBO/pk)x'
"encoding/asn1"
vault "encoding/base64"
github "encoding/pem"”
‘hooks *fmt"
"net"
2 “net/url”
sudit *regexp"
builtin "strconv"
audit .Strlr.lgs
time
credential
logical "github.com/hashicorp/errwrap”
aws "github.com/hashicorp/vault/helper/certutil®
~ 3 "github.com/hashicorp/vault/helper/errutil”
cassandra *github.com/hashicorp/vault/helper/strutil®
consul "github.com/hashicorp/vault/logical®
database "github.com/hashicorp/vault/logical/framework"
"gith . - *
mongodb _glt!ub com/ryanuber/go-glob -
golang.org/x/crypto/cryptobyte
mssal cbbasnl "golang.org/x/crypto/cryptobyte/asn1"
mysql "golang.org/x/net/idna®
nomad
pki
v SV ardlennn ~ambEvéVaidlesmn

cert_util.
3 gometalinter:warning Blacklisted import crypto/shal: weak cryptographic primitive,MEDIUM,HIGH (gosec)
gometalinter:warning Use of weak cryptographic primitive,MEDIUM HIGH (gosec)

‘\’1r‘r'\/\/63|"53® [} (2101, Line 32, Column 31 Tab Size: 4 Go
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Gosec: Visal Studio Code

OPEN EDITORS

validation.go g

{} User Settings
WORKSPACE

e

» cryptography

» docs
fail2ban

b acroca
b derekparker
b golang

.

github
» .hooks
b api
b audit

» audit

» credential

4
aws
cassandra
consul
database
mongodb
mssql
mysql

nomad

\ T
mwa re v nnu;oomﬂll“:vm 277464-bit QO A2

cert_util.go — workspace

cert_utilL.go X

PROBLEMS 2

cert_util.go goys t 3 L v 3 2
A Blacklisted import crypto/shal: weak cryptographic primitive MEDIUM, HIGH (gosec)

A Use of weak cryptographic primitive, MEDIUM,HIGH (gosec)

Ln 10, Col 18 (13 selected)

Tab Size: 4 UTF-8
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Gosec in Action

package main

import (

)

func main(Q) {
reader := rand.Reader
key, _ := rsa.GenerateKey(reader, )
publicKey := key.PublicKey
fmt.Println( , publicKey)

vmware




Gosec in Action

i)

reader « rond Reader

key, _ := rsa.GenerateKey(reader, )
bl icley « ey ADlichey

for Primtin( , bl \chey)

vmware




Gosec in Action

bash-3.2$ |

vmware
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rules

Gosec: TLS rules sl

"github.com/securego/gosec”

NewModernTLSCheck(id string, conf gosec.Config) (gosec.Rule, []ast.Node) {

insecureConfigTLS{

MetaData: gosec.MetaData{ID: id},

requiredTyp "crypto/tls.Config",

MinVersion:

MaxVersion: 0x0303,

goodCiphers: [1string{
“TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384",
"TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384",
"TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305",
"TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305",
“TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256",
“TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256",
"TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384",
“TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384",
"TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256",
“TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256",

browne-a@1:go browne$ bin/tlsconfig

browne-a@l:go browne$

}'
}, [last.Node{(+-ast.CompositeLit)(nil)}

browne-a@l:ericwb browne$ go generate ./...
browne_ael:ericwb br.ownes NewIntermediateTLSCheck(id string, conf gosec.Config) (gosec.Rule, [last.Node)

insecureConfigTLS{

MetaData: gosec.MetaData{ID: id},

requiredType: "crypto/tls.Config",

MinVersion: 0

MaxVersion: 0 ’

goodCiphers: [lstring{
“TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305",
"TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305",
“TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256",
"TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256",
“TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384",
"TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384",
"TLS_DHE_RSA_WITH_AES_128_GCM_SHA256",
"TLS_DHE_RSA_WITH_AES_256_GCM_SHA384",
"TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256",
"TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256",

® 51 "TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA",
Vmwa re : "TLS_ECDHE_RSA WITH_AES 256 _CBC SHA384"




Gosec: Contributing

o https://github.com/securego/gosec

o ldeas:
o Documentation could use some work
o More integrations with IDEs

vmware
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https://github.com/securego/gosec

eslint-plugin-security

Your JavaScript Security Linter

(® ESLint

vmware




What is ESLint-Security-Plugin?

o A security plugin for ESLint

o Project started mid 2015

o Runs on Linux, macOS, and Windows

o lgnore false positives with // eslint-disable-line
o Configure via .eslintrc file

o Supports auto-fixing

vmware
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eslint-plugin-security: Formatters

o SO many!

c o o o 0o o o o o O o o

Checkstyle
Codeframe
Compact
HTML
Jslint-xml
JSON

Junit

Stylish (default)
Table

Tap

Unix
visualstudio

vmware
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eslint-plugin-security: Issues It Finds

o Unsafe regex

o Buffer with noAssert flag

o Instances of child_process and exec()
o Disabled escape markup

o eval() with an expression

o CSRF middleware setup before method-override
o Variable in filename argument of fs

o Use of RegExp(variable)

o Use of require(variable)

o Object injection

o Possible timing attacks

o Use of pseudoRandomBytes()

vmware
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eslint-plugin-security : Integrations

o SublimeLinter-eslint - Sublime Text plugin

o vscode-eslint -

o linter-eslint — Atom plugin

vmware
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https://github.com/SublimeLinter/SublimeLinter-eslint
https://github.com/Microsoft/vscode-eslint
https://atom.io/packages/linter-eslint

eslint-plugin-security: Sublime Text Linter

example.js X
k- 'crypto’
var crypto - Fequire(c);

exports .gen function(len) {
('len) {
len 10;
}
idx 5;
var load - {};

[oad[idx} 0.75;

var bytesNeeded - Math.ceil(len - load);
var buf - lcrypto.pseudoRandomBytes(bytesNeeded);

1 warning

eslint: security/detect-pseudoRandomBytes - Found crypto.pseudoRandomBytes which does not produce cryptographically strong
numbers

};

exports .md5 function(data) {
crypto.createHash('md5').update(data).digest("hex");
};




eslint-plugin-security: VSCode
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eslint-plugin-security in Action

var crypto = require(c);
exports.gen = function(len) {
if (Mlen) {

len = 10;
}
idx = 5;
var load = {};
load[idx] = 0.75;

var bytesNeeded = Math.ceil(len * load);

var buf = crypto.pseudoRandomBytes(bytesNeeded);
var id = buf.toString( ).substring(@, len);
id = id.replace( ' +', )3

id = id.replace( /', ) &

return id;

b

exports.mdS = function(data) {
return crypto.createHash( ) .update(data) .digest(
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eslint-plugin-security in Action

var crypto = require(c);

ports gen - {imn)
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load[idx] = 0.75;
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var buf = crypto.pseudoRandomBytes(bytesNeeded);
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eslint-plugin-security in Action

browne-a@2:precaution browne$ eslint --plugin security example.js

/Users/browne/workspace/precaution/example. js
warning Found non-literal argument in require

warning Generic Object Injection Sink

warning Found crypto.pseudoRandomBytes which does not produce cryptographicall
y strong numbers

% 3 problems (@ errors, 3 warnings)
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eslint-plugin-security: Contributing

o https://github.com/nodesecurity/eslint-plugin-security

o ldeas:
o Needs maintainers
o More tests
o More severity — currently only warnings
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https://github.com/nodesecurity/eslint-plugin-security

Others
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OWASP.org

https://www.owasp.org/index.php/Source_Code_Analysis_Tools
Open Source or Free Tools Of This Type

« Bandite - bandit is a comprehensive source vulnerability scanner for Python
« Brakeman - Brakeman is an open source vulnerability scanner specifically designed for Ruby on Rails applications

« Codesake Dawn#@ - Codesake Dawn is an open source security source code analyzer designed for Sinatra, Padrino for Ruby on Rails applications. It also works on non-web
applications written in Ruby

» FindBugs# - (Legacy - NOT Maintained - Use SpotBugs (see below) instead) - Find bugs (including a few security flaws) in Java programs

« FindSecBugs« - A security specific plugin for SpotBugs that significantly improves SpotBugs's ability to find security vulnerabilities in Java programs. Works with the old FindBugs
too,

« Flawfinder@ Flawfinder - Scans C and C++

« Google CodeSearchDiggity# - Uses Google Code Search to identifies vulnerabilities in open source code projects hosted by Google Code, MS CodePlex, SourceForge, Github, and
more. The tool comes with over 130 default searches that identify SQL injection, cross-site scripting (XSS), insecure remote and local file includes, hard-coded passwords, and much
more. Essentially, Google CodeSearchDiggity provides a source code security analysis of nearly every single open source code project in existence — simultaneously.

« Graudit# - Scans multiple languages for various security flaws.

« LGTM@ - A free for open source static analysis service that automatically monitors commits to publicly accessible code in: Bitbucket Cloud, GitHub, or GitLab. Supports C/C++, C#,
COBOL (in beta), Java, JavaScript/TypeScript, Python

« PMD# - PMD scans Java source code and looks for potential code problems (this is a code quality tool that does not focus on security issues)

« Progpilot# - Progpilot is a static analyzer tool for PHP that detects security vulnerabilities such as XSS and SQL Injection.

« PreFast@ (Microsoft) - PREfast is a static analysis tool that identifies defects in C/C++ programs. Last update 2006.

« Puma Scang - Puma Scan is a .NET C# open source static source code analyzer that runs as an IDE plugin for Visual Studio and via MSBuild in Cl pipelines.

« .NET Security Guard & - Roslyn analyzers that aim to help security audits on .NET applications. It will find SQL injections, LDAP injections, XXE, cryptography weakness, XSS and
more.

« RIPS# - RIPS is a static source code analyzer for vulnerabilities in PHP web applications. Please see notes on the sourceforge.net site.

« phpcs-security-audit# - phpcs-security-audit is a set of PHP_CodeSniffer rules that finds flaws or weaknesses related to security in PHP and its popular CMS or frameworks. It
currently has core PHP rules as well as Drupal 7 specific rules.

« SonarQube - Scans source code for more than 20 languages for Bugs, Vulnerabilities, and Code Smells. SonarQube IDE plugins for Eclipse, Visual Studio, and IntelliJ provided by
SonarLint@.

« SpotBugs® - This is the active fork replacement for FindBugs, which is not maintained anymore.

« VisualCodeGrepper (VCG)# - Scans C/C++, C#, VB, PHP, Java, and PL/SQL for security issues and for comments which may indicate defective code. The config files can be used
to carry out additional checks for banned functions or functions which commonly cause security issues.
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Precaution
One GitHub App to Run Them All
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What is Precaution?

o Created late 2018
o GitHub App
o Uses the GitHub Checks API

o Automatically scans and annotates Pull Requests
o Support for:

@ python’
=GO

JS Coming soon...

vmware
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bandit/examples at master - ericwh/bandit
o bandit/examples at master - er X
& = & | @ & GitHub, Inc. (US) | https://github.com/ericwb/bandit/tree/master/examples e @ f¥ G @ search v+ @ D =
£ sql_statements-py36.py Fix sql injection check for f-strings 3 months ago
= sql_statements.py Alter SQL injection plugin to consider .format strings 2 years ago
E| ssl-insecure-version.py Remove the check for PROTOCOL_SSLv23 4 years ago
[E subprocess_shell.py Add subprocess.run to B602 8 months ago
E telnetlib.py Introduce wildcards to blacklist_calls plugin 4 years ago
) tempnam.py add os.tempnam() / os.tmpnam() to blacklist 8 months ago
[ try_except_continue.py Added try_except_continue plugin 3 years ago
£ try_except_pass.py Adding test for Try, Except, Pass 4 years ago
& unverified_context.py Blacklist call of ssl._create_unverified_context 2 years ago
[l urlopen.py Some spelling error need to be fixed 3 years ago
[= weak_cryptographic_key_sizes.py Add Cryptodome to blacklist and weak ciphers/hash 2 years ago
2] %dldcard-lnjection.py Adding a test for partial paths in exec functions 4 years ago
E xml_etree_celementtree.py Update example files to work on Python 2 & 3 4 years ago
= xml_etree_elementtree.py Update example files to work on Python 2 & 3 4 years ago
[ xml_expatbuilder.py Add XML vulnerability checking 4 years ago
& xml_expatreader.py Add XML vulnerability checking 4 years ago
& xmi_lxml.py Add XML vulnerability checking 4 years ago
& xmi_minidom.py Update example files to work on Python 2 & 3 4 years ago
= xmi_pulldom.py Update example files to work on Python 2 & 3 4 years ago
[ xml_sax.py Update example files to work on Python 2 & 3 4 years ago
& xmi_xmirpc.py Update example files to work on Python 2 & 3 4 years ago
E yaml_load.py Fast fix for PyCQA#286 9 months ago
@ 2019 GitHub, Inc. Terms Privacy Security Status Help { i" Contact GitHub  Pricing AP!  Training Blog About
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Precaution: Contributing

o https://github.com/vmware/precaution

o ldeas:
o Java support
o C/ C++ support
o Needs a configuration mechanism
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https://github.com/vmware/precaution

Thank You!

browne@vmware.com
) github.com/ericwb
¥ @VMWopensource
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