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* Introducing Lemur (et

» An annotated versson of the Bitcon paper




HOW MANY COMMENTS?!




Concerned about two FCC rules/proposals -
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Radio spectrum is a finite resource!
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Spectrum split into three categories -




Licensed parties

radio, TV, mobile
:/M 1c control

ne t to be licensed



Appropriate use?




Why power matters




One more side of appropriate use: Primary

users MUST defer to




The fines for inappropriate usage

* The Enforcement Bureau (Bureau) of the Federal Communications Commission (Commission) has
resolved its investigation into whether Cellco Partnership, d/b/a Verizon Wireless (Verizon Wireless),
violated the Commission's radiofrequency exposure (RFE) limits. Radiofrequency emissions are
commonplace -- radio and television broadcasting, wireless service, police radios, microwave ovens, and
radar are just a few examples of devices that produce such emissions. Because those emissions at
augmented levels may pose a risk to public health, however, the Commission has adopted rules requiring
transmitting facilities, including rooftop wireless antenna sites, to observe emission limits and, where
necessary, restrict access and post signs warning about possible exposure to radiofrequency emissions. In
this case, the Enforcement Bureau (Bureau) investigated complaints that Verizon Wireless violated the RFE
limits at rooftop antenna sites in the Philadelphia, Pennsylvania, and Hartford, Connecticut metropolitan
areas. To resolve the investigations, Verizon Wireless will pay $50,000 and implement a rigorous
compliance plan to protect Verizon Wireless employees, contractors, and other people who may come into
contact with radiofrequency emissions from Verizon Wireless facilities. The plan includes training for
Verizon Wireless employees and contractors, periodic inspections of approximately 5,000 Verizon Wireless
sites, reporting requirements, and other safety measures.
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The fines for inappropriate usage
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Unlicensed Radio Transmitter and Interfering with
License d Communications




Important notes
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Why devices?

2aking the law
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How the Linux Wifi Regulatory Works

* The Linux Kernel has a regulatory subsystem

» Takes care of managing the regulatory domain, including legal
requirements on power, frequency, DFS

* i.e. if you’re set to the US domain, requests to the driver to not use DFS on
DFS-only frequencies would be denied by the kernel

* Provides a highly audited, reusable implementation for wireless
drivers

* Not every driver uses it but it’s the recommended design
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The large scale lock-down begins in 2014
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http://www.ecfr.gov/cgi-bin/retrieveECFR?gp=1&SID=7c782090b7bfcf2049528a39c058b5b0&ty=HTML&h=L&r=PART&n=pt47.1.15#se47.1.15_1407

But wait, there’s more...

(1) “Manufacturers must implement security features in any
digitally modulated devices capable of operating in any of the U-NII
bands, so that third parties are not able to reprogram the device to
operate outside the parameters for which the device was certified.
The software must prevent the user from operating the
transmitter with operating frequencies, output power, modulation
types or other radio frequency parameters outside those that were
approved for the device. (FCC then gives examples of ways
manufacturers can do this, including electronic signatures on
software)




But wait, there’s more...




Oh there’s even more
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Dynamic Frequency Selection

» DFS was required for operators and for manufacturers since early
in the last decade

« Anytime an unlicensed 5Ghz Wifi device is on a shared frequency,
it listens for a special signal from a TDWR

* |f it hears it, the device negotiates a new frequency with clients
and switches to the new frequency

* As a backup, 5Ghz wifi routers may only be operated inside a
building
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Problem Number 2 -
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Problems in the NPRM (Application for grant
of certification)

2.1033.(4)(i)“For devices including modular transmitters which are software
defined radios and use software to control the radio or other Parameters subject
to the Commission’s rules, the description must include details of the equipment’s
capabilities for software modification and upﬁradeablllty, including all frequenc%/
bands, power levels, modulation types, or other modes of operation for which the
device 1s de$1%ned to operate, whether or not the device will be initially .
marketed with all modes enabled. The description must state which parties will
be authorized to make software changes (e.g., the grantee, wireless service

roviders, other authorized parties) and the software controls that are provided

0 prevent unauthorized parties from enabling different modes of operation.
Manufacturers must describe the methods used in the device to secure the .
software in their application for equipment authorization and must include a high
level operational description or flow diagram of the software that controls the
radio frequency operating parameters. The applicant must provide an attestation
that only permissible modes of operation may be selected by a user.”



Problems in the NPRM (Certified modular
transmitters)

2.1042.(8)(e) “Manufacturers of any radio including certified modular
transmitters which includes a software defined radio must take steps to
ensure that only software that has been approved with a particular radio
can be loaded into that radio. The software must not allow the installers
or end-user to operate the transmitter with operating frequencies, output
power, modulation types or other radio frequency parameters outside
those that were approved. Manufacturers may use means including, but
not limited to the use of a private network that allows only authenticated
users to download software, electronic signatures in software or coding in
hardware that is decoded by software to verify that new software can be
legally loaded into a device to meet these requirements.”



http://www.federalregister.gov/a/2015-18402/p-318




History of Software Defined Radios
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Plan two

 Tell people to secure SDRs but don’t say how

» FCC said it was possible for open source software to be used for securing
but it would have a high burden

» Separate approvals for SDRs and non-SDRs (although the devices
aren’t technically that different)

» SDRs had more difficult approval policies but were slightly more flexible in
abilities
* The few that exist are niche products for hams

» SDRs don’t seem that secured (but | haven’t investigated much)
» Possibly due to FCC being worried about the lack of a market




So why are we talking about SDRs in the

and




ELABEL Act







A little caught off guard -
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What’s the problem with lockdo
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What’s the problem with lockdo







Why are they doing this?!
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What | think the solution is

« Work with manufacturers to make sure modification of radio parameters
REQUIRES reflashing

» Work with free software community to make sure default Ul’s aren’t dangerous
» Require the release of radio firmware source code

* Hams should work more on protecting the spectrum for all

» Collaborative campaign to discourage inappropriate usage

 Fair, firm punishment to those who break the rules, particularly if they
endanger others or do it for profit

» Create better tools for the community to find and discourage law-breakers
(Cory Doctorow proposal)

* End the forcing of people and devices into regulatory boxes



Questions (and discussion)




