
Southern California Linux Expo 2024

Secure Consumption of 
Open Source Software: Evaluating, 
Utilizing, and Contributing Safely

Katherine Druckman
Open Source Security Evangelist



2SCALE 21x 2024 2

Why are we here?

Today we’ll cover

Security challenges in consuming open source software

Evaluating open source projects through a security lens

Project health, governance, management, and community 

Tools for securing open source software

Open source community security efforts: OpenSSF

How we can contribute to a safer ecosystem



Security challenges

Why is open source security 
so challenging?
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https://www.synopsys.com/software-integrity/resources/analyst-reports/open-source-security-risk-analysis.html

https://www.linuxfoundation.org/blog/blog/a-summary-of-census-ii-open-source-software-application-libraries-the-world-depends-on

70–90%
of all software

Open source is everywhere

Source: Linux FoundationSource: Synopsis

77%
of code within

96%
of codebases

https://www.synopsys.com/software-integrity/resources/analyst-reports/open-source-security-risk-analysis.html
https://www.linuxfoundation.org/blog/blog/a-summary-of-census-ii-open-source-software-application-libraries-the-world-depends-on
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Yay!  We won!

Open source is everywhere
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1 million releases, June 2019

3.6 million releases in 2022

https://anchore.com/blog/open-source-is-bigger-than-you-imagine/  

Millions of packages …

https://anchore.com/blog/open-source-is-bigger-than-you-imagine/
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Millions of packages … 
dozens of maintainers

Bulk of projects have a single maintainer 

https://anchore.com/blog/open-source-is-bigger-than-you-imagine/ 

Packages by number of maintainers 
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https://anchore.com/blog/open-source-is-bigger-than-you-imagine/
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It’s not just NPM

https://ecosyste.ms

https://ecosyste.ms/
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CVE is a dictionary of common names for publicly 
known cybersecurity vulnerabilities, each of which 
receives a CVE Identifier. 

CVE Identifiers make it easy to share data across 
separate network security databases and tools. Plus, 
they provide a baseline for evaluating the coverage of 
an organization’s security tools. 

• CVE = Common Vulnerabilities and Exposures 
• List of “all” publicly known software security 

vulnerabilities starting in 1999 
• MITRE Corporation manages and maintains CVE 

on behalf of the US National Cybersecurity Division 

https://www.cve.org/

Common Vulnerabilities and 
Exposures (CVE)

https://www.cve.org/
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CVEs: True or false?

A project with no CVEs is more secure than a project with 
many CVEs.
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https://www.cve.org/About/Metrics

https://www.cve.org/About/Metrics
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So many dependencies

• Secondary and tertiary dependencies 
can get well into the 100s…

• Especially with web applications

https://www.drupal.org/project/composer_dependency_tree 

From%20https:/www.drupal.org/project/composer_dependency_tree


13SCALE 21x 2024 13

From GitHub:
• 2023 had the largest number of first-time 

contributors
• 420 million total projects (27% growth 

YOY)
• 4.5 billion contributions in 2023

https://github.blog/2023-11-08-the-state-of-open-source-and-ai/ 

New contributors!

source:%20https://github.blog/2023-11-08-the-state-of-open-source-and-ai/


Evaluating projects 

What does it mean to consume 
open source software securely?
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Evaluating open source projects

1. Review basic health—Is it active?
2. Check governance—Is it defined?
3. Review maintenance & releases—Is there a cadence?
4. Explore the community—Are people engaged?
5. Bug reporting—Is there a documented process?



What’s the first thing you would 
look at when evaluating an open 
source project to use or include as a 
dependency? 
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1. Evaluating software: Basic health

• Does the project even have 
a maintainer anymore?

• When was the last commit?

• Look at the issue queue

• How active is it? 
• When was the last post?
• When was the last response to 

an issue?

10 Years!
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2. Evaluating software: Governance

• Clearly defined governance? 

• Clearly stated license? 
(Hopefully OSI approved)  

• More than one maintainer
• Maintainers from more than one 

company or organization
• How are decisions made?

https://opensource.org/licenses

https://opensource.org/licenses
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3. Evaluating software: Maintenance and release management 

• Has there been substantial activity in the last year?
• Look at the release cadence

• Is it documented?
• Regularly occurring?
• Prompt patch releases to address bugs and security issues?

• Does the project communicate announcements regularly?
Does it have a blog?

• Is the latest release a “-alpha” or “-beta,” or does it indicate that it is not yet 
production-ready?
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4. Evaluating software: Community engagement 

• Contributor guide?
• Extensively used?
• Is the community working 

toward security best 
practices?
• Automated tests
• Up-to-date dependencies
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https://www.drupal.org/community/contributor-guide


22SCALE 21x 2024 22https://github.com/mastodon/mastodon/blob/main/SECURITY.mdhttps://www.gimp.org/bugs/report.htmlhttps://kubernetes.io/docs/reference/issues-security/security/ https://make.wordpress.org/core/handbook/testing/reporting-security-vulnerabilities/ 

5. Evaluating software: Secure bug reporting

https://github.com/mastodon/mastodon/blob/main/SECURITY.md
https://www.gimp.org/bugs/report.html
https://kubernetes.io/docs/reference/issues-security/security/
https://make.wordpress.org/core/handbook/testing/reporting-security-vulnerabilities/


Tools for securing open source software 

Beyond basic health
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Security tools for open source software

• Intel maintained CVE-bin-tool
• Open Source Security Foundation (OpenSSF):

• OpenSSF Best Practices Badge
• Secure Supply Chain Consumption Framework (S2C2F)
• OpenSSF Scorecard
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CVE-bin-tool
The CVE Binary Tool can help you find known vulnerabilities in software by using data from the National Vulnerability 
Database (NVD) list of Common Vulnerabilities and Exposures (CVEs) as well as known vulnerability data 
from Redhat, Open Source Vulnerability Database (OSV), Gitlab Advisory Database (GAD), and Curl.

1. A binary scanner—Helps you determine which packages may have been included as part of a piece of software. 
2. Tools for scanning known component lists—Such as CSV files, SBOM formats, etc.

As simple as …
pip install cve-bin-tool

cve-bin-tool <directory/file>

https://github.com/intel/cve-bin-tool

https://nvd.nist.gov/
https://nvd.nist.gov/
https://en.wikipedia.org/wiki/Common_Vulnerabilities_and_Exposures
https://access.redhat.com/hydra/rest/securitydata
https://osv.dev/
https://advisories.gitlab.com/about/index.html
https://curl.se/docs/vuln.json
https://github.com/intel/cve-bin-tool
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Open Source Security Foundation (OpenSSF)

The Open Source Security Foundation 
(OpenSSF) seeks to make it easy to 
develop, maintain, and consume open 
source software safely and securely.

This includes fostering collaboration, 
establishing best practices, and developing 
innovative solutions for the open source 
software we all depend on. 

From OpenSSF (CC-BY-4.0) https://creativecommons.org/licenses/by/4.0/

https://creativecommons.org/licenses/by/4.0/
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Vulnerability disclosures
Efficient vulnerability reporting and remediation

Best practices
Identification, awareness, and education of security best practices

Metrics & metadata
Security metrics/reviews for open source projects

Securing critical projects
Identification of critical open source projects

Security tooling
State of the art security tools

Supply chain integrity
Ensuring the provenance of open source code

Securing software repositories
Collaboration between repository operators

Projects
Category-leading software initiatives

A. Secure Software Development Fundamentals courses SIG
B. Security Knowledge Framework (SKF) project
C. OpenSSF Best Practices Badge project
D. OpenSSF Scorecard project
E. Common Requirements Enumeration (CRE) project
F. Concise & Best Practices Guides SIGs
G. Education SIG
H. Memory Safety SIG 
AG. The Security Toolbelt SIG

I. CVD Guides SIGs
J. OSS-SIRT SIG
K. Open Source Vuln Schema (OSV) project 
L. OpenVEX SIG
M. Vuln Autofix SIG

N. Security Insights project
O. Security-Metrics: Risk Dashboard project 
P. Security Reviews project
AH.  Security Insights Spec project

Q. SBOM Everywhere SIG 
R. OSS Fuzzing SIG
AI. SBOMit project
Protobom project

S. Supply-chain Levels for Software Artifacts (SLSA) project
T. Secure Supply Chain Consumpt Framework (S2C2F) project
AJ. Gittuf project
AK. GUAC project

U. List of Critical OS Prj, Components & Frameworks SIG
V.  Criticality score project
W. Harvard study SIG
X. Package Analysis project
Y. Allstar project

AD. Alpha-Omega
AE. Sigstore
AF. Core Toolchain Infrastructure (CTI) 

AB. RSTUF project

End users
voice of public & private sector organizations that primarily consume open 
source

Z. Threat Modeling SIG

1. IN
F

O
R

M
2. E

Q
U

IP
3

. E
N

G
A

G
E

AI/ML security
AI/ML security at the Intersection of Artificial Intelligence and Cybersecurity

DevRel
Develop Use Cases and help others learn about security

Diversity, equity & inclusion
Increase representation and strengthen the overall effectiveness of the 
cybersecurity workforce

From OpenSSF (CC-BY-4.0) https://creativecommons.org/licenses/by/4.0/

Working groups, projects & SIGs

https://github.com/ossf/wg-vulnerability-disclosures
https://github.com/ossf/wg-best-practices-os-developers
https://github.com/ossf/wg-identifying-security-threats
https://github.com/ossf/wg-securing-critical-projects
https://github.com/ossf/wg-security-tooling
https://github.com/ossf/wg-supply-chain-integrity
https://github.com/ossf/wg-securing-software-repos
https://openssf.org/training/courses/
https://www.securityknowledgeframework.org/
https://bestpractices.coreinfrastructure.org
https://github.com/ossf/scorecard
https://github.com/OWASP/common-requirement-enumeration
https://openssf.org/resources/guides/
https://github.com/ossf/education
https://github.com/ossf/Memory-Safety
https://github.com/ossf/toolbelt
https://github.com/ossf/oss-vulnerability-guide
https://github.com/ossf/SIRT
https://github.com/ossf/osv-schema
https://github.com/ossf/OpenVEX
https://github.com/ossf/security-insights-spec
https://github.com/ossf/Project-Security-Metrics
https://github.com/ossf/security-reviews
https://github.com/ossf/security-insights-spec
https://github.com/ossf/security-insights-spec
https://drive.google.com/drive/folders/154MCLeIOQEgPpTUL7yzplOiipBVJ5KZJ
https://docs.google.com/document/d/1TmhqYpB1Ly-5o-F31RVHxgpunW6qeDTVopBCtCmKhs0/edit
https://github.com/sbomit
http://github.com/bom-squad/protobom
https://slsa.dev/
https://github.com/ossf/s2c2f
https://github.com/gittuf/gittuf
https://github.com/guacsec/guac
https://docs.google.com/spreadsheets/d/1ONZ4qeMq8xmeCHX03lIgIYE4MEXVfVL6oj05lbuXTDM/edit
https://github.com/ossf/criticality_score
https://www.coreinfrastructure.org/programs/census-program-ii/
https://github.com/ossf/package-analysis
https://github.com/ossf/allstar
https://alpha-omega.dev/
https://www.sigstore.dev/
https://github.com/repository-service-tuf
https://github.com/ossf/wg-endusers
https://docs.google.com/document/d/1abI65H4pF5y8YtA2_TuDBAaI47v9mTfpr5mwVvccX_I/edit
https://docs.google.com/document/d/1abI65H4pF5y8YtA2_TuDBAaI47v9mTfpr5mwVvccX_I/edit
https://github.com/ossf/ai-ml-security
https://creativecommons.org/licenses/by/4.0/
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OpenSSF projects and tools

OpenSSF Best Practices Badge

https://www.bestpractices.dev/
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OpenSSF projects and tools

OpenSSF Scorecard

• What is it?
• Quick, easy project assessment 

via list of automated checks for 
best practices

• What does it help protect me 
from?
• Malicious maintainers and 

packages
• Poorly maintained projects
• Compromised build systems 

and/or code
• How do I use it?

• Command line interface (CLI)
• GitHub Action
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Score in terminal … … or via browser

OpenSSF projects and tools

OpenSSF Scorecard
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The S2C2F project works to further develop and improve the S2C2F guide, which 
outlines how to securely consume open source software (OSS) dependencies.

OpenSSF projects and tools

Secure Supply Chain Consumption Framework (S2C2F)

https://github.com/ossf/s2c2f/blob/main/specification/Secure_Supply_Chain_Consumption_Framework_(S2C2F).pdf 

https://github.com/ossf/s2c2f/blob/main/specification/Secure_Supply_Chain_Consumption_Framework_(S2C2F).pdf


Putting the tools to work

Let’s evaluate some software 
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Evaluating open source projects

1. Review basic health—Is it active?
2. Check governance—Is it defined?
3. Review maintenance & releases—Is there a cadence?
4. Explore the community—Are people engaged?
5. Bug reporting—Is there a documented process?
6. Run OpenSSF Scorecard 
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OpenSSF projects and tools

Grab a random repo

https://gitrandom.digitalbunker.dev/ 

https://gitrandom.digitalbunker.dev/
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Basic health check: Looks promising!

No OpenSSF 
Best Practices 

Badge?

https://github.com/google/python-fire

https://github.com/google/python-fire
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Issue queue  
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Pull requests 
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OpenSSF Scorecard: Manual CLI scan—Terminal

scorecard --repo github.com/google/python-fire
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OpenSSF Scorecard – Manual CLI scan– Browser version OpenSSF Scorecard: Manual CLI scan—Browser

https://securityscorecards.dev/viewer/?uri=github.com/google/python-fire 

https://securityscorecards.dev/viewer/?uri=github.com/google/python-fire
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OpenSSF web report:
Protocol buffers

https://securityscorecards.dev/viewer/?uri=github.com/protocolbuffers/protobuf

The good:
• No dangerous workflows!
• Maintained!
• Security policy!
• Even fuzzing!

😎

The less good:
• No signed releases   
• Static analysis
• Branch protection unknown

🧐

https://securityscorecards.dev/viewer/?uri=github.com/protocolbuffers/protobuf
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Get involved in the OpenSSF

Be your own hero!

openssf.org
The best way to influence an OSS project direction is to get involved.

https://openssf.org/


Taking ownership  

Developers don’t owe you anything
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Scan for tools, sources, and resources 

Visit the presentation’s GitHub page

• Intel and OpenSSF tools
• Guides and community resources
• Links to articles and source material
• A PDF of this presentation
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Where to find me

• Twitter/X: @katherined
• Fediverse: @katherined@reality2.social
• LinkedIn: katherinedruckman
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