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Open Source Software is everywhere



Including in essential infrastructure

96% 93% 97% 100%

Enterprise 
Software

Healthcare Financial Energy
Industry

source: Synopsys

Percentage of surveyed codebases that contain open source code





source: xkcd.com



An overview of supply chain attacks…



Software supply chain attack: when a cyber threat actor 

infiltrates a software vendor's network and employs malicious code 
to compromise the software before the vendor sends it to their 
customers. The compromised software then compromises the 
customer's data or system. (cisa.gov)

i.e.,  injecting code into your project 

to harm those who depend on you
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Open source security…

…and public health lessons??





Three lessons to come!
1) Evaluating risks
2) Monitoring
3) Communication



A quick side trip…

  into your dependencies
Thank you to Nicky Ringland (@nickyringland), 

Josie Anugerah, and Eve Martin-Jones of Google’s deps.dev team
for sharing the following dependency diagrams and stats!



Dependencies
 

the projects you rely on

Dependents (or reverse dependencies)

the projects that rely on you
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And another  dependency!
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Don’t forget THEIR 
dependencies!
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Package it up… 
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And release to the world!
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Proprietary + Confidential

Of the time a package is affected by a 
vulnerability, it’s affected indirectly.

98%

Computed by deps.dev: From all published libraries across npm, Go, Maven, PyPI, and Cargo
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deps.dev

average number of direct  
dependencies for an npm 
package

6
Computed by deps.dev.



deps.dev

average number of direct  
dependencies for an npm 
package

6

average number of indirect 
dependencies for an npm 
package

110
Computed by deps.dev.
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Free tools! 

● OpenSSF Scorecard — to 
understand a project’s 
risks

● Deps.dev website — to 
understand connections 
between projects





Webviewer CLI tool GitHub action

OpenSSF Scorecard
Info how YOU want it





deps.dev
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More free 
tools! 

● OSV (Open Source 
Vulnerabilities) or 
ecosystem-specific 
vulnerability monitoring 

● Dependency update bots 
(Dependabot or 
Renovatebot)



osv.dev



osv.devosv.dev



Install Now

Details

Dependency Update
Dep 9.3.2 is available for your 

project and ready to install.

Later

Use a dependency 
update tool to stay on 
top of these changes!

● Dependabot

● Renovatebot
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Code 
contributions, 

but also…

● Communication!
● Awareness!
● Soft skills!
● Documentation!
● Community education!
● Helping others!
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Link

https://github.com/python/importlib_metadata/issues/458


 Link

https://github.com/jaraco/tidelift/issues/3


Closing thoughts…



 Just as risks can propagate through 
communities…

so can proactive, positive actions!
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