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e The Problem(s)
-- Legacy designs
-- Unclear privacy situation
-- DMCA

'« Approaches to a Solution

-- PKE

-- Virtualization

-- Architecture-based security
-- Open Source




Ready or not, here come new regulations

Caltrans source link

Department of Motor Vehicles

Invitation to Public Workshops on Draft Regulations for Autonomous Vehicles

The department is seeking public discussion in the following areas:
e Feedback on specific provisions of the draft regulations
« How the state can best require compliance with transparent and technical safety standards
e Manufacturer certification requirements and how the department can best determine the validity of those

certifications
Workshop Schedules
Northern California Southern California
10:00 a.m. 10:00 a.m.
Thursday. January 28, 2016 Tuesday. February 2, 2016
Harper Alumni Center, Junipero Serra Building. Carmel Room
California State University, Sacramento 320 West 4th Street. Los Angeles. CA 90013

6000 J Steet, Sacramento, CA 95819


https://calstablog.wordpress.com/2015/12/16/dmv-releases-draft-requirements-for-public-deployment-of-autonomous-vehicles/

July 2015: Miller and Valasek “state-sponsored”

takedown of Jeep

748 N stron & 74

The update image is valid and ready
for installation. Do you want to update
APP sw from 14.05.3 to 14.05.3?

source: http://illmatics.com/Remote%20Car%20Hacking.pdf



Miller-Valasek: D-Bus service responding to an
open 3G port

“To find vulnerable vehicles you just need to scan on
port 6667 from a Sprint device. . . “

(] chris@linuctop: -/masscen,
File Edit Tabs Help

internet sharinc |

=1 |

# netstat
Active Internet connections
Proto Recv-Q Send-Q Local Address

tcp 0 0 144-103-28-21.po.65531

tcp 0 27 144-103-28-21.po.65532

tcp 0 0 *.6010

tcp 0 0 *.2011

tcp 0 0 *.6020

tcp 0 0 *.2021

tcp 0 0 localhost.3128

tcp 0 0 *.51500

tcp 0 0 *.65200 . — & —
tcp 0 0 localhost.4400 localhost.65533
ESTABLISHED

tcp 0 0 localhost.65533 localhost.4400
ESTABLISHED

tcp 0 0 *.4400 i LISTEN

tep 0 0 *.ire i o B LISTEN


http://illmatics.com/Remote%20Car%20Hacking.pdf

Without Over-the-Air Updates, Jeep IS stuck

Update available

Your 2015 JEEP GRAMD CHEROKEE LAREDO 4xX4 SPORT UTILITY 4-DR equipped with the
Uconnect system qualifies for the following software update:

— Update 1: UCONNECT® 8.4A_RA3_15_17_5_MY15

Service Bulletin ID: 8-31-15 & 8-35-15
Release Date: 2015-07-15

GET STARTED »

Dec. 2015 view of Uconnect update



The Jeep was running QNX

 QNX is outshipping Linux 6:1 say analysts.

 Many automakers plan cars that run Linux:

— members: BMW, FAW, CMC, Great Wall,
Honda, Hyundai, JLR, Daimler, Nissan, Peugeot-
Citroen, Renault, SAIC, Volvo

= members: Toyota, JLR, Mitsubishi, Nissan,
Honda, Ford, Mazda,Subaru

* S0 everything's fine, right?


http://projects.genivi.org/
https://www.automotivelinux.org/

What about . . .

 attaching your phone via USB to a rental car?
* leaving your car at a repair shop overnight?

How do we . ..
opt out of automakers' data collection?

e reset a car for sale to factory defaults?

Should . . .

» an unpatched car fail its safety inspection?

 law enforcement routinely monitor speed data?



We need societal values to inform
= transportation technological decisions
. . . hot the other way around!




Safety vs. Security Tradeoffs?

Driving Safety Vehicle Safety Research  Data Laws & Regulations
owws €& f o = &

= NHTSA Announces Final Rule Requiring Rear Visibility
i __________________ .: Technol ogy

b e NHTSA 09-14
LT e e Monday, March 31, 2014

e 2-seconds-to-rear-view-camera NHTSA rule enforces
minimum boot time.

 lll-considered regulations can lead to /ess safety when
Increased attack surface is factored In.
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Event Data Recorders: NHTSA decision
pending

Driving Safety Vehicle Safety Research  Data Laws & Regulations  JELLIVENGREST
uwr & f @ =

MATIONAL HIGHNAY TRAFFC
SAFETY ADMIMISTRATION

U.S. DOT Proposes Broader Use of Event Data Recorders to Help
Improve Vehicle Safety

NHTSA 46-10

Friday, December 7, 2012

Contact Karen Aldana, 202-366-9550

Requirement aims to capture valuable safety-related information in seconds before and during a motor

vehicle crash

m ELECTRONIC FRONTIER FOUNDATION

What is being collected? courtesy
. . Nate Cardozo,
0114 mandatory points + 28 optional EFF
[But that's a floor, not a ceiling
IWhat else?
> Location

+ Audio or Video


https://www.eff.org/deeplinks/2013/02/black-boxes-cars-open-call-comments
http://files.meetup.com/2623882/Cardozo_EFF_Auto_Privacy_Talk.pdf

2~ The surest approach to security:
avoid being an attractive target -




The ONLY way that payment credentials should
be stored In a car

Connectivity to car systems: double-stick tape




TELEMATICS WIRE ~ Tiemtierladiazes

HOME EXPERTS SAY! COMNECTED VEHICLES AUTONOMOUS INSURANCE TELEMATICS COMNECTED DRIVER

EMERGING MARKETS
HOME / CONNECTED VEHICLES, AUTOMOTIVE SECURITY, CONNECTED DRIVER, CONNECTED VEHICLES / DOCUSIGN MAKES SECURE DIGITAL
TRANSACTIONS FOR VISA'S CONNECTED CAR INITIATIVE

DocuSign makes secure digital transactions for Visa's
connected car initiative

Published: Novermnber 03, 2015 | Las Vegas, NV

Associating broad payment credentials
with embedded car systems
puts lives in danger.
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http://telematicswire.net/docusign-makes-secure-digital-transactions-for-visas-connected-car-initiative/

Payment credentials + High Voltage + Connectivity
What could possibly go wrong?

Component by component

Far
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Metering, GHD
Tarmiral, CP
Termiral

Ozer Shezaf, http://xiom.com/2013/04/13/who_can_hack_a plug_the presentation
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AW Security and transparency
approaches




architecture

Securing back end communications

e Each device is issued a private key at
manufacture, the public key is sent to the
back end along with the device ID

e Each message is signed when it is sent,
iInside of an HTTPS connection with

certificate verification ‘


http://events.linuxfoundation.org/sites/events/files/slides/ELC%202015.pdf

Preserving anonymity with PKE is Challenging

Security and Privacy (EU)

Cross
RootCA ﬁ ﬁ (iertl_f ca_tlon_ ﬁﬁRoot CA
% RCA1 = &

P
ﬁ ﬁ Pseudonym CAs

o ] ] PCA1 . PCA, ﬁﬁ Long-Term CA

Pseudonym Certificates
PC.. PC.

29/12/15

'CAR 2 CAR

COMMUNICATION CONSORTIUM

Courtesy B. Lehrmann, 32C3, “Vehicle2Vehicle Communication based on IEEES802.11p”
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https://media.ccc.de/v/32c3-7165-vehicle2vehicle_communication_based_on_ieee_802_11p

Multiple processor cores with multiple OSes

AUTO SAR

Enabling Innovation

Driver Assistance,
Navigation, Entertainment

Linux can -
be AGL-GENIVI : Proprietary
or Android, or one Hypervisor or Xen
core of each Y S

. 19
Courtesy Mentor Automotive


https://www.mentor.com/embedded-software/automotive/

Automotive LAN, 2025
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Copyright Renesas, “Introduction to CAN”, with permission.

Ethernet A/V-B (audio-video bridging) will displace FlexRay and MOZSOT



Proposal: scantool connection via DB only

F'a" Single-board server

CAN
500 kbps

Get rid of hard connections to CAN
from passenger cabin.




Linux kernel's watchdoqg timer

guards against intrusion-caused slowdown

——— /dev/watchdog ——— @
int petdog(unsigned interval) {}

Must hit critical time window

Critical application,
normal state

4

---t---» /dev/watchdog ——— @
Ny

Cr_ltlcal appllcathn, REBOOT
failed state; or simple slowdown 2




How signing works

image.its

' ™

Industry Best Practice: ChromiumQOS's Verified Boot

- -
ramdnsks

New Signing Flow ‘ ‘

Balances security with software freedom.

e



https://events.linuxfoundation.org/sites/events/files/slides/chromeos_and_diy_vboot_0.pdf
https://www.chromium.org/chromium-os/developer-information-for-chrome-os-devices/chromebook-pixel-2015
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http://www.slideshare.net/Arynga/genivi-download-upload-messaging-manager-april-25-1130-1230
http://events.linuxfoundation.org/sites/events/files/alss13_buga.pdf

OCTOBER 27, 2015 | BY PARKER HIGGINS AND MITCH STOLTZ AMND KIT WALEH AND CORYHNE MCSHERRY o l] E %} Bl

Victory for Users: Librarian of Congress Renews and Expands
Protections for Fair Uses

EFF wins automotive DMCA Section 1201 exemption

32c3 2015: F. Domcke reverse-engineers the VW-diesel cheat

25


https://www.eff.org/deeplinks/2015/10/victory-users-librarian-congress-renews-and-expands-protections-fair-uses
https://media.ccc.de/v/32c3-7331-the_exhaust_emissions_scandal_dieselgate

Most exciting development of 2015: OSVehicle

TABBY EVO released in Open Source E_;Sveh'd .

N o
=§,« . ee

26


http://www.osvehicle.com/

Summary

Adding capability and automation inevitably increases
‘attack surface.’

The FCA-Harman-Sprint installation did not follow best
practices.

The industry as a whole is moving to OTA.
Considerable open-source activity is underway.

Traditional Linux security considerations apply equally
to cars.

27
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Hardware-level security on a device

e Xx86: TPM, IMA . ..

e ARM: Cortex-R,
TrustZone

e Both ARM and x86
solutions have some
Linux driver support

Image courtesy Chris Turner, ARM


https://mjg59.dreamwidth.org/24818.html
http://genode.org/documentation/articles/trustzone
http://files.meetup.com/2623882/The%20ARM%20Connected%20Car%20-%20public.pdf

Familiar problems, familiar solutions

Vehicle Software Infotainment Software

Vehicle Diagnostics, Emergency
Service Calibration, Services
Climate Configuration
Control,

Sensors, etc.

Ul with TTS & Speech Recognition

Wireless _
Phone | BT | NAv | Cloud . | DLNA Radio
Apps e

System Services System Services

IPC IPC

Linux Android

Xen

DOMO and DOMU run on different cores of a processor.
Global Logic: http://tinyurl.com/ojnrbr2
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Driver drowsiness detection has great potential,
but . . .

INTERIOR MONITORING WITH
ACTIVE PERSONALIZATION

Interior Monitoring:

Maonitor the driver's gaze direction, attention, drowsiness
and emotion using a 2.3 mp camera module with IR
illumination connected to FPGA processing FC.

% Camera Point Tracking Algorithms
* (5aze Direction
* Eye Closure
* Blink Rate
« Head Tracking
= Yawn Detection
* Emotion Recognition

%, Holistic HMI

Active Personalization:

Wehicle preferences and customization is saved and
automatically set when system identifies driver.

& For Fun:
+* Personal Profile
* Mabile, Infotainment and Comfort Presets
 Seat and Climate Presets
» Recommended Routes
+ Better Routing and Incentives
* Text, Email and Social Reader

seat preference /
M radio preference 19

‘_ moaod happy
vy B F A

Source: Key Safety Systems


http://www.keysafetyinc.com/technology/

Automotive LAN, 2015

Failure diagnostic system ®CAN (statutory control) Diagnostic tool
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Copyright Renesas, “Introduction to CAN”, with permission.

>100 microprocessors on MOST, CAN-FD, LIN, FlexRay networks34



GPS Spoofing: Qihoo at Defcon

Try to spoof cars

- Demo video: The car, BYD Qin,was located in a lake center.

BYD AUTO

35


https://media.defcon.org/DEF%20CON%2023/DEF%20CON%2023%20presentations/DEFCON-23-Lin-Huang-Qing-Yang-GPS-Spoofing.pdf

Connectivity may be a bad choice

;! DRIVER™S DNSPLAY MODULE
I L- o |
W"' IntelligAIRE 1 o =
2 o Bain MODULE
Climate Control = || 7 =
Center = “
- 11938 NETWORK : & o
A WIRELESS BROADCAST ,.d"
= [
= 4
v d ;

ON-BOARD —
COMPUTER

__ INTERNAL
1D MODULE

Legend

@ r00FT 0P ASC HEAT UNIT

&) warer e
a ENOST Pl AP

¥ Shuttle bus withJ1939 air conditioning,”
/ - Metropolitan Atlanta

Rapid Transit Authority,
The “Thermo King Intelligaire Il1* hitp://can-newsletter.org

PRESSURE DISPLAY
MODULE



http://can-newsletter.org/engineering/applications/nr_shuttle-bus-with-j1939-air-conditioning_thermoking_131008/
http://www.na.thermoking.com/content/dam/tki-na/pdf/brochures/bus/55196_IntelligAirelll_Brochure.pdf

Ambient Insecurity: the Internet of Threats

“Alternative Web browser-based user interface allows remote
programming and status observation”
(Safetran Cobalt brochure)

s

Background: Thinking Highways
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http://safetran-traffic.com/index.php/products/controllers/rackmount/
http://thinkinghighways.com/boxing-clever/

Open Street Map and Ubuntu uNav

This I1s an unofhcial app viewer

< ‘r’ \ uNav GPS Navigation | App

A ‘ e s i Nb

Marcos Costales

'

a INSTALL

“Install will take vou to the official appstore on an
({1_ [ojo]
<5 C o

Ubuntu Touch device

for Ubuntu Touch apps

Changeicg Info Support

Map viewer & turn-by-turn GPS navigator for car, bike &
walking

IMPORTANT;
¥ You have to update your phone to OTAB (released 15th
November 2015).

FEATURES:

* Map viewer and GPS navigator.

* Powered by OpenStreetMap & Mapzen! You'll have the
last map/routes updates on fly!

¥ Car, bike or walk modes.

¥ Avold tolls.

* Nearby POls.

¥ Works online (=10 km/=20 min = 2.5 MB).

¥ For any country in the world.

*100% GPL and 100% based in libre projects.
* turn-by-turn indicators with voice.

* Unit: kilometers or miles.

H/T Linux Unplugged Episode 115 38


https://uappexplorer.com/app/navigator.costales
http://www.jupiterbroadcasting.com/89426/open-production-lup-115/

Automotive pen-testing

Security conference Save as PDF
Tesla only partially hacked

Last week's Syscan-360 Security Conference in Beijing (China) posed a challenge: a prize of US% 10 000 was
announced for anyone who managed to hack a Tesla. The prize money went unclaimed - none of the participants
managed to meet all specifications set by the organizers.

ACCORDING TO THE SOUTH CHINA MORNING POST,
10 600 yuan were awarded to a white hat hackers team from
Zhejiang University, which managed to exploit a "flow design
flaw™ of the Tesla model 5 to access the car's CAN network.
They could "unlock the vehicle, sound the homn, and flash
the lights, and open the sunroof.” All this was achieved while
the car was in motion, but no team managed to hack the
engine during the set timeframe,

CAN Industry Association newsletter, July 24, 2014
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http://can-newsletter.org/

ars technica

MAIN MENU MY STORIES: FORUMS

RISK ASSESSMENT / SECURITY & HACKTIVISM

GM embraces white-hat hackers with
public vulnerability disclosure program

First major automaker (aside from Tesla) to issue guidelines promising not to sue
researchers.

by Sean Gallagher - Jan 8, 2016 7:44am PST
==

General Motors

WY BT COAm
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http://arstechnica.com/security/2016/01/gm-embraces-white-hats-with-public-vulnerability-disclosure-program/

Auto Security Products & Solutions

Security Function Company/Product
Cyber-Security | » Security risk assessment Cisco OpSec
Services Penetration testing |OActive

Vulnerability assessment Many others

Hardware Cryptographic processing Freescale microcomputers
Security Secure microprocessor Tl and others
Hypervisor Protect at software boot-up OpenSynergy, Mentor Graphics
Software OS & software isolation Green Hills & others
Over-the-air Remote software update with | »Arynga
SW Update built-in security Redbend
Apps Security Security framework for Secunet Application Control Unit
Framework connected car apps Others expected

Courtesy of IHS and E. Juliussen
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https://technology.ihs.com/548846/auto-tech-presentation-cyber-security-in-the-connected-car-age-ihs-automotive-conference-detroit

GENIVI Demo Platform

Software Platform
Middleware

Qemu image plus BSPs for RPI, Minnowboard, Nvidia
Jetson and Renesas R-Car


http://wiki.projects.genivi.org/index.php/GENIVI_Demo_Platform

A typical automotive data center

Source: RTKL blog
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http://www.rtkl.com/blog/index.php/category/urban-planning

Chaos Computer Club 2012 video

Christie Dudley, Santa Clara University Law School

TALK/ID-5095 PRIVACY AND THE CAR OF THE FUTURE
2.9-C/3 CONSIDERATIONS FOR THE CONNECTED VEHICLE

http://tinyurl.com/crbazg9
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