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Ѵ (GJH�&RPSXWLQJ�2YHUYLHZ

Ѵ $WWDFN�0RGHOV�	�0RWLYDWLRQV
Ѵ (GJH�6HFXULW\�'HVLJQ���%XLOGLQJ�%ORFNV
Ѵ 2UFKHVWUDWLQJ�6HFXULW\�DW�WKH�(GJH
Ѵ &KDOOHQJHV
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Ɣ (GJH�FRPSXWLQJ�EULQJV�FRPSXWH�DQG�VWRUDJH�FORVHU�WR�WKH�VRXUFHV�RI�GDWD�IRU�DSSOLFDWLRQV�WKDW�UHTXLUH�
ORZ�ODWHQF\��KLJK�VFDODELOLW\�DQG�KLJK�WKURXJKSXW�

Ɣ (QDEOHV�DSSOLFDWLRQV�VXFK�DV�$,�LQIHUHQFH�WR�SURFHVV�GDWD�LQ�UHDO�WLPH���FRQVHUYLQJ�QHWZRUN�EDQGZLGWK�
DQG�UHVSRQVH�WLPH
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(GJH�$SSOLDQFH

Ѵ 3URYLGHV�DQ�HQG�WR�HQG�H[SHULHQFH�WR�XVHUV
Ѵ &DSDEOH�RI�GRLQJ�SUH�GHILQHG�VHW�RI�IXQFWLRQV
Ѵ 'DWD�FROOHFWHG�DUH�SURFHVVHG�E\�WUXVWHG�
DSSOLFDWLRQV�

Ѵ 3XUSRVH�EXLOW
Ѵ ([DPSOH��6PDUW�WKHUPRVWDW�

(GJH�3ODWIRUP��IRFXV�RI�WKLV�VHVVLRQ�

Ѵ $�SODWIRUP�WR�UXQ�FXVWRPHU�XVHU�DSSOLFDWLRQV

Ѵ )OH[LEOH���JHQHULF�SODWIRUP�WKDW�VXSSRUWV�ZLGH�UDQJH�

RI�DSSOLFDWLRQV�VXFK�DV�KHDOWKFDUH��UHWDLO�DQG�

PDQXIDFWXULQJ

Ѵ 5HODWLYHO\�SRZHUIXO�FRPSXWHUV��FDSDEOH�RI�UXQQLQJ�

DSSOLFDWLRQV�OLNH�$,�,QIHUHQFH�

Ѵ 'DWD�LV�SURFHVVHG�E\�FXVWRPHU�GHSOR\HG�DUELWUDU\�

�XQWUXVWHG��VRIWZDUH
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&UHDWHV�XQLTXH�
VHFXULW\�FKDOOHQJHV
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$VVXPSWLRQV

Ѵ $�FORXG�PDQDJHG�HJGH�SODWIRUP�VHUYLFH

6FRSH

Ѵ 7KH�HGJH�QRGHV�GHSOR\HG�LQ�WKH�FXVWRPHU�SUHPLVHV

Ѵ 6HFXULQJ�HGJH�QRGHV�IURP�D�VHUYLFH�SURYLGHU�SHUVSHFWLYH

1RW�LQ�VFRSH

Ѵ &ORXG�6HFXULW\��6HFXULW\�RI�,R7�VHQVRUV�
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�:KDW�OHYHO�RI�VHFXULW\�LV�GHVLUHG"
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Ɣ 1DWLRQ�VWDWH�DFWRUV

Ɣ 2UJDQL]HG�JURXSV���$37�	�&\EHUFULPH�DV�D�VHUYLFH�

JURXSV

Ɣ 'LVJUXQWOHG�HPSOR\HHV

Ɣ +DFNWLYLVWV

$77$&.�02'(/6

Ɣ 3K\VLFDO�DFFHVV��ORFDO��DQG�UHPRWH�DWWDFNV

Ɣ ([SORLWLQJ�YXOQHUDEOH�HQGSRLQWV�DQG�XQDXWKRUL]HG�DFFHVV

Ɣ +DUGZDUH�DQG�VRIWZDUH�VXSSO\�FKDLQV

027,9$7,216

Ɣ 'DWD�	�,QWHOOHFWXDO�SURSHUW\��HJ�$,�PRGHOV�

Ɣ 5DQVRPZDUH

Ɣ 6WHDO�FRPSXWH�UHVRXUFHV

Ɣ 'HQLDO�RI�VHUYLFH

,03$&7

Ɣ 5LVN�WR�OLIH��H�J��0HGLFDO���GLVFORVXUH�RI�3,,�DQG�RWKHU�

VHQVLWLYH�FRQILGHQWLDO�GDWD

Ɣ )LQDQFLDO�ORVV�DQG�ORVLQJ�PDUNHW�WR�\RXU�FRPSHWLWRU

Ɣ %UDQG

Ɣ 'LVUXSW�VHUYLFHV�FDXVLQJ�FKDRV�LQ�WKH�RSHUDWLRQV��H�J��

6PDUWFLW\�HQY�RSHUDWHG�E\�JRYW�TXDVL�JRYW�DJHQFLHV�
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3K\VLFDO�DFFHVVLELOLW\

Ɣ 8QDXWKRUL]HG�SK\VLFDO�DFFHVV�WR�HGJHV�GHYLFHV

Ɣ :LWK�SK\VLFDO�DFFHVV��DQ�DWWDFNHU�FDQ�PRXQW�VLGH�FKDQQHO�DWWDFNV�VXFK�DV�WLPLQJ�DWWDFNV��SRZHU�FRQVXPSWLRQ�

DQDO\VLV��FROG�ERRW�DWWDFNV�HWF�

Ɣ 0RGLI\�ILUPZDUH�RU�H[SORLWLQJ�ILUPZDUH�YXOQHUDELOLWLHV

+HWHURJHQHRXV�KDUGZDUH��%<2'�

Ɣ ,QFUHDVHG�WKUHDW�VXUIDFH�DUHD�GXH�WR�PXOWLSOH�KDUGZDUH�YHQGRUV�DQG�FDSDELOLWLHV

Ɣ /DFN�RI�VWDQGDUGL]DWLRQ�LQ�KDUGZDUH�DQG�SUHERRW�HQYLURQPHQW���H[DPSOH���9HQGRU�VSHFLILF�)LUPZDUH�XSGDWH�

SURFHVV�DQG�WRROV

6KDUHG�UHVSRQVLELOLW\�RI�(GJH�QRGHV��%<2'�

Ɣ +XPDQ�HUURUV�DQG�SURFHVV�JDSV���OHDGLQJ�WR�XQORFNHG�8(),�ILUPZDUH��%0&V

Ɣ $UH�FXVWRPHUV�SDWFKLQJ�ILUPZDUH�DQG�RWKHU�FRPSRQHQWV�LQ�D�WLPHO\�PDQQHU"
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+DUGZDUH�5RRW�RI²WUXVW�
�5R7� 7UXVWHG�&RPSXWLQJ�%DVH

'HIHQVH�LQ�'HSWK

,GHQWLW\��$XWKHQWLFDWLRQ�	�
$XWKRUL]DWLRQ

6HFXUH�(GJH�1RGH�
(QUROOPHQW�

(QFU\SWLRQ�	�'DWD�
3URWHFWLRQ

5HPRWH�$WWHVWDWLRQ %RRW�WLPH�	�5XQ�WLPH�
,QWHJULW\

7KUHDW�'HWHFWLRQ�	�)DLOXUH�
5HSRUWLQJ

6XSSO\�FKDLQ�6HFXULW\ 9XOQHUDELOLW\�0JPW�	�27$�
8SGDWHV

3UHERRW�)LUPZDUH��
6HFXULW\
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8(),�	�6HFXUH�%RRW���HQVXUH�WKDW�WKH�QRGH�ERRWV�RQO\�XVLQJ�
VRIWZDUH�WUXVWHG�E\�VHUYLFH�SURYLGHU��,I�DQ\�RI�WKH�VRIWZDUH�LQ�
WKH�ERRW�FKDLQ�LV�FRPSURPLVHG��WKH�VLJQDWXUH�ZRXOG�QRW�
PDWFK��DQG�WKH�QRGH�ZRXOG�QRW�ERRW�WKH�LPDJH��

7UXVWHG�3ODWIRUP�0RGXOH��730��	�0HDVXUHG�%RRW���PDLQWDLQV�
D�FU\SWRJUDSKLF�PHDVXUHPHQW��KDVK��RI�HDFK�VRIWZDUH�OD\HU�LQ�
WKH�ERRW�FKDLQ�

,QWHJULW\�0HDVXUHPHQW�$UFKLWHFWXUH��,0$����([WHQG�
PHDVXUHERRW�WR�HQIRUFH�UXQ�WLPH�ILOH�LQWHJULW\���

7&%���WKH�PLQLPXP�VHW�RI�KDUGHQHG�ZHOO�WHVWHG�KDUGZDUH��
ILUPZDUH��DQG�VRIWZDUH�FRPSRQHQWV�WKDW�DUH�FULWLFDO�WR�WKH�
VHFXULW\�RI�WKH�QRGH�

�
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$�730�LV�FRSURFHVVRU�RQ�WKH�PRWKHUERDUG��ZKLFK�LV�FDSDEOH�RI��
Ɣ JHQHUDWLQJ�UDQGRP�QXPEHUV��NH\V�DQG�KDVKHV��VWRULQJ�NH\V��
Ɣ 3HUIRUPLQJ�FU\SWRJUDSKLF�RSHUDWLRQV
Ɣ 3URYLGHV�3ODWIRUP�&RQILJXUDWLRQ�5HJLVWHUV��3&5��WR�VWRUH�KDVKHV���XVHG�IRU�SHUIRUPLQJ�DWWHVWDWLRQ�

�
,PDJH�VRXUFH�KWWSV���WUXVWHGFRPSXWLQJJURXS�RUJ

https://trustedcomputinggroup.org
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Ɣ 5R7�RI�6HFXUH�%RRW�DQG�0HDVXUHG�%RRW�DUH�GLIIHUHQW

Ɣ 6HFXUH�%RRW�VLJQDWXUH�IDLOXUHV�DERUW�WKH�ERRW�SURFHVV�

Ɣ 0HDVXUHG�%RRW�LV�SDVVLYH�DQG�GRHVQ·W�EORFN�WKH�ERRW�SURFHVV��+RZHYHU�LW�QHHGV�DQ�H[WHUQDO�VHUYLFH�WR�DWWHVW�WKH�PHDVXUHPHQWV
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1RGH�HQUROOPHQW�LV�WKH�SURFHVV�WKURXJK�ZKLFK�QHZ�HGJHV�QRGH�DUH�VHFXUHO\�LQWURGXFHG�WR�WKH�SURYLGHU·V�FORXG�SODWIRUP�
� �
7KLV�SURFHVV�XVHV�D�VKRUW�OLYHG�RQH�WLPH�FRGH�JHQHUDWHG�E\�FORXG�SURYLVLRQLQJ�VHUYLFH�WKDW�ELQGV�730�JHQHUDWHG�LGHQWLW\�NH\�
ZLWK�WKH�QHZO\�HQUROOHG�QRGH��6XEVHTXHQWO\�WKLV�NH\�LV�XVHG�IRU�HGJH�QRGH�DXWKHQWLFDWLRQ�ZLWK�FORXG�VHUYLFHV�
�
7KH�730�SURWHFWV�FU\SWRJUDSKLF�NH\V�DQG�RSHUDWLRQV��DQG�SUHYHQWV�DWWDFNHUV�VWHDOLQJ�NH\V��DQG�GHYLFH�FORQLQJ��

�
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7KH�(GJH�1RGH�0JPW�6HUYLFH�DOUHDG\�KDV�WKH�730�SXEOLF�NH\��UHJLVWHUHG�DV�SDUW�RI�QRGH�HQUROOPHQW���KHQFH�LW�FDQ�
YHULI\�WKH�HGJH�730�VLJQHG�UHTXHVWV�

�
+RZHYHU��WKLV�ZRXOG�QRW�ZRUN�ZLWK�RWKHU�VHUYLFHV�EHFDXVH�WKRVH�VHUYLFHV�GRQ·W�KDYH�WKH�HGJH�730�SXEOLF�NH\�IRU�
YDOLGDWLQJ�WKH�WRNHQ�

7R�UHPHG\�WKLV�LVVXH��LQWURGXFHG�D�FORXG�2,'&�WRNHQ�VHUYLFH�WKDW�LVVXHV�HSKHPHUDO�WRNHQV�WR�XVH�E\�DQ\�2,'&�
FRPSOLDQW�VHUYLFHV���
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�� (GJH�$JHQW�UHTXHVWV�730�WR�VLJQ�WRNHQ��ZLWK�D�QRQFH�SURYLGHG�E\�WKH�VHUYHU��QRW�VKRZQ�LQ�WKLV�GLDJUDP�

�� (GJH�$JHQW�PDNHV�D�UHTXHVW�WR�2,'&�WRNHQ�VHUYLFH�

�� 2,'&�WRNHQ�VHUYLFH�YDOLGDWH�WKH�730�VLJQHG�WRNHQ��DQG�LI�YDOLG��LW�LVVXHV�DQ�HSKHPHUDO�2,'&�WRNHQ�WR�(GJH�$JHQW

�� $OO�VXEVHTXHQW�FRPPXQLFDWLRQV�E\�(GJH�$JHQW�ZLWK�(GJH�0JPW�6HUYLFH�DUH�QRZ�DXWKHQWLFDWHG�E\�WKLV�WRNHQ

$OWHUQDWLYHO\��VWHS���	���FDQ�EH�UHSODFHG�ZLWK�PXWXDO�7/6�ZLWK�730�EDFNHG�NH\�XVLQJ�3.&6����LQWHUIDFH�
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5$�LV�D�PHFKDQLVP�WR�YHULI\�WKH�FRUUHFWQHVV�RI�WKH�VRIWZDUH�DQG�KDUGZDUH�FRQILJXUDWLRQV�RI�D�UHPRWH�V\VWHP��,W�HQVXUHV�
WKDW�WKH�FRQQHFWLQJ�GHYLFH�LV�D�OHJLWLPDWH�HGJH�QRGH�DQG�LV�LQ�NQRZQ�YDOLG�VWDWH�EHIRUH�GHOLYHULQJ�VHUYLFH� �

&RPSXWH�WKH�LQLWLDO�UHIHUHQFH�KDVK��DND�WKH�JROGHQ�3&5�KDVK��DQG�XSORDG�LW�WR�WKH�HGJH�PDQDJHU�

:KHQ�WKH�HGJH�QRGH�LV�ERRWHG��LW�VHQGV�D�4XRWH�³�D�3&5�PHDVXUHPHQW�VLJQHG�E\�730�$WWHVWDWLRQ�.H\��$.���7KH�YDOXH�LV�
FRPSDUHG�ZLWK�D�SUHYLRXV�NQRZQ�VHFXUH�VWDWH��$�FKDQJH�LQ�ERRW�FRQILJXUDWLRQ�PRGLILHV�WKH�3&5�YDOXHV�

$V�D�UXQ�WLPH�H[WHQVLRQ�WR�DWWHVW�,0$�ILOH�LQWHJULW\�PHDVXUHPHQWV��5$�FDQ�EH�SHUIRUPHG�HYHU\�WLPH�WKH�(GJH�$JHQW�
UHTXHVWV�QHZ�2,'&�WRNHQ�IURP�(GJH�0DQDJHU���

�

� � �

�
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Ɣ 'DWD�DW�UHVW

ż GP�FU\SW��NH\V�VWRUHG�LQ�WKH�730

Ɣ 'DWD�LQ�WUDQVLW

ż 7/6�+7736

Ɣ 6HFXUH�GDWD�GHOHWLRQ��QRGH�UHSXUSRVH�UHWLUH�

7/6�EHWZHHQ�HGJH�DQG�H[WHUQDO�FORXG�VHUYLFHV�LV�FULWLFDO�WR�SURWHFW�DJDLQVW�

PDQ�LQ�WKH�PLGGOH�DWWDFNV�
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3XQFKLQJ�KROHV�LQWR�FXVWRPHU�)LUHZDOOV�WR�DOORZ�LQERXQG�FRQQHFWLRQV�WR�(GJH�
QRGH�OLVWHQHUV�DUH�HDVLHU�VDLG�WKDQ�GRQH�

5HFRPPHQGDWLRQ�

Ɣ 6LQFH�)LUHZDOO�SROLFLHV�JHQHUDOO\�DOORZ�RXWERXQG�WUDIILF��VD\�WR�7&3�SRUW�
������DOZD\V�LQLWLDWH�FRQQHFWLRQV�IURP�(GJH�QRGHV�

Ɣ $OVR�LW�LV�D�VHFXULW\�EHVW�SUDFWLFH�QRW�KDYH�OLVWHQHUV�RQ�(GJH�QRGHV
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'HILQHV�WKH�DSSURSULDWH�DFWLYLWLHV�WR�LGHQWLI\�WKH�RFFXUUHQFH�RI�D�VHFXULW\�HYHQW

([DPSOHV�

Ɣ 5HYHUVH�6KHOO���$Q�DWWDFNHU�VSDZQV�D�UHYHUVH�VKHOO

Ɣ 5HYHUVH�'26

Ɣ %DVK�VFULSW�H[HF���GHWHFW�DQ�XQDXWKRUL]HG�VFULSW�H[HFXWLRQ

Ɣ 'HWHFW�&9(�H[SORLWDWLRQ��H�J��ORJ�M���/RJ6KHOO�YXOQHUDELOLW\�

Ɣ %UXWH�IRUFH�66+���UHSHDWHG�IDLOHG�ORJLQ�DWWHPSWV

Ɣ &U\SWRPLQLQJ���ORRNXS�IRU�PLQLQJ�GRPDLQV�DQG�,3�DGGUHVVHV��6WUDWXP�SURWRFRO

Ɣ 'DWD�H[ILOWUDWLRQ���8QDXWKRUL]HG�ILOH�DFFHVV��H�J��VHFUHW�ILOHV�

7HFKQRORJLHV�

Ɣ )DOFR

Ɣ H%3)�.56,
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%HVW�SUDFWLFHV�DQG�WHFKQRORJLHV�WR�FRQVLGHU

Ɣ 6RXUFH�FDXWLRXVO\�DQG�DYRLG�DGGLQJ�H[WHUQDO�GHSHQGHQFLHV�LI�WKHUH�DUH�RWKHU�RSWLRQV�

Ɣ 6FDQ�IRU�YXOQHUDELOLWLHV�LQ�RSHQ�VRXUFH�VRIWZDUH���&9(V��0DOZDUH�HWF�

Ɣ 6HFXUH�GLVWULEXWLRQ�RI�VRIWZDUH��RYHU�7/6���SXEOLVK�FKHFNVXPV

Ɣ $UWLIDFW�LPDJH�VLJQLQJ��6LJVWRUH�&RVLJQ��VLJVWRUH�GHY��RIIHUV�WRROV�IRU�VLJQLQJ��YHULI\LQJ��DQG�SURWHFWLQJ�VRIWZDUH

Ɣ %XLOG�VXSSO\�FKDLQ�SURYHQDQFH��,Q�WRWR��LQ�WRW�LR��DQG�6/6$��VOVD�GHY��DUH�WZR�SRSXODU�RSWLRQV�LQ�WKLV�VSDFH�

https://www.sigstore.dev/
https://in-tot.io
https://slsa.dev/
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9XOQHUDELOLW\�0DQDJHPHQW�LV�DQ�FRQWLQXRXV�IXQFWLRQ�WR�LGHQWLI\�DQG�SDWFK�YXOQHUDEOH�SDFNDJHV�LQ�D�WLPHO\�
PDQQHU��27$�DFWV�DV�D�YHKLFOH�WR�SDWFK�HGJH�V\VWHPV�LQ�D�VHFXUH�DQG�UHOLDEOH�IDVKLRQ�

27$�XSGDWH�LV�LQLWLDWHG�LQ�WKH�HYHQW�RI�

Ɣ 5HPRWH�$WWHVWDWLRQ�IDLOXUHV�WKDW�WULJJHU�D�V\VWHP�XSGDWH�SURFHVV�WR�UROOEDFN�WR�D�NQRZQ�VHFXUH�VWDWH

Ɣ 2SHQ�VRXUFH�YXOQHUDELOLW\�GLVFORVXUHV�WKDW�WULJJHU�27$�VHFXULW\�SDWFK�XSGDWH

Ɣ 6HFXULW\�DWWDFNV��DQG�UHFRYHU\

1RWH�

27$�PD\�DOWHU�WKH�730�3&5�PHDVXUHPHQWV��KHQFH�ZH�QHHG�WR�UHFRPSXWH�DQG�XSGDWH�WKH�*ROGHQ�PHDVXUHPHQWV�

LQ�D�UHOLDEOH�PDQQHU�
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$XWK

8VH�RI�HSKHPHUDO�WRNHQV�DQG�FHUWLILFDWHV �
5%$&�IRU�FXVWRPHU��UHPRWH�FRQVROH�IRU�GHYLFH�DGPLQLVWUDWRUV

,VRODWLRQ
��+RVW�DQG�DSSOLFDWLRQ��.XEHUQHWHV�3RG�'RFNHU��XVH�RI�QRQ�SULYLOHJHG�FRQWDLQHUV�IRU�DSSOLFDWLRQ�ZRUNORDGV
� %HWZHHQ�DSSOLFDWLRQV��.XEHUQHWHV�1DPHVSDFHV
�

+DUGHQHG�26��&,6&$7��
��5HDG�2QO\�ILOHV\VWHPV�IRU�V\VWHP�VRIWZDUH�SDUWLWLRQV
��6HSDUDWH�HQFU\SWHG�GDWD���WPS�DQG��YDU�SDUWLWLRQV

��6WULSSHG�GRZQ�26�LPDJH�WR�UHGXFH�DWWDFN�VXUIDFH�DUHD
�

+DUGHQHG�.XEHUQHWHV�VWDFN��&,6&$7�
��5%$&�SROLFLHV

��$GPLVVLRQ�&RQWUROOHUV�WR�HQIRUFH�XVHU�DSSOLFDWLRQ�SROLFLHV��H�J��UXQ�DV�XQSULYLOHJHG�XVHU��SRUW�H[SRVXUH�SROLFLHV��
$SSDUPRU�HWF��

��'HGLFDWHG�QDPHVSDFHV�IRU�FXVWRPHU�ZRUNORDGV
�

�
�

� � �

�



6(&85,7<�25&+(675$7,21���$�+,*+�/(9(/�5(&$3



&+$//(1*(6

%XLOGLQJ�WUXVW�RQ�GLVSDUDWH�SLHFHV�RI�KDUGZDUH�DQG�VRIWZDUH�SURYLGHG�E\�D�YDULHW\�RI�YHQGRUV�LV�DQ�

XSKLOO�WDVN�

+HUH�DUH�P\�REVHUYDWLRQ�RQ�IHZ�LVVXHV�ZH�FDPH�DFURVV�DV�SDUW�RXU�MRXUQH\

Ɣ 6HFXUH�%RRW���,I�\RX�KDYH�FXVWRP�.HUQHO�0RGXOHV�RU�GHSHQGHQW�RQ��UG�SDUW\�PRGXOHV��WKHQ�

PDNLQJ�6HFXUH�%RRW�ZRUN�ZRXOG�EH�KDUG�ZLWKRXW�XSGDWLQJ�8(),�NH\�GDWDEDVH��EXW�XSGDWLQJ�LW�

QHHGV�SK\VLFDO�SUHVHQFH��

Ɣ 6WDELOLW\�RI�730�3&5�EDQNV�DUH�QRW�FRQVLVWHQW�DFURVV�GLIIHUHQW�2(0�KDUGZDUH

Ɣ /DFN�RI�VHFXULW\�VWDQGDUGL]DWLRQ�LQ�)LUPZDUH���SUHERRW�HQYLURQPHQW�

Ɣ 6XSSO\�FKDLQ�DWWHVWDWLRQ�LV�LQ�LWV�HDUO\�VWDJHV��DQG�QRW�UHDG\�IRU�D�ZLGH�DGRSWLRQ

Ɣ $UWLIDFW�VLJQLQJ���SDFNDJH�FKHFNVXP�ZRUNV��FRQWDLQHU�VLJQLQJ�LV�GRDEOH��6LJQLQJ�DQG�YHULILFDWLRQ�

RI�RWKHU�DUWLIDFWV�W\SHV�DUH�QRW�WULYLDO�
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