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Who We Are

● Issac Kim
○ Cyber Engineer at a non-profit, pentester
○ Not a weeb and not a rhythm game fanatic

● Henry Reed
○ Cyber Engineer at Zetier, Inc., primarily doing vulnerability research on embedded Linux 

systems
○ Formerly a Project Leader at The Aerospace Corporation
○ Zetier is hiring! Ask me after we finish with the workshop

● Maya Zeng
○ IT Security Analyst 
○ I’ll be running around to help out

● Oli 
○ Emotional Support Quail 
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Rules of Engagement
● Heed the SCaLE Code of Conduct 

(https://www.socallinuxexpo.org/scale/23x/code-conduct)
● All of you will have differing technical backgrounds, and some topics will be obvious 

while others will not be
○ We want you to learn as much as possible. Please ask questions!
○ Even if you feel other students know the answer to your question, the purpose of this 

workshop is to teach every one of you–your questions are important and will drive the 
discussion for this class!

● We will have some default passwords to make lives easier
○ Do NOT attack any other student’s systems, to include their laptops and their assigned 

Proxmox accounts, virtual machines, and other resources, no matter how “easy” it is
● There are maximum 50 accounts. If we run out of accounts, please pair up with a 

neighbor and work with their system
3
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Outline
1. Secure network architecture
2. Proxmox: Setting up virtual machines and 

software-defined networks
○ Lab 2.1: Creating a Proxmox Software-Defined Network
○ Lab 2.2: Cloning a Proxmox Template Virtual Machine
○ Lab 2.3: Creating a Proxmox Virtual Machine

3. Firewall and DNS sinkhole
○ Lab 3.1: Configuring OPNsense 
○ Lab 3.2: Configuring AdGuard Home for a DNS Sinkhole

4. Fedora CoreOS, Docker, and Docker Compose
○ Lab 4.1: Installing Fedora CoreOS
○ Lab 4.2: Installing Step CA and Caddy
○ Lab 4.3: Installing Bookstack
○ Lab 4.4: Installing Keycloak
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5. Single Sign On with OIDC and SAML 2.0
○ Lab 5.1: Creating a Keycloak Realm
○ Lab 5.2: Configuring OIDC in Bookstack

6. Certificate Authorities and Layer 6 
Authentication (mTLS)

○ Lab 6.1: Enabling mTLS in Your Web Server
○ Lab 6.2: Enabling mTLS in Keycloak
○ Lab 6.3 (Optional): Using Yubikey Smart Cards

7. Configuring Firewall to Allow Access to 
Services

○ Lab 7.1: Configuring Port Forwarding in the Firewall
○ Lab 7.2: Using Nmap to Test Your Network
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Secure Network 
Architecture

Section 1
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Defining Risk

● An effect of uncertainty on or within information and technology; relate to the loss of 
confidentiality, integrity, or availability of information, data, or information (or control) 
systems and reflect the potential adverse impacts to organizational operations (i.e., 
missions, functions, image, or reputation) and assets, individuals, other organizations, 
and the Nation.

● What are the risks within your homelab?
○ Compromise of sensitive data (private photos, files) 
○ Attacks on users or user systems 
○ Unintended use of your resources (botnet or malware activity)
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Sources: https://csrc.nist.gov/glossary/term/cybersecurity_risk
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Threat Modeling for your Home Lab

● Understanding your threat model helps you understand what is “good enough”
● An average person’s home lab will have threats of opportunist attackers

○ Automated scanners and throwers for the latest CVE in the news
■ E.g., log4j

○ Manual attacks by opportunists
○ Potential supply-chain attacks via malicious software images or packages

■ E.g., the (failed) xz supply chain attack
● Advanced persistent threats (APTs) are generally not a concern
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Security Goals for Your Home Lab

● Popular advice in forums focuses on security doctrine 
○ “Never open ports to the Internet”
○ “Just use wg-easy”
○ Very few threads on security testing of your network

● Flip the script
○ Instead of relying on axioms, define your requirements, limit access, add authentication, and 

test, test, test!
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Example of a Good Network Architecture

9

● Services hosted within Proxmox 
software-defined network (SDN) 

● Access services via OpnSense 
through Network Address Translation 
(NAT) 

● Services may only access update 
servers; no arbitrary Internet access

○ DNS sinkholing + hostname-based IP 
whitelisting



Self-hosting a Secure Home Lab  © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit 
https://creativecommons.org/licenses/by-nc-sa/4.0/

Proxmox: 
Setting up virtual machines and 

software-defined networks
Section 2
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What is Section 2 About?

● Our services should be hosted behind a firewall that allows us to 
allow inbound HTTPS, but only selectively allow outbound traffic

● In this section, we will cover how to:
○ Create a software-defined network, where our virtual machine 

running our services will be
○ Clone a ready-made VM that will be (temporarily) dual-homed, to 

make OpnSense configuration possible
○ Create an OpnSense VM and configure it
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Proxmox Introduction

● Proxmox Virtual Environment is “a complete, 
open-source server management platform for 
enterprise virtualization. It tightly integrates the KVM 
hypervisor and Linux Containers (LXC), 
software-defined storage and networking functionality, 
on a single platform.”

● Proxmox VE is FOSS, licensed AGPL-3+
● Proxmox commercial licenses allow for enterprise 

support and an enterprise software repository that 
undergoes extensive testing
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Proxmox offers the following description on their website for their Proxmox Virtual 
Environment (VE) product:

“Proxmox Virtual Environment is a complete, open-source server management 
platform for enterprise virtualization. It tightly integrates the KVM hypervisor and Linux 
Containers (LXC), software-defined storage and networking functionality, on a single 
platform. With the integrated web-based user interface you can manage VMs and 
containers, high availability for clusters, or the integrated disaster recovery tools with 
ease.” [1]

Proxmox VE is one of four products offered by Proxmox Server Solutions GmbH. The 
other three products are Proxmox Backup Server, Proxmox Datacenter Manager, and 
Proxmox Mailbox Gateway. For the scope of this workshop, we will only cover 
Proxmox VE. We will also refer to Proxmox VE as simply “Proxmox.”

Proxmox VE has licensing options. Unlicensed Proxmox VE instances receive no 
enterprise support, and the packages available in the Proxmox repository do not 
undergo the same level of scrutiny as those in the enterprise subscription [2]. In the 
many years of use, the authors of this workshop have not ran into any issues with 
Proxmox’s no-subscription repository packages. We would consider the paid licenses 
to be entirely optional for a majority of home lab environments.

[1] https://www.proxmox.com/en/products/proxmox-virtual-environment/overview, 
accessed 22FEB26

https://www.proxmox.com/en/products/proxmox-virtual-environment/overview


[2] https://www.proxmox.com/en/products/proxmox-virtual-environment/pricing, 
accessed 22FEB26
[3] https://pve.proxmox.com/wiki/Package_Repositories, accessed 22FEB26

https://www.proxmox.com/en/products/proxmox-virtual-environment/pricing
https://pve.proxmox.com/wiki/Package_Repositories
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● Proxmox Virtual Machines
○ Virtual TPMs, which are especially helpful in virtualizing OS’s mandating TPMs (Windows 11)
○ Per-VM firewalls, allowing the hypervisor admin to set firewall rules for a guest that the guest 

itself cannot control
○ Snapshots, including memory snapshots, and backups
○ High availability, allowing one VM to run on multiple Proxmox hosts such that the virtual 

machines remains available even if some Proxmox instances fail
● Software-Defined Networks

○ Allows you to create virtual networks without relying on physical routers, switches, firewalls
○ Can be as simple as a virtual LAN, or as complicated as a full BGP-enabled network
○ We will only cover the simple virtual LAN that allows us to segment our services VM from the 

rest of the physical network

Proxmox Virtual Machines and Software-Defined Networks
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Workshop’s Proxmox

● We have two beefy (for seven years ago) servers running Proxmox VE
● Despite sharing nearly half a terabyte of RAM across them, we will be resource 

constrained due to the number of workshop attendees
● To limit the attack surface, ideally:

○ Each service would be in its own virtual machine
○ This especially applies to critical services like a certificate authority
○ In this workshop, we will use a single “services” VM that will contain all services

● Software repositories
○ Wherever listed in these slides, please use local (and not Internet-hosted) software 

repositories; this is to avoid hammering both the SCaLE network and the repos themselves
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Creating a Proxmox 
Software-Defined Network

Lab 2.1
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Access Proxmox

● The workshop Proxmox instance is located at 
○ https://10.1.1.2:8006 (for workshop IDs 1-25)
○ https://10.1.1.10:8006 (for workshop IDs 26-50)

● On the login page, change Realm to “Proxmox VE authentication server” as seen below
● You were handed a number when you arrived, that will be your username and 

password for Proxmox, in the format “workshop#”, e.g. workshop1
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Create an SDN in Proxmox

● In the Proxmox web UI, go to the top level Datacenter menu, then scroll down to SDN

17



Self-hosting a Secure Home Lab  © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit 
https://creativecommons.org/licenses/by-nc-sa/4.0/

Create an SDN in Proxmox (Zones)

● From the Datacenter section, go to SDN -> Zones
● Add a new simple zone, and name it “wshop#”, numbered after your workshop user 

number
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Create an SDN in Proxmox (VNets)

● Next, go to the VNets menu
● Create a new VNet under the zone you just made

○ This can be named anything but we recommend also calling this “wshop#”, where # is your 
workshop ID
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Create an SDN in Proxmox (Subnets)

● Click on the subnet you just created, then on the right-most panel, create a new subnet
○ Set Subnet to 192.168.#.0/24, where # is your workshop ID 
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Create an SDN in Proxmox (Final Step)

● Go back to the top level SDN menu on the side panel, then hit Apply, then confirm the 
changes

○ May require a page refresh but you should now see your new SDN
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Cloning a Proxmox 
Template Virtual Machine

Lab 2.2
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Why?

● Currently, any virtual machine inside the SDN cannot communicate to anything outside 
the SDN

○ This is intentional
● During initial setup, you’ll need a system to work from that has a GUI with which you 

can access your firewall
○ You may also do a SOCKS5 dynamic proxy via SSH if you’d like
○ This system will be “dual-homed”: connected to both the SDN and the lab network
○ Think of it as your network debugger

● We created a Rocky Linux template VM for you to use
○ Username admin, password admin
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Cloning the VM Template (1/2)

● Right click on 9997 
(desktop-rocky-template)

● Select “clone”
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Cloning the VM Template (2/2)
● Target node: pve1 if your number is 1-25, or pve2 if your number is 26-50
● VM ID -> First number is your workshop ID number
● Resource Pool -> You HAVE to select one here that matches your username
● Mode -> Linked Clone (help us save on disk space!)
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Dual-Homing the Rocky VM (1/2)

● Hardware -> Add -> Network 
Device

● For the bridge, select wshop# 
where # is your workshop ID

● Press “Add”
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Dual-Homing the Rocky VM (2/2)

● Your hardware settings should look like this
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Start the VM and verify network interfaces show
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Creating a Proxmox
Virtual Machine

Lab 2.3
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Creating an OpnSense Virtual Machine

● Now that we have a network, we will move to creating our first virtual machine from 
scratch

○ We’ll go over the OpnSense firewall setup steps in the following labs
● Proxmox supports a variety of operating system families since the virtual machine 

backend is KVM
● Proxmox also supports LXC for running lightweight containers
● For your own homelab, choose what works best for your workflow

○ In this workshop, we’ll be primarily be covering VMs
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Proxmox: Creating VMs (General)

● Start by clicking “Create VM” in the top right of the Proxmox web UI
● Give your VM a unique VM ID, use the number of your workshop user followed by a two 

digit number. 
● Under resource pool, select the pool with your username. Your VM name can be 

anything, but ideally recognizable.
○ For instance, workshop25 would make their first VM ID #2501
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Proxmox: Creating VMs (OS)

● Storage -> “local” storage object
● ISO image -> OS ISO that you want to install
● For Guest OS and OPNsense, change Type to “Other” as OPNsense is not Linux

32



Self-hosting a Secure Home Lab  © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit 
https://creativecommons.org/licenses/by-nc-sa/4.0/

Proxmox: Creating VMs (System)

● Leave these as default for this workshop
● On a “production” home lab, you’d likely change to UEFI and enable secure boot here if 

you have a specific need for those settings
● Qemu agent is not necessary today, but for your own Proxmox cluster, this allows the 

VM guest to shut down or suspend cleanly when the cluster is shutting down or doing 
backup tasks on the VM
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Proxmox: Creating VMs (Disks)

● For Disks configuration, we will change several settings:
○ Bus/Device: VirtIO Device

■ IDE is the Proxmox default since this is compatible with virtually every OS, but most 
modern OSes support VirtIO, which is more performant for virtualized systems  

○ Storage: select the “local-zfs” datastore
○ Disk size: set to 6 GiB unless the VM/service you want to test needs more data. Please do not 

over-allocate the storage, even if there are a few TB free.
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Proxmox: Creating VMs (CPU, Memory, and Network)

● For CPU, change the following settings:
○ Cores: 2
○ Type: Host (at the bottom of the list)

● For Memory, set to 4096 MiB
● For Network, keep it as vmbr0 

○ We will add your software defined network in the next step; the firewall will be dual-homed
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Proxmox: Creating VMs (OPNsense Extra Step)

● For the OPNsense VM, before installing the OS, go to the Hardware menu and 
add a new network device

● Under Bridge, select the SDN network you created earlier 

36

OPNsense will require two virtual network devices, which will look similar for your own 
home lab - one for the WAN connection and one for your LAN. In this lab, the “WAN” 
connection will be the vmbr0 bridge that you already added in the initial VM setup. 
Here, we’ll add another network device to connect to the SDN you created earlier.
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Firewall and DNS Sinkhole
Section 3
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● OPNsense is an open source firewall and routing software based 
on FreeBSD; it provides features you’d expect out of an enterprise 
solution, including:

○ High availability
○ Firewalling and routing IP addresses with dynamic domain name 

resolution
○ Intrusion prevention, detection, and deep packet inspection

● The firewall will sit between our physical network (in this case, the 
workshop LAN) and the software-defined network, and selectively 
allow traffic into and out of the software-defined network

Firewall (OPNsense)

38

For more information on OPNsense, check out their website: https://opnsense.org/

https://opnsense.org/
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Domain Name System

● DNS was originally a plaintext (not encrypted) protocol
○ It’s so old it was invented before any of the authors of this workshop were alive!

● DNSSEC added cryptographic signatures to DNS responses
● DNS over TLS added a traffic encryption layer to DNS

○ 853/TCP with manual CN configuration
○ This is beneficial for privacy, though enterprise security teams often disable this because it 

blocks visibility into what employees (and potentially malicious actors) are requesting
● DNS over HTTPS added even more obfuscation, making it difficult for bad guys 

(malware operators) or your good guys (goodware operators/enterprise security) from 
knowing what domain names you’re requesting
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Why DNS Sinkhole?

● Malware command and control (C2) can occur over any type of protocol
○ ICMP
○ Raw TCP
○ Raw UDP
○ HTTPS
○ Specific bitflips within your processor causing information-bearing electromagnetic radiation to 

emanate out your server chassis and into an RF collector outside your building
○ Also includes DNS

● Modern firewalls not only control traffic into and out of your LAN, but they also host 
services that have unfettered access to the Internet. DNS requests can be made 
information-bearing, allowing malware to exfiltrate telemetry to and receive commands 
from an operator

40



Self-hosting a Secure Home Lab  © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit 
https://creativecommons.org/licenses/by-nc-sa/4.0/

Configuring OPNsense
Lab 3.1
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Installing OPNsense

● Start the OPNsense VM you just made from the last lab, and wait for it to boot to the 
login prompt

○ Log in with the “installer” user, password “opnsense” to install
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Installing OPNsense

● Select UFS for disk type
● Select vtbd0, the virtual disk created earlier

43

For the first step in installing OPNsense, select UFS for the install type. We would 
normally recommend ZFS if installed on bare metal or on a mission critical system, 
but since the virtual machine is already on a VirtIO disk on top of a ZFS backed 
storage in Proxmox, there’s no need to use ZFS for this workshop.
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Installing OPNsense

● After disk partitioning, the installer will automatically start the OS install
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Installing OPNsense

● Set the root user’s password when prompted
● Complete install and select reboot now to reboot into the OPNsense install
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Installing OPNsense

● Log into the OPNsense shell interface with the username “root” and the password you 
set in the installer, then select option 1 to assign interfaces

○ Hit enter twice on the next two options, configure LAGGs and VLANs, we’ll ignore those for 
this workshop
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After OPNsense installs and boots to the initial shell, we’ll have to change a few 
settings so that it uses the correct interfaces for the WAN and LAN connection. For 
the workshop, we’ll want the “WAN” to be the virtual interface attached to the vmbr0 
bridge, and the “LAN” to be your SDN.
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Installing OPNsense

● When prompted, set the WAN interface name to the MAC address that matches the 
vmbr0 virtual interface, which here is vtnet0

● For LAN, this will likely be vtnet1
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OPNsense Setup

● From your Rocky desktop VM, open Firefox and go to https://192.168.1.1, then log in to 
the OPNsense web UI with your root credentials
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https://192.168.1.1
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OPNsense Setup (General Information)

● On the first setup page, set the DNS server to be 9.9.9.9, other settings can be set to 
your preference

○ The DNS sinkhole setup we will do later will use the host OS as the primary resolver
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We will go in depth more into DNS later, but this will provide an initial starting point for 
Unbound to get up and running. In the next lab, we’ll configure the DNS sinkhole and 
change some of the default OPNsense Unbound DNS settings.
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OPNsense Setup (WAN)

● Uncheck the Block RFC1918 
Private Networks option

○ You won’t have to do this on 
your own home network, just 
for this workshop

○ The WAN IP that OPNsense 
will get is a 10.x.x.x address, 
which conflicts with the 
default policy
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For your own home setup, this page will only need custom settings set for the WAN 
connection if your ISP has specific requirements or settings that need to be set.
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OPNsense Setup (LAN)

● Set the LAN IP to be 192.168.#.1/24, where # is your workshop ID
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OPNsense Setup (Deployment Type)

● Everything can be left default here
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OPNsense Setup (Password)

● You can just hit next on this section
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For your own home lab, ideally you would set a randomly generated root password 
stored securely for future use. For the purposes of convenience in this workshop, you 
can just stick with something simple or keep the password you used when initially 
installing OPNsense.
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OPNsense Setup (Reconnect Network)

● After you finish the OPNsense wizard, you’ll 
want to bring your Rocky VM interface down 
and back up to get a new IP

● Click the menu in the top right of Rocky Linux, 
then the drop down next to Wired

● Click on “Ethernet (ens19)” once to bring it 
down, then back up

● In the browser, go to https://192.168.#.1, where 
# is your workshop ID
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OPNsense Setup (More DNS Settings)

● After the setup wizard completes, from the main page, go to Services -> Dnsmasq DNS 
& DHCP -> General

● Several settings to set here:
○ Set listen port to 53
○ Enable DNSSEC
○ Under DNS Query Forwarding, enable:

■ Do not forward to system defined DNS
servers

■ Do not forward private reverse lookups
● Scroll down and click Apply
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OPNsense Setup (System Update)

● Next, we’ll set up the package repo to pull from the local workshop repo. Go to System 
-> Firmware -> Settings, and set the Mirror option:

○ Mirror: (custom)
http://10.1.1.3/opnsense

● Click Save
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http://10.1.1.3/opnsense
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OPNsense Setup (System Update)

● Please do not update the OPNsense VM during the 
workshop, but if you were to update:

○ Click on the Status tab, and click Check for updates
○ Once the check finishes, scroll to the bottom of the 

screen then click Update 
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Configuring AdGuard Home 
for a DNS Sinkhole

Lab 3.2
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OPNsense Setup (AdGuard)

● Go to the OPNsense VM console on Proxmox, log in, then choose option 8 to enter the 
shell

● Run the following commands:
# fetch -o /usr/local/etc/pkg/repos/localplugins.conf http://10.1.1.3/localplugins.conf
# pkg update

59

We’ll be using AdGuard home to act as the DNS sinkhole for the home lab. While it 
can be hosted on a separate device or VM, we’ll be installing it directly within 
OPNsense as a plugin from a community maintained repository.

Why AdGuard as the sinkhole instead of the native OPNsense Unbound? Although 
Unbound has a blocklist and allowlist feature, it does not have a way to block 
everything by default and only permit-by-exception. If you are used to how Pi-hole 
works, that can also be used as a sinkhole, but for the purposes of this workshop, 
we’re demonstrating the sinkhole capability with AdGuard because it can be installed 
as a plugin within the OPNsense interface itself and run without setting up an 
additional device or VM.

The plugins are provided by @mimugmail: 
https://www.routerperformance.net/opnsense-repo/ and mirrored for this workshop so 
we don’t hammer their repo. In the real world, the command you’ll want to use to add 
the repository is:
fetch -o /usr/local/etc/pkg/repos/mimugmail.conf 
https://www.routerperformance.net/mimugmail.conf

https://www.routerperformance.net/opnsense-repo/
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OPNsense Setup (AdGuard)

● From the OPNsense web UI, go to System -> Firmware -> Plugins
● Check “Show community plugins”, then search for “adguard”
● Click the + symbol to install AdGuard, then click Install to confirm on the popup
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OPNsense Setup (AdGuard)

● After the plugin installs, refresh the web UI, and go to Services -> Adguardhome
● Enable both the “Enable” option and the “Primary DNS” options 
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OPNsense Setup (Unbound)

● Go to Services -> Unbound DNS -> General
● Change the port to 5353 and enable DNSSEC
● Scroll to the bottom and hit Apply
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For the sinkhole setup, AdGuard will only be the DNS sinkhole, and all upstream 
resolution requests will be handled by the OPNsense system’s Unbound DNS 
resolver. Before setting AdGuard up, we want to set Unbound up to not accept 
requests from anywhere other than itself (preventing sinkhole bypass) and enable 
both DNSSEC and DNS over TLS for security.
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OPNsense Setup (Unbound)

● Go to Services -> Unbound DNS -> DNS over TLS
● Click Add in the bottom right, then use the following settings:

○ Enabled: check this box
○ Server IP: 1.1.1.1
○ Server Port: 853
○ Verify CN: cloudflare-dns.com
○ Description: Cloudflare

● Hit Apply
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Next, we’ll configure Unbound to use a DNS over TLS server for all upstream 
requests. As discussed earlier, this prevents a man in the middle from potentially 
intercepting or monitoring DNS requests. There are other providers for DNS over TLS, 
but for the purposes of this workshop, we’ll use Cloudflare since we can generally rely 
on it being online.
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OPNsense Setup (AdGuard)

● Go to the address http://192.168.#.1:3000
● Start the setup process, and on the first screen, set the following:

○ Admin Web Interface
Listen Interface: em1 - 192.168.#.1
Port: 3000

○ DNS server
Listen Interface: em1 - 192.168.#.1
Port: 53

● # is your workshop ID
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Now that Unbound is configured to run on a different port, we’ll set up AdGuard 
Home. Since this is sharing the main interface as the rest of OPNsense, it needs to 
stay on its own port. For the DNS server itself, we want it to listen on 53, but only on 
the LAN interface.
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OPNsense Setup (AdGuard)

● Set your username and password
○ Recommend that you use a different set of credentials than what you use to log into 

OPNsense
○ For this lab, okay to use the same thing for 

time convenience
● Confirm the next two screens to get to the

main dashboard
● Log in with the credentials you just created
● (Side note: If the AdGuard Home page prompts

for an update after setup, do NOT update, this
will hammer their download servers since we
don’t have a mirror for AdGuard Home updates.) 
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OPNsense Setup (Sinkholing)

● From the AdGuard home page, go to Settings -> General
○ Set Filter update interval to “Disabled”, then click Save at the bottom

●  Next, go to Settings -> DNS settings
○ Set Upstream DNS servers to be: 127.0.0.1:5353
○ Clear the Bootstrap DNS servers list
○ Uncheck the “Use private reverse DNS resolvers” option
○ Click “Test upstreams”, then if it succeeds, click Apply
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As we talked about earlier, the primary purpose of AdGuard will be to act as a DNS 
sinkhole, that is, by default, no DNS resolution requests will be allowed out. We’ll want 
to create a baseline of what good, known DNS requests should be allowed, and build 
those rules on top of the deny-by-default resolution filters. To supplement this, we’ll 
keep DNS logging enabled on AdGuard, since it has a convenient dashboard to 
monitor and ensure requests are being blocked, and also to determine what your 
home lab needs to have whitelisted.

For AdGuard’s DNS settings, we’ll point it to the Unbound DNS resolver built into 
OPNsense as the only upstream, since we’ll want Unbound to handle the actual 
requests, as well as any DNS-over-TLS and DNSSEC. This also requires removing 
the default servers set in AdGuard’s bootstrap DNS server setting, as well as 
disabling private DNS resolution requests to prevent potential leakage.
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OPNsense Setup (Sinkholing)

● Go to Filters -> DNS blocklists, and delete all filter lists currently installed
● Next, go to Filters -> Custom filtering rules

○ Add this rule to the list, then hit apply: ||*^
■ This rule tells AdGuard to block everything

○ Use the tool at the bottom of this page to test the rules and
make sure every domain is blocked

○ For extra sanity checking, you can do a manual DNS query
from your desktop to verify that any DNS request is blocked
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Next step in setting up the DNS sinkhole is to remove the AdGuard filter lists. Since 
it’ll be blocking everything by default, there’s no need to have ad domain lists 
installed.

The filter rule to block everything with AdGuard is simple, a single glob match will 
block every domain name request from your LAN. We’ll then add rules back in to 
allow only the domains we want to permit. Order in the list doesn’t matter since a 
permit rule for a specific domain later in the custom filtering rules will still allow that 
domain to be resolved even if the first rule blocks everything by default.

The AdGuard settings page for this rule describes how to unblock a specific domain, 
but the @@||domain.com^ rule would unblock every subdomain of domain.com. 
Instead, if you want to make more granular rules to only allow the base domain or a 
specific subdomain only, you can use the following:
@@|domain.com^
@@|subomain.domain.com^
The first rule will only allow resolution of strictly the domain.com A record only, while 
the second will only allow subdomain.domain.com’s A record to resolve, while not 
allowing domain.com to resolve (assuming only one of the two above rules is set). 
The key here is to use a single pipe (|) character, a double pipe (||) like in the example 
rule matches on all subdomains of the domain you’re trying to whitelist. 

For more information, check https://adguard-dns.io/kb/general/dns-filtering-syntax/ 
under the Adblock-style syntax section.

https://adguard-dns.io/kb/general/dns-filtering-syntax/
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OPNsense Setup (Sinkhole Whitelist)

● Since your VMs are using local package repos, this will just be an example to test 
whitelisting domains

● Under the catch-all rule, add a new rule: @@|google.com
○ This will allow only google.com to resolve, but not any of its subdomains (like 

drive.google.com)
○ See the previous slide’s notes for more details
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OPNsense Setup (NAT Rules)

● Now that the DNS sinkhole is set up, we want to make sure LAN clients can only use 
OPNsense and AdGuard as the source for DNS requests

● There are multiple ways to set this up but for this workshop, we’ll show you how to do it 
with NAT

○ It’s possible to also use firewall rules to block outbound DNS
● NAT will essentially allow the firewall to “intercept” all outbound DNS requests from the 

LAN and use AdGuard to resolve these requests
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Next, we’ll want to make sure the LAN clients can only use OPNsense for DNS. While 
you’ll also be adding permit-by-exception rules for outbound traffic in general, it’s still 
possible that a permitted outbound address allows DNS. The best way to keep DNS 
within the network has two steps, and the first is to use destination NAT. Network 
Address Translation (NAT) will rewrite any DNS requests so that they essentially 
intercepted by OPNsense and sent to AdGuard, then sent back to the LAN client, all 
transparently.
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OPNsense Setup (NAT Rules)

● On the OPNsense web UI, go to Firewall -> NAT -> Destination 
NAT

● Add a new rule with the following:
○ Interface: LAN
○ Protocol: TCP/UDP
○ Source Address: This Firewall (and check Invert Source)
○ Source Port: any
○ Destination Address: This Firewall (and check Invert Source)
○ Destination Port: 53
○ Redirect Target IP: Single host or Network, 192.168.#.1 (where # is 

your workshop ID)
○ Redirect Target Port: 53

● Save, then apply the settings
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The Destination NAT rule (formerly Port Forwarding) in OPNsense will allow the 
firewall to essentially rewrite any outbound requests to DNS servers to instead point 
to AdGuard listening on OPNsense’s IP on port 53 instead. This happens 
transparently to the LAN client requesting DNS, and it will still resolve host names as 
if nothing is wrong.
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OPNsense Setup (NAT Rules)

● To test that the rule works, make a DNS request to a known public DNS server for a 
domain that you have not whitelisted

○ dig @8.8.8.8 +short google.com

● In the AdGuard web UI, go to the Query Log, and you can verify that the DNS request 
came through AdGuard instead of going to 8.8.8.8
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Now that the NAT rule is in place, we’ll want to make sure it’s actually in place and 
“intercepting” DNS requests.
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OPNsense Setup (Firewall Rules)

● Next, we’ll set up outbound rules for the LAN to only allow traffic to the allow list
● Side note, for your own home lab, you’ll likely need to add many more domains, such 

as public package repos (Fedora, Rocky, etc.) or Let’s Encrypt domains for automatic 
certificate provisioning

● From the OPNsense guide, firewall rules for in and out can be best described as:
○ Traffic IN is coming into the firewall interface, while traffic OUT is going out of the firewall 

interface. In visual terms: [Source] -> IN -> [Firewall] -> OUT -> [Destination].
● Start by going to the Firewall -> Rules -> LAN Page
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OPNsense Setup (Firewall Rules)

● First, we’ll want to disable the default allow 
LAN rules

○ Don’t hit apply yet!
● Next, add a rule allowing any LAN net to

LAN net traffic
● Apply the rules and make sure you can still

connect to the OPNsense web UI
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OPNsense Setup (Firewall Rules)

● Add a new rule to block any IPs other than the firewall itself from using 5353:
○ Action: Block
○ Protocol: TCP/UDP
○ Source: This Firewall (and check Source / Invert)
○ Destination: This Firewall
○ Destination port range: Select (other), then 5353 to 5353
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We want to make sure LAN clients can’t bypass AdGuard/the DNS sinkhole, so only 
allow the firewall itself to resolve domains on port 5353 with Unbound.
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OPNsense Setup (Firewall Rules)

● Go to Firewall -> Aliases, and click Add
○ Name: Allowlist
○ Type: Host(s)
○ Refresh Frequency: 1 hour
○ Content: 10.1.1.3 and 10.1.1.4 (for the local workshop repos) and mirrors.ocf.berkeley.edu (for 

testing purposes)
● Scroll to the bottom and click

Apply
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The Aliases feature of OPNsense allows you to allowlist websites based on their 
domain name. The firewall will automatically refresh IPs of domain names and when 
inserted into the allowlist firewall rule, will allow that domain name without needing to 
manually add the IP it resolves to. This is especially necessary for any domain names 
with load balancing and IPs that change frequently. The refresh frequency can also be 
set to a smaller interval if you need to frequently re-resolve a domain name to an IP.
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OPNsense Setup (Firewall Rules)

● Go back to the LAN firewall rules, and add two new rules:
○ Protocol: TCP
○ Source: LAN net
○ Destination: Allowlist
○ Destination port range: HTTP to HTTP for the first rule, HTTPS to HTTPS for the second
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OPNsense Setup (Firewall Rules)

● For the final rule, we’ll add the block everything else rule:
○ Action: Block
○ TCP/IP Version: IPv4+IPv6
○ Source: LAN net
○ Destination: any
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Fedora CoreOS, Docker, 
and Docker Compose

Section 4

78



Self-hosting a Secure Home Lab  © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit 
https://creativecommons.org/licenses/by-nc-sa/4.0/

Fedora CoreOS

● Distro designed for containers
● Uses “read-only” images for updates

○ Robust update system
○ Collects and modifies operating system image from Fedora image store, then reboots into it
○ If the collection or modification fails, it does not attempt to reboot
○ Able to easily switch back to an earlier operating system image if current one has any issues

● Uses a butane file (yaml) that defines the operating system, which is then converted 
into an ignition file (json) that the installer reads to configure your operating system

● A popular competitor is sidecar [1]
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[1] https://www.flatcar.org/
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Docker

● Containers using namespaces for compartmentalized service hosting
● Why Docker? Industry standard and convenient

○ Most services have a Docker image and a Docker Compose spec
○ If a Docker image “works on my machine” (i.e., the service’s developer), it will almost certainly 

work on yours
○ Adds some minimal layer of security and compartmentalization

● Competitors: Podman, BSD Jails
○ Almost no one uses Podman Desktop, even fewer people use Podman Quadlets, even 

fewer-er people use BSD Jails
○ While nearly all self-hosted hobby services come with Docker images and Docker Compose 

config files, it’s difficult to find any that support Podman Quadlets or BSD Jails
○ While Podman uses OCI images, its syntax is not fully compatible with Docker, and Red Hat is 

against supporting Docker Compose with Podman
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Docker Compose

● “Docker Compose is a tool for defining and running multi-container applications.” [1]
● Allows you to define a yaml file that can be used to create and remove a Docker image 

at will
● Allows for more streamlined updates

○ You can carve-out portions of the file system to be persistent while also being able to swap 
images quickly

● You can even save all your yaml files to a Git server, backup your mounts, and quickly 
recover from a complete OS failure
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[1] https://docs.docker.com/compose/
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Fedora CoreOS, NSA SELinux, and Docker Volumes

● If you’re using a system with SELinux, like Fedora CoreOS, when you set volumes, use 
Z (capital)

● This uses SELinux contexts to prevent other containers from reading the contents of a 
container’s volumes (the container breakout scenario)

● Ideally, you would have individual VMs per service to prevent this
● Many tutorials and guides use Docker volumes (not bind mounts, which also use the 

“volume” syntax)
○ For ease of editing config files, we’ll be using bind mounts for the labs in this workshop
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Installing Fedora CoreOS
Lab 4.1
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Create a CoreOS Virtual Machine

● In Proxmox, create a CoreOS virtual machine by 
selecting the Fedora CoreOS iso file as the 
installation image

● VM settings:
○ 12GiB of storage on “local-zfs” (our SSD)
○ 1 CPU socket, 2 CPU cores, type: host
○ 4096 MiB memory
○ Network -> Bridge -> wshop# where # is your workshop 

ID number
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Booting into Fedora CoreOS

● Unlike most Linux distros, Fedora CoreOS 
has no graphical installer and requires a 
JSON configuration file (called “ignition”) to 
install

● Here, we will configure networking and test it 
before moving on with the ignition file 
installation
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Setting a Static IP

● For services, it’s useful to have known IPs and avoid setting up dynamic DNS
● One way to do this is via static IP addresses in the host; another, with reserved DHCP 

leases
○ We’ll use the former method

● First, list your network addresses so you can view what your network device is:
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Using nmcli to set a static IP

● Now that we know our network interface is ens18, use the following command to set a 
static IP address (where # is your workshop ID):
nmcli c m "Wired connection 1" ipv4.method manual ipv6.method 
disabled ipv4.addresses 192.168.#.2/24 ipv4.gateway 192.168.#.1 
ipv4.dns 192.168.#.1

● Then, load the config with `nmcli dev reapply ens18`
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Butane Files

● Yaml files that define a Fedora CoreOS instance
● Multiple specifications exist; the latest at time of writing: v1.7.0 [1]
● Multiple examples of Butane configurations exist [2] [3], though we will focus on a few 

specific configurations to get us started and continue off manually
● To work with butane files, you will need the butane package

○ Already installed in your Rocky Desktop VM, but if you need to install it on a different host, 
simply use `sudo dnf install butane`

● Clone the Git repository for this workshop, which will contain the Butane file you will 
work with

○ git clone http://10.1.1.4:3000/henryreed/scale23x-homelab-workshop
○ Also hosted online: https://github.com/henryreed/scale23x-homelab-workshop
○ Please only use the GitHub link outside of the SCaLE network to avoid getting us IP blocked
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[1] https://coreos.github.io/butane/config-fcos-v1_7/
[2] https://coreos.github.io/butane/examples/
[3] https://docs.fedoraproject.org/en-US/fedora-coreos/producing-ign/
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Butane Object: passwd

● The first section, passwd, defines an 
SSH key for the core user

○ By default, passwords are not set for 
core

● Before using our Butane file, create an 
ssh key and add it to the 
ssh_authorized_keys section so that it 
looks similar to the second image
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An Aside: SSH key generation
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Butane Object: storage

● Storage allows the operator to define disks, partitions, file systems, and files on the file 
system

● In our case, we simply define the hostname file
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Butane Object: systemd

● The systemd component defines systemd unit files on the system
● This is also how we remove and install packages

○ rpm-ostree: the tool that creates an operating system image
○ zincati: the service that fetches OS images and reboots into them for updates

● In our case, we remove the pre-installed non-community edition version of Docker and 
instead install community editions of Docker and Docker Compose 
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Converting the Butane File

● After adding your SSH key, convert the 
Butane file to an Ignition file:

○ butane --strict butane.yaml > 
ignition.json

● Then, use Python’s web server to host 
the ignition file and allow your Fedora 
CoreOS instance to collect it via curl

● After the installation finishes, reboot the 
system with `sudo reboot`

● You’ll get to a login screen. After the 
second installation systemd unit file 
runs, the system will restart for a final 
time with Docker CE installed
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Additional Step (DNS)

● We’ll want to ensure all your “LAN” hosts can resolve the Core OS services, so we’ll set 
up an explicit DNS entry to resolve home.internal and any subdomains

● In the OPNsense web UI, navigate to Services -> Unbound DNS -> Overrides
● Add an entry in the Hosts section

○ Host: *
○ Domain: home.internal
○ Type: A (IPv4 address)
○ IP address: 192.168.#.2

(where # is your workshop ID)
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Additional Step (Docker Daemon)

● Before we continue, SSH into your newly set up Core OS box and run the following 
command:

○ sudo systemctl enable docker

● This ensures your Docker containers and services will restart automatically after a 
reboot

○ In general, you’ll set containers to restart unless stopped in the Docker compose file
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Installing Step CA
Lab 4.2
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Step CA

● step-ca is a simple certificate authority server, typically used for automated ACME 
certificate enrollment

● We’ll be using Step CA as our CA to issue user TLS certificates for authentication and 
mTLS, as well as a CA for server TLS certificates

● In this lab section, we’ll focus on installing Step CA and using it to issue TLS certs for 
the Caddy web server to proxy your self hosted service

○ The next section’s labs will show you how to use Step CA and Caddy to do mTLS and user 
authentication
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Step CA Security Considerations

● Ideally on your own home lab you would have the CA on a dedicated VM
● If you have the resources, use a hardware device like a Yubikey as secure storage for 

the private keys: 
https://smallstep.com/docs/step-ca/cryptographic-protection/#yubikey-piv

● For this workshop, the CA private key passwords will remain in plain text
○ If you have to host multiple services on one host, the next slide will demonstrate a way to 

separate services using SELinux and non-privileged service accounts
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Step CA Security Considerations

● Create a new user called “step”:
○ sudo useradd step

● Note the user’s user ID and group ID numbers:
○ id step

● Change to the step user to set up directories for the Docker containers:
○ sudo su - step
○ mkdir server user
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This is a mitigation of the idea discussed in the previous slide. In theory, if your 
hosting resources are limited, and you must serve multiple services on a single host, 
create a separate service user for each service. These users don’t need any sudo 
privileges and exist solely to store the service configuration files isolated naturally via 
Linux file permissions and SELinux confines. While this doesn’t eliminate the potential 
for compromise completely, in an absolute worst case scenario where an attacker is 
able to compromise one Dockerized service on the same host, it greatly decreases 
the chance they can read critical secrets or configuration files from another service.



Self-hosting a Secure Home Lab  © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit 
https://creativecommons.org/licenses/by-nc-sa/4.0/

Step CA (Initialization)

● As the core user, grab the premade Docker Compose file for Step CA
○ Make a new directory in the core user’s home directory called “step”
○ Set the UID and GID for the step user you just created in the compose file

● Run docker compose up
○ If there are no errors, hit d to detach
○ Check the log output to save the CA administrative password:

docker logs stepca-server 2>/dev/null | grep “CA administrative”
docker logs stepca-user 2>/dev/null | grep “CA administrative”
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For your own home lab, you’ll want to store this password safely in a password 
manager. This password is different from the CA private key password stored on disk, 
since step-ca abstracts away direct key access by the concept of provisioning users. 
This is the password for the provisioning user, username “admin” by default. (The 
default username can be changed on init by setting 
DOCKER_STEPCA_INIT_PROVISIONER_NAME in the Docker compose file before first 
run.)

For this workshop, you’ll be using the password later to generate an SSH certificate 
and TLS certificates for your services.
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Step CA (Additional Steps)

● Edit the Docker compose file to remove the environment section
○ These are only needed for initialization

● Run docker compose up -d to recreate the container
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Step CA (CRL Setup)

● We will turn on Certificate Revocation List (CRL) 
generation in step-ca

● Edit the step-ca config in 
~/step/{server,user}/config/ca.json

● At the bottom level of the JSON, add the following:

 "crl": {
                "enabled": true,
                "generateOnRevoke": true,
                "cacheDuration": "8h0m0s"
        }
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Don’t forget to add a comma on 
the previous closed JSON block!

Caddy web server does not support CRL checking, so we will be turning on CRL 
generation in step-ca for use with Keycloak. This ensures users with expired certs can 
no longer authenticate to the service.
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Step CA (Certificate Expiration)

● Step CA has short lifetimes on certificates (by design)
● However, for your home lab, you won’t want to regenerate user certs every day
● For the user CA, run the following command, then docker compose restart:

○ docker exec -it stepca-user step ca provisioner update admin 
--x509-default-dur=168h --x509-min-dur=5m --x509-max-dur=8760h

● This will make the maximum lifetime of a cert 1 year (8760 hours) for users
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Step CA Management

● The client portion of step-ca, step-cli needs to be bootstrapped
● On CoreOS , from the ~/step directory, run the following commands:

○ docker exec -it stepca-server step certificate fingerprint 
certs/root_ca.crt 

● From your Rocky VM, install step-cli: sudo dnf install step-cli
○ step ca bootstrap --ca-url https://home.internal:2443 --fingerprint 

(output from above cmd) --install --context server

● Do the same for the User CA server (userca.home.internal)
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Step-cli is used to manage the Step CA functions, like issuing certificates, which we’ll 
do from the Rocky VM. This also installs the root CA into the system truststore so your 
system will now be able to browse to self hosted sites without a certificate warning.



Self-hosting a Secure Home Lab  © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit 
https://creativecommons.org/licenses/by-nc-sa/4.0/

Step CA and SSH

● Our user CA can generate certs for SSH authentication, to test this, we’ll generate a 
cert to SSH from Rocky to CoreOS

● On the CoreOS box as root, copy 
/var/home/step/user/certs/ssh_user_ca_key.pub to /etc/ssh

● Create a new file in /etc/ssh/sshd_config.d called 10-stepca.conf
● Insert the following line:

○ TrustedUserCAKeys /etc/ssh/ssh_user_ca_key.pub
● Restart the SSH daemon with: sudo systemctl restart sshd
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Step CA and SSH

● From the Rocky VM, go to the ~/.ssh directory
● Run the command step ssh certificate core id_ed25519 --kty OKP 

--curve Ed25519 --context user --not-after=8766h
● Select the provisioner key for admin

○ When prompted, use the user CA administrative password you saved earlier
● Set a password for the private key when prompted
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Caddy web server does not support CRL checking, so we will be turning on CRL 
generation in step-ca for use with Keycloak. This ensures users with expired certs can 
no longer authenticate to the service.
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Step CA and SSH

● Try SSHing to CoreOS, ssh -i ~/.ssh/core_ed25519 core@home.internal
○ If using the Rocky Linux desktop, the step CLI will automatically detect and use 

the key without needing to specify the private key
● While the private key is password protected, a more secure way to store SSH 

credentials is on a hardware backed token like a Yubikey
○ We’ll cover this in lab 6.4
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Installing Bookstack
Lab 4.4
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Installing Bookstack

● Bookstack is a simple, self-hosted, easy-to-use platform for 
organizing and storing information, like a personal wiki

○ https://www.bookstackapp.com/
● This will be your primary “selfhosted” service for this 

workshop
● Bookstack supports multiple authentication methods (OIDC, 

SAML, LDAP)
● We’ll be using an adapted version of the official Docker 

compose file
○ https://codeberg.org/bookstack/devops/src/branch/main/config/lsio-d

ocker/docker-compose.yml
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https://www.bookstackapp.com/
https://codeberg.org/bookstack/devops/src/branch/main/config/lsio-docker/docker-compose.yml
https://codeberg.org/bookstack/devops/src/branch/main/config/lsio-docker/docker-compose.yml
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Installing Bookstack

● Create a new user called “bookstack”:
○ sudo useradd bookstack

● Note the user’s user ID and group ID numbers:
○ id bookstack

● Change to the Bookstack user to set up directories for the Docker containers:
○ sudo su - bookstack
○ mkdir appdata dbdata
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Installing Bookstack (Secrets Config)

● Next, we’ll randomly generate the secrets for Bookstack
● First, as the core user, run the following command to generate a unique app key:

○ docker run -it --rm --entrypoint /bin/bash 
10.1.1.4:3000/henryreed/bookstack:latest appkey

○ Save the appkey output for the next step
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Installing Bookstack (Secrets Config)

● We’ll need to generate two random passwords, one for the database user, one for the 
MariaDB root password

○ For simplicity, we’ll use the OpenSSL CLI to generate a random password:
openssl rand -base64 32

● Replace the placeholder values in the Docker compose file including the app key you 
generated in the previous slide

○ DB_PASSWORD for the Bookstack container and MYSQL_PASSWORD for the MariaDB container 
should be the same
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Install Bookstack and Caddy

● As the core user, create a bookstack directory in the home folder, and cd to it
● Copy the bookstack.yml file from the git repo into ~/bookstack and rename it to 

docker-compose.yml 
● Replace the placeholder values in the Docker compose files with the secrets you 

generated in the last two steps
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Install Bookstack

● Bring the Bookstack containers up with docker compose up
○ If there were no errors, hit d to detach
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Install Caddy

● Next, we’ll do an initial setup of Caddy to reverse proxy your services
● Create a new directory called caddy and the subdirectories conf and data in the 

CoreOS home directory
● Copy the server CA’s public cert into this directory

○ docker cp stepca-server:/home/step/certs/root_ca.crt ~/caddy/conf
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Install Caddy

● Create a file called Caddyfile in the conf directory with the below contents
● This will use the ACME server you just set up on Step CA (server CA) to automatically 

issue TLS certs
{
        email admin@home.internal
        acme_ca https://localhost:1443/acme/acme/directory
        acme_ca_root /etc/caddy/root_ca.crt
}

bookstack.home.internal:443 {
        reverse_proxy http://127.0.0.1:6875 {
}

116



Self-hosting a Secure Home Lab  © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit 
https://creativecommons.org/licenses/by-nc-sa/4.0/

Install Caddy

117

● Copy the Docker compose file for Caddy from the repo and rename it to 
docker-compose.yml, place it in ~/caddy

● From the ~/caddy directory, bring the web server up with docker compose up -d
● Test that the reverse proxying works by browsing to https://bookstack.home.internal 

from the Rocky VM
○ Bootstrapping the step CLI earlier added the server CA to the Rocky system trust, so there 

should be no certificate errors
● We’ll be adding mTLS to Caddy in Lab 6.1
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Bookstack Final Steps (for now)

● Log into Bookstack with the initial credentials admin@admin.com/password
● Bookstack is set up!

○ Change the default credentials
○ We’ll go over adding single sign on authentication with OIDC/SAML 2.0 in lab 5.1
○ Feel free to change the settings or test out Bookstack
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Installing Keycloak
Lab 4.5
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Installing Keycloak

● Create a new user called “keycloak”:
○ sudo useradd keycloak

● Note the user’s user ID and group ID numbers:
○ id keycloak

● Change to the Bookstack user to set up directories for the Docker containers:
○ sudo su - keycloak
○ mkdir postgres
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Installing Keycloak

● As the core user, create a keycloak directory in the home folder, and cd to it
● Copy the keycloak.yml file from the git repo into ~/keycloak and rename it to 

docker-compose.yml
● We’ll need to generate two random passwords, one for the Keycloak admin user, one 

for the Postgres user password
○ For simplicity, we’ll use the OpenSSL CLI to generate a random password:

openssl rand -base64 32

● Replace the placeholder values in the Docker compose file including the app key you 
generated in the previous slide

○ KC_DB_PASSWORD for the Keycloak container and MYSQL_PASSWORD for the MariaDB 
container should be the same
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Installing Keycloak

● From the ~/keycloak directory, bring the service up with docker compose up
○ There may be some warnings, but as long as you don’t see any errors, you can hit d to detach

● Next, we’ll add to the Caddy config to reverse proxy Keycloak to the rest of the LAN
● Go to ~/caddy, and edit the Caddyfile in conf to add the following block
● We will be adding mTLS support in the next section and lab
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Installing Keycloak

● From your Rocky VM, try going to https://keycloak.home.internal
○ With the Caddy setup we did previously, this new subdomain should have already been issued 

a cert via ACME from the server CA
● Try logging in with the username tempadmin and the randomly generated password set 

in the Docker compose file 
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Keycloak Setup

● As the final step for this lab, we’ll create a new admin user and delete the bootstrap 
user as the web UI recommends

● Go to Users, then click Add User, call it admin, then hit Create
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Keycloak Setup

● After creating the new user, go to the Role mapping tab, then click Assign role -> Realm 
roles

● Check off the “admin” role, then click Assign
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Keycloak Setup

● Next, go to the Credentials tab, and click Set password
● Set a secure password, and toggle the Temporary setting off

○ You would normally use this setting when creating a new user and giving them a temporary 
password that Keycloak will prompt them to change on first sign on

● From the top right corner, sign out of the temporary admin account
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Keycloak Setup

● Log in with the new admin user you just created
● Go to the Users menu again, and delete the temporary admin user
● From the CoreOS host, edit the Docker compose file and remove the bootstrap admin 

entries under the environment section
○ Run docker compose up -d to restart the container with the new compose file
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Keycloak Setup

● Keycloak is now set up (for now)!
● What’s next for Keycloak in the next few labs?

○ We’ll be adding authentication flows for OIDC for Bookstack, and also discussing when you’d 
need to use SAML 2.0 instead

○ We’ll add mTLS to the reverse proxy entry for Keycloak in Caddy, and show you how to pass 
the certificate to Keycloak to authenticate users
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Single Sign On with OIDC 
and SAML 2.0

Section 5

129



Self-hosting a Secure Home Lab  © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit 
https://creativecommons.org/licenses/by-nc-sa/4.0/

Creating a Keycloak Realm
Lab 5.1
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What is a realm?

● “A realm is a space where you manage objects, including users, applications, roles, and 
groups.” [1]

○ “A user belongs to and logs into a realm.” [1]
○ “One Keycloak deployment can define, store, and manage as many realms as there is space 

for in the database” [1]
● Our general recommendation: keep Keycloak’s admin account in a realm separate from 

all other realms. 
○ Default realm is “master” and displayed as “Keycloak”; do not use these for services or users 

other than the Keycloak admin user
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Create a New Realm (1/2)

From the Keycloak admin panel, select “Manage realms” and then press on “Create realm”
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Create a New Realm (2/2)

Give your realm a name then press “create”
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Creating a Group in the New Realm

● You will now be in the new realm
● You will notice this via the top left where 

“Services” (your realm’s name) has the 
blue text “Current realm” next to it, 
same as in the “Manage realms” tab

● Press on Groups -> Create New Groups
● Name the group “admin” and press 

“Create”
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Creating Users in the New Realm (1/3)

● Press on Users to create new users
● You’ll notice the message “No users found”
● Why?
● The admin account is only in the master realm
● If you attach a service to this realm, your 

Keycloak login won’t work
○ This is intentional!
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Creating Users in the New Realm (2/3)

● Fill out the following:
○ Email
○ First name
○ Last name
○ Email Verified -> On
○ Groups -> admin

● Many services expect an email, even if 
you’re not going to need an email 
service within your lab

● Then, press create!
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Creating Users in the New Realm (3/3)

● Head to Credentials -> Set Password
● Set a password and uncheck 

“Temporary”
● Then, press save
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We’re done!

● Quick and easy, right? But what exactly happened?
● Keycloak allows you to login to itself only using the master realm
● The new realm will be used for services like Bookstack and others that support OIDC 

and SAML 2.0 authentication
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Configuring OIDC in 
Bookstack

Lab 5.2
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Introduction

● We’ll now connect Keycloak to Bookstack, so that we only have to login to one account 
with one password

● With more services, this will translate to other areas of your network, allowing you to 
login to any number of services only once

● Hence the name: single sign on!
● Note: We refer to Bookstack as a web service (which it is); in Keycloak parlance, the 

correct term is “client”
○ Keycloak being the service that clients interact with
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Steps for Supporting OIDC

1. Bookstack needs to be able to communicate with Keycloak; as such, its Docker image 
needs to be modified so that the “operating system certificate store” contains our Server 
CA

2. A “groups” client scope must be added in Keycloak
3. A Bookstack client must be added in Keycloak
4. Bookstack needs to be configured to use OIDC
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Add CA Certificate to Bookstack Image (1/2)

● From the workshop Git repo, place the “bookstack-oidc/Dockerfile” directory and file 
in the same directory as the Bookstack compose file 

● Also copy the root_ca.crt into bookstack-oidc; it should look like the screenshot 
below
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Add CA Certificate to Bookstack Image (2/2)

● Then, instead of “image:” use the “build:” directive in your compose file, like so:

● Lastly, run sudo docker compose down && sudo docker compose up -d
○ This will rebuild Bookstack and add our Root CA file into its “OS certificate store”
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Creating a Client Scope (1/4)

● Most OIDC clients use a groups scope to query what groups a user is added to
● Keycloak doesn’t include this by default (boo!) so we will add it manually
● Select “Client scopes” -> “Create client scope”
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Creating a Client Scope (2/4)

● For name, use “groups” (lowercase)
● Type -> Default

○ This way, all OIDC clients have this client scope 
automatically

● Enter a good description
● Select “On” for the following:

○ Display on consent screen
○ Include in token scope
○ Include in OpenID Provider Metadata
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Creating a Client Scope (3/4)

● On the next screen, select Mappers -> Configure a new mapper
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Creating a Client Scope (4/4)

● Select “Group Membership”
● For “Name” and “Token Claim Name” 

use “groups” all lowercase
● Uncheck “Full group path”

○ Allows “/admin” to become “admin” 
which is what most web services 
expect

● Leave all options as is and press save
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Creating a Bookstack Client (1/3)

● In Keycloak, navigate to 
Clients -> Create client

● Give the client an ID (which 
can be any arbitrary value) and 
a name
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Creating a Bookstack Client (2/3)

● Select the checkbox next to “Client 
authentication”

● PKCE Method -> S256
○ This adds an additional cryptographic 

layer to OIDC authentication
● PKCE support is client dependent 

○ Bookstack supports it, services with an 
older implementation of OIDC do not. 
Consult your documentation!

● Leave the rest as defaults
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Creating a Bookstack Client (3/3)

● Root, Home, and Valid post logout 
redirect URLs/URIs are all:

○ https://bookstack.home.internal
● Valid redirect URIs:

○ /oidc/callback
● How do we know these values? [1]

○ These are determined by your 
service’s development team

○ For Bookstack, it’s Dan Brown
○ Consult the documentation for 

your service to get these values!
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Client Secret

● In the next screen, press on “credentials”
● You’ll notice the starred “Client Secret” value
● This will be the secret we’ll add to the Bookstack environment file to allow it to 

authenticate with Keycloak
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Configuring Bookstack

● Login to your Fedora CoreOS instance, login to the Bookstack user account, then 
edit the .env file in ~/appdata/www

● Refer to your OIDC environment file example in the workshop Git repo, and change 
the following:

○ AUTH_AUTO_INITIATE=true
○ OIDC_DISPLAY_NAME_CLAIMS=preferred_username
○ OIDC_CLIENT_ID=bookstack
○ OIDC_CLIENT_SECRET=<CLIENT SECRET FROM KEYCLOAK>
○ OIDC_ISSUER=https://keycloak.home.internal/realms/<REALM NAME YOU USED>
○ OIDC_END_SESSION_ENDPOINT=true

152



Self-hosting a Secure Home Lab  © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit 
https://creativecommons.org/licenses/by-nc-sa/4.0/

Try to login!

● Bookstack will now use Keycloak’s new realm to log you in
● You will sign in “once” to Keycloak’s new realm, and be able to reuse that same session 

with other services you attach to Keycloak
● Congratulations: OIDC is now set up
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On SAML 2.0

● We won’t demo or do a walkthrough of SAML 2.0, but it’s important to discuss
● The basic steps are the same: create a SAML 2.0 client, and use your service’s 

instructions to fill in the proper URLs, keys and other details to get things hooked up
● SAML 2.0 uses cryptographic signatures and XML files; Keycloak signs an XML file, 

your browser transmits it to the service, the service verifies the signature
● It’s older, but it’s still useful
● Unlike OIDC, SAML 2.0 does not require the web service to have direct 

connectivity to Keycloak
● This is useful in many enterprise environments where the SSO is behind a network that 

an external service cannot access
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Certificate Authorities and 
Layer 6 Authentication (mTLS)

Section 6
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● TLS: The cryptographic protocol that is ubiquitous across the web
○ The little lock that lets you know websites are trusted all exist due to TLS
○ This is your client cryptographically verifying the identity of the server
○ The server’s identity is signed by a Certificate Authority; the identity is an X.509 certificate file 

and a private key
● Mutual TLS (mTLS): You verify the server, and the server verifies you
● Why it matters:

○ Assume worst case: your service has an exploitable RCE vulnerability
○ With mTLS, the attacker will be required to key and cert before they can attack the service

● This bears repeating: mTLS happens at the crypto level. Unless someone steals your 
keys or breaks your crypto, bad guys can’t hack your vulnerable service

● Another cool tidbit: if you use an unrelated term for your domain name, the attacker 
won’t even know what service you’re running behind mTLS

The Benefits (and Beauty) of TLS, and mTLS
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Smart Cards and mTLS

● Smart cards!
○ National IDs in Belgium, Estonia
○ U.S. Military and federal services (NASA, 

JPL)
○ Yubikey PIV application

● Smart cards can’t leak the private key, and 
they have PINs, making them 
cryptographic hardware two-factor 
authentication devices

● Soft certificates are also an option, at the 
loss of 2FA
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Where can you use mTLS?

● Web server
● OpenVPN and similar
● Combined with a smart card, you have hardware-backed 2FA with unguessable keys
● Additionally, cryptographic certificates hold your username, too! Combined with 

something like Keycloak, you won’t need to know your username or password again
● In the next few slides, we’ll show you:

○ Web server mTLS
○ Keycloak mTLS
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Web Servers and mTLS

● Most web servers have some form of support for mTLS
○ SSLVerifyClient in Apache
○ ssl_verify_client in NGINX (stream module)

■ As a side note, NGINX in HTTP mode doesn’t terminate the connection at the transport layer if client 
verification fails (it instead sends an HTTP error code but the TLS handshake is still done)

● We’ll be adding mTLS onto the Caddy config you made earlier for Bookstack
○ Caddy doesn’t support certificate revocation checking without a 3rd party plugin
○ We’ll have Keycloak check the status so even if transport layer is established, application level 

authentication with mTLS will fail
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Secure mTLS Key Usage

● Certificates for mTLS are the same as any other user certificate generated by a CA
● It’s possible to use your mTLS certificate with a soft private key, though this makes it 

significantly easier to compromise
● Yubikey PIV is a smart card! The Yubikey shows up as a “smart card reader” to your 

computer, allowing you to have the same feature set as an actual card but in a 
convenient form factor

○ If time permits, we’ll show how to generate a user cert in lab 6.4 for anyone
who brought a Yubikey today
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Enabling mTLS in Your Web 
Server

Lab 6.1
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mTLS in Caddy

● Adding mTLS to an existing Caddy config is simple
● On CoreOS, go the ~/caddy directory, then copy the user CA root and intermediate 

public certs
○ docker cp stepca-user:/home/step/certs/root_ca.crt 

~/caddy/conf/user_ca.crt
○ docker cp stepca-user:/home/step/certs/intermediate_ca.crt 

~/caddy/conf/user_intermediate.crt
○ User certs will be verified against the user CA we set up earlier

● Side note: Although Caddy verifies that the certificate is valid at time of use, it does not 
support checking revocation status (via CRL or OCSP) without a third-party plugin
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Caddy has various options for the tls module, including a client certificate verification 
mode (https://caddyserver.com/docs/caddyfile/directives/tls). The four modes are:
request: Ask clients for a certificate, but allow even if there isn't one; do not verify it
require: Require clients to present a certificate, but do not verify it
verify_if_given: Ask clients for a certificate; allow even if there isn't one, but verify it if 
there is
require_and_verify: Require clients to present a valid certificate that is verified

https://caddyserver.com/docs/caddyfile/directives/tls
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mTLS in Caddy

● Edit the Caddyfile in ~/caddy/conf, the Bookstack block should now look like 
below

● Restart Caddy with docker compose restart
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mTLS in Caddy

● If you try to open Bookstack now, the connection will be refused since we don’t yet have 
a cert

● Next, we’ll generate a soft cert so Firefox can access Bookstack again
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Generating a User Cert

● The ca subcommand for step CLI does not request a password for the cert private key, 
so we’ll create it in memory tmpfs then shred the plaintext key

● On your Rocky VM, go to /dev/shm, then run the command: 
step ca certificate admin admin.crt admin.key --not-after=8766h 
--context user

○ When prompted, provide the user CA administrative password saved earlier
○ By default and design philosophy, Step CA issues short lived certs
○ For the purposes of this workshop and lab, we’ll generate one that lasts for a year since you 

won’t want to have to generate your user cert every other day.
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Generating a User Cert

● Bundle the cert and key into a PKCS12 file: step certificate p12 
~/Documents/admin.p12 admin.crt admin.key

○ When prompted, provide a password to encrypt the bundle
● Shred the plaintext cert and key: shred admin.crt admin.key
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Using the User Cert

● Open Firefox, and go to Settings -> Privacy & Security -> Certificates, then click on 
View Certificates

● Select the Your Certificates tab, then click Import, then select the admin.p12 bundle 
we just created, and input its password when prompted
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It’s possible to use certs (both software and hardware-backed) with command line 
tools, but since Bookstack is a web app, we’ll show you how to add it to Firefox.

As an example, if you self host a Git server like Forgejo or Gitea, you can protect the 
publicly exposed web endpoint using mTLS on the web server. In addition, if you don’t 
have SSH open for Git over SSH to reduce your attack surface, you can configure the 
Git client to use PKI for mTLS; it’s easiest with a soft cert, but also possible with a 
user cert on a Yubikey and some one-time extra configuration (see 
https://memetichenry.com/books/it-and-devops/page/using-smart-cards-for-remote-git
-instances).

https://memetichenry.com/books/it-and-devops/page/using-smart-cards-for-remote-git-instances
https://memetichenry.com/books/it-and-devops/page/using-smart-cards-for-remote-git-instances
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Using the User Cert

● Now, try browsing to https://bookstack.home.internal, and Firefox should prompt you to 
use the certificate you just imported

● You now have the first step in mTLS set up (client cert authentication)!
○ In the next lab, we’ll actually use the cert to authenticate you to Bookstack using Keycloak and 

OIDC
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Enabling mTLS in Keycloak
Lab 6.2
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Keycloak Caddy mTLS

● Next, we’ll add to the Caddy config to reverse proxy Keycloak to the rest of the LAN
● Go to ~/caddy, and edit the Keycloak host block in your Caddyfile in conf to look like 

below:
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The crucial line here is the block within reverse_proxy, header_up. This option grabs 
the cert from the browser/client and passes it to Keycloak, which is configured to look 
for the client certificate in the RFC 9440 format (a base64 encoded DER cert). This is 
set in the Docker compose file for Keycloak. In addition, we need to set the 
verification mode to “verify_if_given”, because OIDC requires that the OIDC client 
application is able to reach out to the authentication provider. There are ways to 
provision certs for inter-server communication or spilt DNS, but these would take 
more time to cover.

The RFC: https://datatracker.ietf.org/doc/rfc9440/

https://datatracker.ietf.org/doc/rfc9440/
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Keycloak Caddy mTLS

● Back in Keycloak, from the left menu, go to 
Configure -> Authentication -> Flows, and click 
“Create flow”

● Call it “Certificate Authentication”, then everything 
else on the first page can be left default

● We’re going to add three execution steps for this 
flow, starting with cookies

○ On the Flow details screen, click Add execution, then 
search for “cookie”
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In the next few steps, we’re going to configure Keycloak to read the user certificate 
passed on from Caddy, to then verify the cert, make sure it’s not revoked (using the 
CRL), then authenticate the user if everything looked good.
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Keycloak Caddy mTLS

● After adding Cookie, set the Requirement field 
to “Alternative”

● Repeat the previous steps to add another 
execution step for “Identity Provider Redirector”, 
and also set the requirement to this one to 
“Alternative”

● No additional options need to be configured for 
these two execution steps
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Keycloak Caddy mTLS

● Next, add another execution step for 
“X509/Validate Username”

○ This step should automatically be added as Required
● Click on the Settings icon to configure this step
● Set the following settings:

○ Alias: Certificate Authentication
○ User Identity Source: Subject’s Common Name
○ User mapping method: Username or Email
○ Turn on the CRL Checking Enabled option
○ CRL Path: https://home.internal:2443/crl
○ Turn on the Revalidate Client Certificate option
○ Any other options can be left default
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Keycloak Caddy mTLS

● From the Action drop down menu, click Bind flow
● Choose the binding type Browser flow, then click Save
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Keycloak Caddy mTLS

● Log out of Bookstack if you’re still logged in, and close Firefox to reset the certificate 
request states

● Open Firefox again, go to Bookstack, and this time, after the browser requests your 
user certs, it should automatically log you into Bookstack! 
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Using Yubikey Smart Cards
Lab 6.3 (optional)
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Yubikey Intro

● Earlier, we showed you how to do mTLS with a soft cert and key, but what if you want to 
use something more secure?

● A Yubikey can be your hardware-backed store for private keys for mTLS
○ There are other devices with PIV/PKCS11 compatibility, but since Yubikeys are ubiquitous and 

have open source library support, we’ll focus on it for this workshop
○ It’s also possible to use a physical smart card to store your mTLS key and cert

● Download the Yubico Authenticator
○ https://www.yubico.com/products/yubico-authenticator/

● There are also command line tools such as yubikey-manager (ykman)
○ https://github.com/Yubico/yubikey-manager
○ For ease of following along we’ll use the Yubico Authenticator
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Authenticator devices like Yubikeys and similar devices can serve as two factor 
authentication devices (something you have). Depending on how they are configured, 
the device itself can be two factors in one (if you add a PIN, something you know).

https://www.yubico.com/products/yubico-authenticator/
https://github.com/Yubico/yubikey-manager
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Yubikey Best Practices

● All Yubikeys with PIV application support ship with the same defaults for PIN, PIN 
Unblocking Key (PUK), and management key

○ The defaults are PIN: 123456, PUK: 12345678, and management key: 
010203040506070801020304050607080102030405060708

● The first step you should take with a new Yubikey is to change all three of these
○ Don’t forget the PUK, because after lockout, the only solution to be able to use the PIV 

application is to reset it (meaning you lose the private key)
● Ideally, have two Yubikeys/PIV devices available

○ Things happen, you might lose one or the PUK gets locked out
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Yubico Authenticator

● Plug your new Yubikey into your computer, and open Yubico Authenticator
● On the left menu, select Certificates
● For a new Yubikey, the first thing we want to do is set the PIN, PUK, and management 

under Manage
○ The current (factory default) PIN is 123456, PUK is 12345678
○ For management key, select the star icon as shown below to insert the factory default
○ Store the management key somewhere safe! 
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Provisioning the Yubikey

● The process is slightly different from generating a soft user cert and key
● We’ll first use Yubico Authenticator to generate a certificate signing request (CSR)
● Next, use the user CA to sign the CSR and generate the user cert
● Bring the cert back to Yubico Authenticator to load onto the Yubikey
● Test the cert out on Bookstack and Keycloak
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Provisioning the Yubikey

● From Yubico Authenticator, go to Certificates, 
then select slot 9a (Authentication)

● On the right side menu, select “Generate key”, 
which will prompt for your PIN

● On the Generate key box:
○ For Subject, enter “CN=” followed by the 

username you’re generating a cert for (e.g., 
below, we’re requesting a cert for user 
“abc12345”)

○ Output format: Certificate Signing Request (CSR)
○ In the below box, select ECCP384 as the 

cryptographic signature algorithm
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Provisioning the Yubikey

● Save the CSR file, then transfer it to your 
Rocky VM

○ This might require jumping to Lab 7.1 to set 
up port forwarding first

● We’ll sign the CSR using step CLI and the 
user CA context

○ step ca sign csr-9a.csr 
[username].crt --context user

● Transfer the certificate file back to your 
computer with Yubico Authenticator
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Provisioning the Yubikey

● In Yubico Authenticator, return to Certificates -> 
9a, and select Import file from the right menu, 
then select the certificate you just generated

○ (Ignore the 9c slot used in the screenshots, the 
author did not have a spare Yubikey to use with 
slot 9a)

● Confirm the import, then your new certificate is 
ready to use!
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There are some applications that know to look for certificates in other PIV slots, but 
browsers in general will only pull from 9a.
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Using the Yubikey Cert

● To test your Yubikey with Bookstack and Keycloak, 
you will also need to jump ahead to Lab 7.1 and port 
forward Caddy to your OPNsense instance’s IP

● Most operating systems and browsers will have 
some form of PIV slot 9a support for cert 
authentication

○ We won’t cover setting this up here, since there are 
too many OS and browser combinations

● After port forwarding, try browsing to Bookstack or 
Keycloak with your Yubikey plugged in, and you 
should now get a prompt to use the cert on your 
Yubikey!
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Compared to when you use the software cert, 
Firefox now shows the cert stored on the token’s 
name instead of “Software Security Device”
(ignore the redaction, this was one of the author’s personal 
self hosted services to show the Yubikey usage)

As a side note, if you are using a sandboxed browser install on Linux, such as an 
AppImage, Flatpak, or Snap, it may require additional configuration to access USB 
devices and/or Udev rules. While the Yubikey presents the cert as a PIV device, it still 
requires USB permission to access.
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Accessing Your Services
Section 7
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Accessing Your Services

● Now that you have a selfhosted service at “home”, with an authentication provider, it’s 
time to expose it to the “internet”

● Of course, during the workshop, that won’t be possible, but we’ll show you how to port 
forward from your LAN to the WAN, i.e. the network you’re currently connected to

● The brief lab on port forwarding will cover a standard home ISP setup where port 
forwarding is not blocked

○ There are other options you can consider such as using a VPN back into your home network; 
we’ll briefly discuss Wireguard on the next slide 

○ If your home services are behind NAT, there are options such as using a cloud VPS and a 
mesh VPN, or a tunneling service
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Wireguard VPN

● Wireguard is a fast, modern VPN protocol, with support on many platforms
○ It has native support in the Linux kernel upstream since version 5.6
○ Also a built in remote VPN access option in OpnSense

● OpnSense also supports OpenVPN, but it can be slower due to differences in design 
(even though both VPN protocols operate over UDP)

● There are other options, such as Tailscale
● OpnSense has built in support for setting up the firewall as a Wireguard server

○ https://docs.opnsense.org/manual/how-tos/wireguard-client.html
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https://docs.opnsense.org/manual/how-tos/wireguard-client.html
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Configuring Port Forwarding 
in the Firewall

Lab 7.1
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Port Forwarding

● A note on port forwarding services - opening up a service on your home IP naturally 
increases your attack surface

● Adding mTLS like we configured on Caddy mitigates this risk significantly, as it 
terminates the connection at the transport layer, making scanning and exploitation 
against the web application (nearly) impossible without compromising your key

● While it’s good protection, keep in mind your own threat model, because even mTLS 
may not be foolproof

189



Self-hosting a Secure Home Lab  © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit 
https://creativecommons.org/licenses/by-nc-sa/4.0/

Port Forwarding

● Log into OpnSense, and go to Firewall -> 
NAT -> Destination NAT, then add a new rule

● We’ll start off by port forwarding your web 
server:

○ Interface: WAN
○ Version: any
○ Protocol: TCP
○ Destination Address: WAN address
○ Destination Port: HTTPS
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Port Forwarding

● Continued:
○ Redirect Target IP: 192.168.#.2 (your 

CoreOS server, # is workshop ID)
○ Redirect Target Port: Single Port, 443
○ Firewall rule: Register rule

● Click Save, then Apply
● Now try browsing to Bookstack or Keycloak 

from your computer’s browser
○ You’ll have to add a hosts entry since Caddy 

will only proxy if you’re accessing the 
hostname, not the IP
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Register rule will automatically create a firewall allow rule for you on the WAN firewall 
chain so you don’t have to manually allow the port through from the outside to the 
target IP. 
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Using Nmap to Test Your 
Network

Lab 7.2
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Verifying Home Network Security

● We’ll now test the security considerations that we’ve been building up to this point with 
mTLS

● Since your service is now port forwarded to the “internet”, you can run a scan against 
your OPNsense instance to verify that everything is configured properly

● While your attack surface now includes an open port, a potential attacker will not be 
able to access either Bookstack or Keycloak since they don’t have the certificate to 
access it

○ Caddy will terminate the connection and not even complete a TLS handshake
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Using Nmap

● Nmap is an open source network scanner, typically used for discovering devices on a 
network

● Also has a built in script engine and can be used to discover misconfigurations or 
vulnerabilities in a network

● Used from IT admins to security professionals across the board
● Nmap is best used for scanning TCP ports; due to the nature of UDP, Nmap is unable 

to reliably scan for open UDP ports, even though it has a toggle for it [1]

194

[1] https://nmap.org/book/scan-methods-udp-scan.html

https://nmap.org/book/scan-methods-udp-scan.html
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Using Nmap

● Grab the WAN IP that OPNsense shows
● First, we’re just going to run a standard Nmap scan, which checks the top 1000 ports by 

default [1] (if you don’t pass it any other port parameters otherwise)
○ nmap [WAN IP]

● As expected, the only port open is TCP 443 for our web server
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When it comes to security on your own home network, it’s best to not make any 
assumptions. You can try a full 1-65534 TCP port scan by running nmap -p- [IP], 
but we won’t do that during the workshop due to the limited infrastructure and 
potential to slow down the network for everyone here.

[1] https://nmap.org/book/man-port-specification.html

https://nmap.org/book/man-port-specification.html
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Using Nmap

● Next, we’ll try to run a version scan on the open port
○ As previously mentioned, Nmap has a built in script engine with many preexisting scripts (use 

them with --script default or --script “default AND safe”)
○ In this case, we will just do a service and version detection (-sV) without running additional 

scripts [1]
● Since we know the only port open is 443, we’ll target just that port

○ nmap -v -sV -p 443 bookstack.home.internal
○ -v is verbose output, so you can compare on the next slide what it looks like having mTLS vs 

on versus not having it on
● You may need to add a temporary hosts entry to be able to scan the domain

○ Caddy reverse proxies based on the hostname required, our configuration won’t serve 
anything for just the IP:443
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[1] https://nmap.org/book/man-version-detection.html

https://nmap.org/book/man-version-detection.html
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Using Nmap

● The top screenshot is when mTLS is set to 
“verify_if_given” mode in Caddy, and the 
below is how you currently have it set in 
“require_and verify” mode

● Because the TLS handshake doesn’t complete 
in “require” mode, Nmap is only able to get 
basic details about the server cert, but cannot 
reach the web app like it did in the first 
screenshot

197

[1] https://nmap.org/book/man-version-detection.html

https://nmap.org/book/man-version-detection.html

