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Who We Are

® |ssac Kim
o  Cyber Engineer at a non-profit, pentester
o Not a weeb and not a rhythm game fanatic
e Henry Reed
o  Cyber Engineer at Zetier, Inc., primarily doing vulnerability research on embedded Linux

‘?7/‘7 systems
/i; o Formerly a Project Leader at The Aerospace Corporation
o

144._. Zetier is hiring! Ask me after we finish with the workshop

— Maya Zeng
o IT Security Analyst
o Il be running around to help out
e Ol

o Emotional Support Quail

Self-hosting a Secure Home Lab © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit
https://creativecommons.org/licenses/by-nc-sa/4.0/




Rules of Engagement

Heed the SCaLE Code of Conduct
(https://www.socallinuxexpo.org/scale/23x/code-conduct)

All of you will have differing technical backgrounds, and some topics will be obvious
while others will not be

o  We want you to learn as much as possible. Please ask questions!

o Even if you feel other students know the answer to your question, the purpose of this
workshop is to teach every one of you—your questions are important and will drive the
discussion for this class!

We will have some default passwords to make lives easier

o Do NOT attack any other student’s systems, to include their laptops and their assigned

Proxmox accounts, virtual machines, and other resources, no matter how “easy” it is
There are maximum 50 accounts. If we run out of accounts, please pair up with a

neighbor and work with their system
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Outline

1. Secure network architecture
2. Proxmox: Setting up virtual machines and
software-defined networks
o Lab 2.1: Creating a Proxmox Software-Defined Network
o Lab 2.2: Cloning a Proxmox Template Virtual Machine
o Lab 2.3: Creating a Proxmox Virtual Machine
3. Firewall and DNS sinkhole
o Lab 3.1: Configuring OPNsense
o Lab 3.2: Configuring AdGuard Home for a DNS Sinkhole
4. Fedora CoreOS, Docker, and Docker Compose
o Lab 4.1: Installing Fedora CoreOS
o Lab 4.2: Installing Step CA and Caddy
o Lab 4.3: Installing Bookstack
o Lab 4.4: Installing Keycloak

5. Single Sign On with OIDC and SAML 2.0
o Lab 5.1: Creating a Keycloak Realm
o Lab 5.2: Configuring OIDC in Bookstack
6. Certificate Authorities and Layer 6
Authentication (mTLS)
o Lab 6.1: Enabling mTLS in Your Web Server
o Lab 6.2: Enabling mTLS in Keycloak
o Lab 6.3 (Optional): Using Yubikey Smart Cards
7. Configuring Firewall to Allow Access to
Services
o Lab 7.1: Configuring Port Forwarding in the Firewall
o Lab 7.2: Using Nmap to Test Your Network
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Secure Network
Architecture

Section 1
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Defining Risk

o An effect of uncertainty on or within information and technology; relate to the loss of
confidentiality, integrity, or availability of information, data, or information (or control)
systems and reflect the potential adverse impacts to organizational operations (i.e.,
missions, functions, image, or reputation) and assets, individuals, other organizations,
and the Nation.

e What are the risks within your homelab?

o Compromise of sensitive data (private photos, files)
o Attacks on users or user systems
o Unintended use of your resources (botnet or malware activity)
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Threat Modeling for your Home Lab

e Understanding your threat model helps you understand what is “good enough”

® An average person’s home lab will have threats of opportunist attackers
o Automated scanners and throwers for the latest CVE in the news
m  E.g, logdj
o Manual attacks by opportunists
o Potential supply-chain attacks via malicious software images or packages
m E.g, the (failed) xz supply chain attack

e Advanced persistent threats (APTs) are generally not a concern
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Security Goals for Your Home Lab

e Popular advice in forums focuses on security doctrine
o “Never open ports to the Internet”
o “Just use wg-easy”
o Very few threads on security testing of your network
e Flip the script
o Instead of relying on axioms, define your requirements, limit access, add authentication, and
test, test, test!
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Example of a Good Network Architecture
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Home Network

Services hosted within Proxmox
software-defined network (SDN)
Access services via OpnSense
through Network Address Translation
(NAT)

Services may only access update

servers; no arbitrary Internet access
o  DNS sinkholing + hostname-based IP
whitelisting

Self-hosting a Secure Home Lab © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit

https://creativecommons.org/licenses/by-nc-sa/4.0/




Proxmox:
Setting up virtual machines and
software-defined networks

Section 2
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What is Section 2 About?

Physical Network

e Our services should be hosted behind a firewall that allows us to
allow inbound HTTPS, but only selectively allow outbound traffic

e In this section, we will cover how to:
o Create a software-defined network, where our virtual machine
running our services will be
o Clone a ready-made VM that will be (temporarily) dual-homed, to
make OpnSense configuration possible
o Create an OpnSense VM and configure it
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Proxmox Introduction

® Proxmox Virtual Environment is “a complete,
open-source server management platform for
enterprise virtualization. It tightly integrates the KVM
hypervisor and Linux Containers (LXC),
software-defined storage and networking functionality,
on a single platform.”

Proxmox VE is FOSS, licensed AGPL-3+
Proxmox commercial licenses allow for enterprise

support and an enterprise software repository that p R 0 x M 0 X

undergoes extensive testing

Self-hosting a Secure Home Lab © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit
https://creativecommons.org/licenses/by-nc-sa/4.0/

Proxmox offers the following description on their website for their Proxmox Virtual
Environment (VE) product:

“Proxmox Virtual Environment is a complete, open-source server management
platform for enterprise virtualization. It tightly integrates the KVM hypervisor and Linux
Containers (LXC), software-defined storage and networking functionality, on a single
platform. With the integrated web-based user interface you can manage VMs and
containers, high availability for clusters, or the integrated disaster recovery tools with
ease.” [1]

Proxmox VE is one of four products offered by Proxmox Server Solutions GmbH. The
other three products are Proxmox Backup Server, Proxmox Datacenter Manager, and
Proxmox Mailbox Gateway. For the scope of this workshop, we will only cover
Proxmox VE. We will also refer to Proxmox VE as simply “Proxmox.”

Proxmox VE has licensing options. Unlicensed Proxmox VE instances receive no
enterprise support, and the packages available in the Proxmox repository do not
undergo the same level of scrutiny as those in the enterprise subscription [2]. In the
many years of use, the authors of this workshop have not ran into any issues with
Proxmox’s no-subscription repository packages. We would consider the paid licenses
to be entirely optional for a majority of home lab environments.

[1] https://www.proxmox.com/en/products/proxmox-virtual-environment/overview,
accessed 22FEB26
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[2] hitps://www.proxmox.com/en/products/proxmox-virtual-environment/pricing,
accessed 22FEB26
[3] https://pve.proxmox.com/wiki/Package Repositories, accessed 22FEB26
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Proxmox Virtual Machines and Software-Defined Networks

® Proxmox Virtual Machines

o Virtual TPMs, which are especially helpful in virtualizing OS’s mandating TPMs (Windows 11)
o Per-VM firewalls, allowing the hypervisor admin to set firewall rules for a guest that the guest
itself cannot control
Snapshots, including memory snapshots, and backups
o High availability, allowing one VM to run on multiple Proxmox hosts such that the virtual
machines remains available even if some Proxmox instances fail
e Software-Defined Networks

o Allows you to create virtual networks without relying on physical routers, switches, firewalls

o Can be as simple as a virtual LAN, or as complicated as a full BGP-enabled network

o We will only cover the simple virtual LAN that allows us to segment our services VM from the
rest of the physical network
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Workshop’s Proxmox

We have two beefy (for seven years ago) servers running Proxmox VE
e Despite sharing nearly half a terabyte of RAM across them, we will be resource
constrained due to the number of workshop attendees
e To limit the attack surface, ideally:
o Each service would be in its own virtual machine

o This especially applies to critical services like a certificate authority
o In this workshop, we will use a single “services” VM that will contain all services

e Software repositories

o  Wherever listed in these slides, please use local (and not Internet-hosted) software
repositories; this is to avoid hammering both the SCaLE network and the repos themselves
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Creating a Proxmox

oftware-Defined Networ
Lab 2.1
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Access Proxmox

® The workshop Proxmox instance is located at
o https://10.1.1.2:8006 (for workshop IDs 1-25)
o https://10.1.1.10:8006 (for workshop IDs 26-50)
On the login page, change Realm to “Proxmox VE authentication server” as seen below
® You were handed a number when you arrived, that will be your username and
password for Proxmox, in the format “workshop#”, e.g. workshop1

User name: workshop1
Password: eeeeeeeee

Realm: Proxmox VE authentication server

Language: English - English

Save User name:
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Create an SDN in Proxmox

e |n the Proxmox web Ul, go to the top level Datacenter menu, then scroll down to SDN

A PROXMO X vVirtual Environment 9.1.5  se Cd Create VM § CreateCT | & wor
S UL # Datacenter £ Bulk Actions @ Help

£ Datacenter

B prel & API Tokens

& Two Factor o
s SDN Node

> Fess localnetwork  pvel
% Roles

[& Realms

@5 VNets

£ Options

F IPAM

U VNet Firewall

A Fabrics
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Create an SDN in Proxmox (Zones)

e From the Datacenter section, go to SDN -> Zones

e Add a new simple zone, and name it “wshop#”, numbered after your workshop user
number

Datacenter

& API Tokens

simple
VLAN
QinQ
VXLAN

& Two Factor
48 Groups
¥ Pools

# Roles HE EVPN All (No restrictions)
@ Realms

< HA pve

« SDN

&2 Zones

Advanced
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Create an SDN in Proxmox (VNets)

e Next, go to the VNets menu

e Create a new VNet under the zone you just made
o  This can be named anything but we recommend also calling this “wshop#”, where # is your
workshop ID

Name: wshopl

Alias:

Zone: wshopl

@ Help Advanced Create
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Create an SDN in Proxmox (Subnets)

e Click on the subnet you just created, then on the right-most panel, create a new subnet
o Set Subnet to 192.168.#.0/24, where # is your workshop ID

General DHCP Ranges

Subnet: 192.168.1.0/24

Gateway:

SNAT:

DNS Zone
Prefix:

Create
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Create an SDN in Proxmox (Final Step)

e (o back to the top level SDN menu on the side panel, then hit Apply, then confirm the

changes
o May require a page refresh but you should now see your new SDN

13 Replication

o' Permissions >

& Users Sk

&8 APl Tokens localnetwork

wshopl available

& Two Factor

& Groups

¥ Pools

% Roles

[&} Realms
© HA

« SDN
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Cloning a Proxmox

emplate Virtual Machine
Lab 2.2
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Why?

Currently, any virtual machine inside the SDN cannot communicate to anything outside
the SDN

o This is intentional
During initial setup, you’ll need a system to work from that has a GUI with which you
can access your firewall

o You may also do a SOCKS5 dynamic proxy via SSH if you'd like

o This system will be “dual-homed”: connected to both the SDN and the lab network

o Think of it as your network debugger
We created a Rocky Linux template VM for you to use

o Username admin, password admin
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Cloning the VM Template (1/2)

== Datacenter

B pvel

9997 (desktop-rocky-template)
e Right click on 9997 Fl.:

=== |ocalnetwork (pvel)
(desktop-rocky-template)

e Select “clone”

= Datacenter

By pvel

[£529997 (desktop-rocky-ter

VM 9997

localnetwork (pvel)
Clone

wshopl (pvel)
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Cloning the VM Template (2/2)

Target node: pve1 if your number is 1-25, or pve2 if your number is 26-50
VM ID -> First number is your workshop ID number
Resource Pool -> You HAVE to select one here that matches your username

Mode -> Linked Clone (help us save on disk space!)
ne VM Templat

Target node: pvel Linked Clone
VM ID: 202
Name: workshop2-rocky-desktop

Resource Pool:  workshop2
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Dual-Homing the Rocky VM (1/2)

e Hardware -> Add -> Network
Device

e Forthe bridge, select wshop#
where # is your workshop ID

® Press “Add”

Add: Network Device

Bridge: wshop2 Model: VirtlO (paravirtualized)

VLAN Tag: 10 VLAN MAC address:

Firewall

e
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Dual-Homing the Rocky VM (2/2)

® Your hardware settings should look like this

Virtual Machine 202 (workshop2-rocky-desktop) on node ‘pvel’

& Summary Add

>_ Console Memory

Processors

BIOS

L4 Hardware

& Cloud-Init
Display

£ Options

Machine
= Task History
SCSI Controller

Hard Disk (scsi0)

Network Device (net0)

@ Monitor

9 Snapshots

1T os0mij

U Firewall Network Device (netl)

4.00 GiB

1 (1 sockets, 1 cores) [host]

Default (SeaBIOS)

Default

Default (i440fx)

VirtlO SCSI single
local-zfs:base-9997-disk-0/vm-202-disk-0,iothread=1,size=20G
virtio=BC:24:11:09:32:80,bridge=vmbr0,firewall=1
virtio=BC:24:11:0A:24:CA bridge=wshop2 firewall=1
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Start the VM and verify network interfaces show

admin@localhost:~

admin
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Creating a Proxmox

Virtual Machine
Lab 2.3
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Creating an OpnSense Virtual Machine

e Now that we have a network, we will move to creating our first virtual machine from
scratch
o  We’ll go over the OpnSense firewall setup steps in the following labs
® Proxmox supports a variety of operating system families since the virtual machine
backend is KVM
Proxmox also supports LXC for running lightweight containers

For your own homelab, choose what works best for your workflow
o In this workshop, we’ll be primarily be covering VMs
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Proxmox: Creating VMs (General)

Start by clicking “Create VM in the top right of the Proxmox web Ul

e Give your VM a unique VM ID, use the number of your workshop user followed by a two
digit number.

e Under resource pool, select the pool with your username. Your VM name can be

anything, but ideally recognizable.
o Forinstance, workshop25 would make their first VM ID #2501

General 0os

VM ID: 101
@ Help

Name: opnsense

Add to HA:
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Proxmox: Creating VMs (OS)

Storage -> “local” storage object
ISO image -> OS ISO that you want to install
For Guest OS and OPNsense, change Type to “Other” as OPNsense is not Linux

General 0s System

Use CD/DVD disc ima
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Proxmox: Creating VMs (System)

Leave these as default for this workshop

e On a “production” home lab, you'd likely change to UEFI and enable secure boot here if
you have a specific need for those settings

e Qemu agent is not necessary today, but for your own Proxmox cluster, this allows the
VM guest to shut down or suspend cleanly when the cluster is shutting down or doing
backup tasks on the VM

General os System Disks

Graphic card: Defauit SCsiI Controller:  VirtlO SCSI single

Machine: Default (i440fx) Qemu Agent:
Firmware

BIOS: Default (SeaBIOS) Add TPM
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Proxmox: Creating VMs (Disks)

e For Disks configuration, we will change several settings:
o Bus/Device: VirtlO Device
m |IDE is the Proxmox default since this is compatible with virtually every OS, but most
modern OSes support VirtlO, which is more performant for virtualized systems
o Storage: select the “local-zfs” datastore
o Disk size: set to 6 GiB unless the VM/service you want to test needs more data. Please do not

over-allocate the storage, even if there are a few TB free.
General OS  System Disks CPU

virtiod a Disk  Bandwidth

Bus/Device: VirtlO Block 0 Cache: Default (No cache)
Storage: local-zfs Discard

Disk size (GiB) 6 10 thread
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Proxmox: Creating VMs (CPU, Memory, and Network)

e For CPU, change the following settings:
o Cores: 2
o  Type: Host (at the bottom of the list)

e For Memory, set to 4096 MiB

e For Network, keep it as vmbr0Q
o  We will add your software defined network in the next step; the firewall will be dual-homed

cPu  [Memory| Network
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Proxmox: Creating VMs (OPNsense Extra Step)

For the OPNsense VM, before installing the OS, go to the Hardware menu and
add a new network device

Under Bridge, select the SDN network you created earlier

Virtual Machine 101 (opnsense) on node 'pvel’

& Summary
>_ Console
L4 Hardware
& Cloud-Init

£+ Options

Bridge: wshop1 Model: VirtlO (paravirtualized)

Hard Disk VLAN Tag: r LAN MAC address:

Import Hard Disk
CD/DVD Drive
Network Device

Firewall:

© Help Advanced
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OPNsense will require two virtual network devices, which will look similar for your own
home lab - one for the WAN connection and one for your LAN. In this lab, the “WAN”
connection will be the vmbrO0 bridge that you already added in the initial VM setup.
Here, we’ll add another network device to connect to the SDN you created earlier.




irewall and DNS Sinkhole

Section 3
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Firewall (OPNsense)

Physical Network

Per-VM Firewall

e OPNsense is an open source firewall and routing software based
on FreeBSD; it provides features you’d expect out of an enterprise
solution, including:

o High availability

o Firewalling and routing IP addresses with dynamic domain name
resolution

o Intrusion prevention, detection, and deep packet inspection

e The firewall will sit between our physical network (in this case, the
workshop LAN) and the software-defined network, and selectively
allow traffic into and out of the software-defined network

1
1
1
1
1
\

“ e o

OpnSense VM

- e o mm omm =

Software-Defined Network

»®
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For more information on OPNsense, check out their website: https://opnsense.org/



https://opnsense.org/

Domain Name System

e DNS was originally a plaintext (not encrypted) protocol
o It's so old it was invented before any of the authors of this workshop were alive!

DNSSEC added cryptographic signatures to DNS responses

e DNS over TLS added a traffic encryption layer to DNS
o  853/TCP with manual CN configuration
o This is beneficial for privacy, though enterprise security teams often disable this because it
blocks visibility into what employees (and potentially malicious actors) are requesting
e DNS over HTTPS added even more obfuscation, making it difficult for bad guys
(malware operators) or your good guys (goodware operators/enterprise security) from
knowing what domain names you’re requesting

Self-hosting a Secure Home Lab © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit
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Why DNS Sinkhole?

e Malware command and control (C2) can occur over any type of protocol

o ICMP

o RawTCP

o Raw UDP

o HTTPS

o  Specific bitflips within your processor causing information-bearing electromagnetic radiation to

emanate out your server chassis and into an RF collector outside your building
o Alsoincludes DNS
e Modern firewalls not only control traffic into and out of your LAN, but they also host
services that have unfettered access to the Internet. DNS requests can be made
information-bearing, allowing malware to exfiltrate telemetry to and receive commands

from an operator
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Configuring OPNsense

Lab 3.1
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Installing OPNsense

e Start the OPNsense VM you just made from the last lab, and wait for it to boot to the
login prompt
o Log in with the “installer” user, password “opnsense” to install

OPNsense 26.1 (amd64) s

=% OPNsense.internal:

LAN (utnet®) > v4: 192.168.1
HTTPS: SHAZ256 & 8E 7?5 6F 8A 31 E9 C2 51 DE 08 E? 95
. E EO 3D 9F 39 3 - °5 9F 01 85

Welcome?! OPNsense is running in liv mode from i all media. Please

login as 'root’ cont in live mode, or as ’in the
installation ault or previously-imported roo ord for
both accounts e > login via SSH is also enabled.

FreeBSD/amd64 (OPNsense.internal) (tti ))

installer|

login:
Self-hosting a Secure Home Lab © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit
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Installing OPNsense

e Select UFS for disk type
e Select vibdO, the virtual disk created earlier

OPNsense Installer

OPNsense 26.1
Choose one of the following tasks to perform.

Install (ZFS)  ZFS GPT/UEFI Hybrid UFS Conf iguration
Please select a disk to continue.
Other Modes o> Extended Installation

Load Conf iguration ‘

Import Config
Password Reset Recover Installation cdO  <QEMU QEMU DUDROM 25> (2GB)

Force Reboot  Reboot System
Force Halt Power Down System

<Cancel>

UFS Configuration
Last Chance! Are you sure you want to destroy
the current contents of the following disks:

vtbdO

< ES > <ND >

Self-hosting a Secure Home Lab © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit
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For the first step in installing OPNsense, select UFS for the install type. We would
normally recommend ZFS if installed on bare metal or on a mission critical system,
but since the virtual machine is already on a VirtlO disk on top of a ZFS backed
storage in Proxmox, there’s no need to use ZFS for this workshop.




Installing OPNsense

o After disk partitioning, the installer will automatically start the OS install

OPNsense Installer

Installation Progress

Cloning current system [ I
Verifying resulting files [In Progress 1

Overall Progress

Self-hosting a Secure Home Lab © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit
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Installing OPNsense

e Set the root user’s password when prompted

e Complete install and select reboot now to reboot into the OPNsense install

Final Configuration
Setup of your OPNsense system is nearly
complete.

hange root passuord

Complete Tnstall Confirm and exit
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Installation Complete
The system may boot back into the
installation media when not ejected
properly.

[Reboot system

Hilt now . Power down system
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Installing OPNsense

® | og into the OPNsense shell interface with the username “root” and the password you
set in the installer, then select option 1 to assign interfaces

o Hit enter twice on the next two options, configure LAGGs and VLANs, we’ll ignore those for
this workshop

»» OPNsense.internal: OPNsense 26.1 (amd64) sxx

LAN (em®) vd: 192.168.1.1,24

Self-hosting a Secure Home Lab © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit 46
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After OPNsense installs and boots to the initial shell, we’'ll have to change a few
settings so that it uses the correct interfaces for the WAN and LAN connection. For

the workshop, we’'ll want the “WAN” to be the virtual interface attached to the vmbr0
bridge, and the “LAN” to be your SDN.




Installing OPNsense

e \When prompted, set the WAN interface name to the MAC address that matches the
vmbrO0 virtual interface, which here is vtnet0
e For LAN, this will likely be vtnet1

6) Reboot system 13) Restore a backup
Enter an option: 1

Do you want to configure LAGGs

Do you want to configure ULANs

Hardware
Vali i erfa are
alid interfaces are e
vtneto bc:24:11:a3:c7:e5 Uirt10 Networking Adapte ot
vtnetl bc:24:11:1e:fd:bc UirtI0 Networking Adap © B

= Task History

If you do not know the nmames of your interfaces, you may choose to use
a hat

auto-detection. In t , disconnect all interfaces now before

@ Monitor
hitting to initiate a tection.

CDIDVD Drive (ide2) 1-dvd-amdéd.iso,media=cdrom, size=2150958K

D Snapshots

Hard Disk (virtio0)
Enter the WAN interface name or auto-detection: em®

U Firewall Network Device
Invalid interf name ’ em@ Network Dev

Enter the WAN interface name or auto-detection: utnet®

Enter the LAN int na - ’a’ for auto-detection
NOTE: this enables full Fir g/NAT mode

Cor nothing if finished)
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OPNsense Setup

e From your Rocky desktop VM, open Firefox and go to https://192.168.1.1, then log in to
the OPNsense web Ul with your root credentials

System: Configuration: Wizard

Self-hosting a Secure Home Lab © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit
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https://192.168.1.1

OPNsense Setup (General Information)

o On the first setup page, set the DNS server to be 9.9.9.9, other settings can be set to
your preference
o  The DNS sinkhole setup we will do later will use the host OS as the primary resolver

System: Configuration: Wizard

poeDFHOAE

&
]
L]
®
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We will go in depth more into DNS later, but this will provide an initial starting point for
Unbound to get up and running. In the next lab, we’ll configure the DNS sinkhole and
change some of the default OPNsense Unbound DNS settings.




OPNsense Setup (WAN)

® Uncheck the Block RFC1918 1 optseme « mesase ik I

0 Lobby

System: Configuration: Wizard

Private Networks option
o You won’t have to do this on

P Welcome  General Information | Network [WAN

your own home network, just ’ Ovisabiewmn o
for this workshop :()
o The WAN IP that OPNsense T e
will get is a 10.x.x.x address, ) [pal.
which conflicts with the 5 [—
default policy | ==
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For your own home setup, this page will only need custom settings set for the WAN
connection if your ISP has specific requirements or settings that need to be set.




OPNsense Setup (LAN)

o Setthe LAN IP to be 192.168.#.1/24, where # is your workshop 1D

l .OPNsen!e’ < root@OPNsense.intermal @ Q

Lobby

Reporting System: Configuration: Wizard

nEpD

System

s Welcome  GeneralInformation  Network [WAN] | Network [LAN]

W

Confiuration D e
eackups ©Disable LAN

History SEACES 192.168.1.1/24

Defauts
| Vizard © Configure DHCP server

| [

High Availability

H#HOAB

Routes

'y
4

Settings
Snapshots
Trust

LogFiles

BOowD

Diagnostcs
Interfaces
Firewall
ven
Services

Power

@€«8 o0

Help
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OPNsense Setup (Deployment Type)

e Everything can be left default here

Lobby

Reporting System: Configuration: Wizard

nFED

System
- P Welcome  Generalinformation  Network[WAN]  Network[LAN] | Deploymenttype
Configuration D fullhelp ©

ackups
Oacke © Optimize for Multiwan
Oefalts

@ Automatic DHCP/DNS
History egistration

| e

High Avallability

© Optimize for IPsec

H0As

Routes
Settings
Snapshots

Trust

o®D&

LogFikes
Disgnostis @
Interfaces

Firewall

veN

Services

Power

®<«8 oo

Help
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OPNsense Setup (Password)

® You can just hit next on this section

l:' OPNsense’ < fo0t@OPNsense.Internal

0 Lobby

System: Configuration: Wizard

2oeD

@« OGO
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For your own home lab, ideally you would set a randomly generated root password
stored securely for future use. For the purposes of convenience in this workshop, you
can just stick with something simple or keep the password you used when initially

installing OPNsense.



OPNsense Setup (Reconnect Network)

Mar4 10:30 PM

e After you finish the OPNsense wizard, you'll

a O

want to bring your Rocky VM interface down o
and back up to get a new IP N =

e Click the menu in the top right of Rocky Linux, Qi
then the drop down next to Wired

o Click on “Ethernet (ens19)” once to bring it & Wired Connections
down, then back up

e In the browser, go to https://192.168.#.1, where cbiliiion]
# is your workshop 1D % Ethemet (ensi)

Wired Settings
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OPNsense Setup (More DNS Settings)

e After the setup wizard completes, from the main page, go to Services -> Dnsmasq DNS

& DHCP -> General

e Several settings to set here:
o Set listen port to 53
o Enable DNSSEC
o Under DNS Query Forwarding, enable:
m Do not forward to system defined DNS
servers
m Do not forward private reverse lookups

e Scroll down and click Apply

0 Lobby

& Reporting

= system

o Interfaces

© Firewall

S N

& Services
Captive Portal
DHCRelay

I Dnsmasq DNS &
DHCP
-

General
Domains
Hosts
DHCP ranges
DHCP options.
DHCP boot
DHCP tags
Leases
LogFile
Intrusion Detection
Kea DHCP.
Monit

»

)30 e

Services: Dnsmasq DNS & DHCP

General | Domains  Hosts  DHCPranges  DHCPoptions ~ DHCPboot  DHCPtags
© advanced mode

v Default

©Enable

O Interface AN

v DNS

O Listen port

© DNSSEC
© No hosts lookup
V' DNS Query Forwarding

© Query DNS servers
sequentially

© Require domain

© Do not forward to system
defined DNS servers

© Do not forward private reverse
lookups
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OPNsense Setup (System Update)

Next, we'll set up the package repo to pull from the local workshop repo. Go to System
-> Firmware -> Settings, and set the Mirror option:
o Mirror: (custom)
http://10.1.1.3/opnsense
e C(Click Save

System: Firmware

Status | Settings | Changelog ~ Updates  Plugins  Packages

advanced mode

© Mirror (custom) -
http://10.1.1.3/opnsense
© Flavour (default) -
O Type Community =
@ Subscription
© Reboot [J Always reboot after a successful update
© Usage

In order to apply these settings a firmware update must be perfort

xCance
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http://10.1.1.3/opnsense

OPNsense Setup (System Update)

System: Firmware

Please do not update the OPNsense VM during the

i Status | Settings  Changelog  Updates  Plugins  Packages
workshop, but if you were to update: e T
o Click on the Status tab, and click Check for updates e e

o Once the check finishes, scroll to the bottom of the Comit 659e22beT

h | k U d Mirror http://10.1.1.3/opnsense/FreeBSD:14:amd64/26.1
screen then clic p ate Repositories OPNsense (Priority: 11), opnsense-extras (Priority: 5)
Updated on Wed Jan 28 00:35:17 PST 2026
304 305 upgrade Checked on NA
There are 97 updates available, total download size is
X i ¢ K ) -
{ ,‘h_‘ Cancel 326.2MiB. This update requires a reboot. & Run an audit
X

The firewall will reboot directly after this firmware update.

Cancel
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onfiguring AdGuard Home
for a DNS Sinkhole

Lab 3.2
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OPNsense Setup (AdGuard)

e (o to the OPNsense VM console on Proxmox, log in, then choose option 8 to enter the
shell

® Run the following commands:

# fetch -o /usr/local/etc/pkg/repos/localplugins.conf http://10.1.1.3/localplugins.conf
# pkg update

/MU (ED25519)
)
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We'll be using AdGuard home to act as the DNS sinkhole for the home lab. While it
can be hosted on a separate device or VM, we’ll be installing it directly within
OPNsense as a plugin from a community maintained repository.

Why AdGuard as the sinkhole instead of the native OPNsense Unbound? Although
Unbound has a blocklist and allowlist feature, it does not have a way to block
everything by default and only permit-by-exception. If you are used to how Pi-hole
works, that can also be used as a sinkhole, but for the purposes of this workshop,
we’re demonstrating the sinkhole capability with AdGuard because it can be installed
as a plugin within the OPNsense interface itself and run without setting up an
additional device or VM.

The plugins are provided by @mimugmail:
https://www.routerperformance.net/opnsense-repo/ and mirrored for this workshop so
we don’t hammer their repo. In the real world, the command you’ll want to use to add
the repository is:

fetch -o /usr/local/etc/pkg/repos/mimugmail.conf
https://www.routerperformance.net/mimugmail.conf



https://www.routerperformance.net/opnsense-repo/

OPNsense Setup (AdGuard)

e From the OPNsense web Ul, go to System -> Firmware -> Plugins
® Check “Show community plugins”, then search for “adguard”
[ J

Click the + symbol to install AdGuard, then click Install to confirm on the popup

':. OPNsense’ <

0 Lobby

& Reporting System: Firmware

= System

root@firewallworkshopl @ @ Q

cesy Status Settings Changelog Updates Plugins Packages
Configuration adguard| Version  Size
Firmware

NN 5

Tier Repository  Comment Show community plugins

os-adguardhome-maxit 116 31.2MB 4 mimugmail AdGuardHome o +
Status
Settings

Changelog
Updates

I Plugins
Packages
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OPNsense Setup (AdGuard)

e After the plugin installs, refresh the web Ul, and go to Services -> Adguardhome
e Enable both the “Enable” option and the “Primary DNS” options

l:. OPNsense’ <

E ::Z:.mg Services: Adguardhome: General
= System
& Interfaces
O Firewall ©Enable
S VPN © Primary DNS
& Services
Adguardhome a
General
Captive Portal 4
DHCRelay ()
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OPNsense Setup (Unbound)

® (o to Services -> Unbound DNS -> General
e Change the port to 5353 and enable DNSSEC
e Scroll to the bottom and hit Apply

'-. OPNsense’ < root@firewall.wor
DHCRelay @ =
Services: Unbound DNS: General
Dnsmasq DNS & ®
DHCP
Intrusion Detection @ © advanced mode
Kea DHCP @ © Enable Unbound
Monit ° @ Listen Port 5353

Network Time

OpenDNS © Network Interfaces

All (recommended|

(-} (]
© Enable DNSSEC Support

Router
Advertisements

€ © €0

i N:
Unbound DNS © Enable DNS64 Support

© DNS64 Prefix

© Enable AAAA-only mode
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For the sinkhole setup, AdGuard will only be the DNS sinkhole, and all upstream
resolution requests will be handled by the OPNsense system’s Unbound DNS
resolver. Before setting AdGuard up, we want to set Unbound up to not accept
requests from anywhere other than itself (preventing sinkhole bypass) and enable
both DNSSEC and DNS over TLS for security.




OPNsense Setup (Unbound)

Go to Services -> Unbound DNS -> DNS over TLS
Click Add in the bottom right, then use the following settings:

o Enabled: check this box

o ServerlIP:1.1.1.1
o Server Port: 853
o Verify CN: cloudflare-dns.com
o  Description: Cloudflare
Hit Apply

Services: Unbound DNS: DNS over TLS

,,,,,,,
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Edit server

©Enabled
© Domain

© server IP
@ Server Port

© Forward first
@ Verify CN

@ Description

cloudflare-dns.com

Cloudflare
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Next, we’ll configure Unbound to use a DNS over TLS server for all upstream
requests. As discussed earlier, this prevents a man in the middle from potentially

intercepting or monitoring DNS requests. There are other providers for DNS over TLS,
but for the purposes of this workshop, we’ll use Cloudflare since we can generally rely
on it being online.




OPNsense Setup (AdGuard)

Go to the address http://192.168.#.1:3000

e Start the setup process, and on the first screen, set the following:
o Admin Web Interface
Listen Interface: em1 - 192.168.#.1
Port: 3000
o DNS server

O | @ Not Secure 19216811

Admin Web Interface

Listen interface Port
Listen Interface: em1 - 192.168.#.1 - 000
Port: 53
Your AdGuard Home admin web interface will be available on the following
e #is your workshop ID T o
DNS server
Listen interface Port
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Now that Unbound is configured to run on a different port, we’ll set up AdGuard
Home. Since this is sharing the main interface as the rest of OPNsense, it needs to
stay on its own port. For the DNS server itself, we want it to listen on 53, but only on
the LAN interface.




OPNsense Setup (AdGuard)

e Set your username and password
o Recommend that you use a different set of credentials than what you use to log into
OPNsense
o For this lab, okay to use the same thing for
time convenience (@ Apsuaro
e Confirm the next two screens to get to the Authentication
main dashboard R T T
Log in with the credentials you just created
® (Side note: If the AdGuard Home page prompts

for an update after setup, do NOT update, this

will hammer their download servers sincewe [~

don’t have a mirror for AdGuard Home updates.)
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OPNsense Setup (Sinkholing)

e From the AdGuard home page, go to Settings -> General
o  Set Filter update interval to “Disabled”, then click Save at the bottom
e Next, go to Settings -> DNS settings
o Set Upstream DNS servers to be: 127.0.0.1:5353
o  Clear the Bootstrap DNS servers list
o Uncheck the “Use private reverse DNS resolvers” option
o Click “Test upstreams”, then if it succeeds, click Apply

Bootstrap DNS servers

\ 4starcinm DB (s s O DNS settings

General settings
Upstream DNS servers

. Use private reverse DNS resolvers
Re nd NS 1 5 fi
o0 all su

Enter one server address per line. about configuri

127.0.0.1:5353

Self-hosting a Secure Home Lab © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit 66

https://creativecommons.org/licenses/by-nc-sa/4.0/

As we talked about earlier, the primary purpose of AdGuard will be to act as a DNS
sinkhole, that is, by default, no DNS resolution requests will be allowed out. We’ll want
to create a baseline of what good, known DNS requests should be allowed, and build
those rules on top of the deny-by-default resolution filters. To supplement this, we’ll
keep DNS logging enabled on AdGuard, since it has a convenient dashboard to
monitor and ensure requests are being blocked, and also to determine what your
home lab needs to have whitelisted.

For AdGuard’s DNS settings, we’ll point it to the Unbound DNS resolver built into
OPNsense as the only upstream, since we’ll want Unbound to handle the actual
requests, as well as any DNS-over-TLS and DNSSEC. This also requires removing
the default servers set in AdGuard’s bootstrap DNS server setting, as well as
disabling private DNS resolution requests to prevent potential leakage.




OPNsense Setup (Sinkholing)

® (o to Filters -> DNS blocklists, and delete all filter lists currently installed

e Next, go to Filters -> Custom filtering rules
o Add this rule to the list, then hit apply: | | *#
m This rule tells AdGuard to block everything
o Use the tool at the bottom of this page to test the rules and
make sure every domain is blocked
o For extra sanity checking, you can do a manual DNS query
from your desktop to verify that any DNS request is blocked

Custom filtering rules

:~$ dig @192.168.1.1 github.com +short
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Next step in setting up the DNS sinkhole is to remove the AdGuard filter lists. Since
it'll be blocking everything by default, there’s no need to have ad domain lists
installed.

The filter rule to block everything with AdGuard is simple, a single glob match will
block every domain name request from your LAN. We'll then add rules back in to
allow only the domains we want to permit. Order in the list doesn’t matter since a
permit rule for a specific domain later in the custom filtering rules will still allow that
domain to be resolved even if the first rule blocks everything by default.

The AdGuard settings page for this rule describes how to unblock a specific domain,
but the @@| | domain.com” rule would unblock every subdomain of domain.com.
Instead, if you want to make more granular rules to only allow the base domain or a
specific subdomain only, you can use the following:

@@ | domain.com?

@@ | subomain.domain.com?

The first rule will only allow resolution of strictly the domain.com A record only, while
the second will only allow subdomain.domain.com’s A record to resolve, while not
allowing domain.com to resolve (assuming only one of the two above rules is set).
The key here is to use a single pipe (|) character, a double pipe (||) like in the example
rule matches on all subdomains of the domain you're trying to whitelist.

For more information, check hitps://adquard-dns.io/kb/general/dns-filtering-syntax/
under the Adblock-style syntax section.



https://adguard-dns.io/kb/general/dns-filtering-syntax/

OPNsense Setup (Sinkhole Whitelist)

e Since your VMs are using local package repos, this will just be an example to test
whitelisting domains
e Under the catch-all rule, add a new rule: @@ | google.com

o This will allow only google.com to resolve, but not any of its subdomains (like
drive.google.com)

o See the previous slide’s notes for more details

google.com drive.google.com
@@|google.com s : @192.168.1.1 +short google.com

Custom filtering rules Custom filtering rules ~ .
2.168.1.1 +short drive.google.com

Block Unblock
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OPNsense Setup (NAT Rules)

o Now that the DNS sinkhole is set up, we want to make sure LAN clients can only use
OPNsense and AdGuard as the source for DNS requests
e There are multiple ways to set this up but for this workshop, we’ll show you how to do it

with NAT
o It's possible to also use firewall rules to block outbound DNS

o NAT will essentially allow the firewall to “intercept” all outbound DNS requests from the
LAN and use AdGuard to resolve these requests
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Next, we’ll want to make sure the LAN clients can only use OPNsense for DNS. While
you’ll also be adding permit-by-exception rules for outbound traffic in general, it’s still
possible that a permitted outbound address allows DNS. The best way to keep DNS
within the network has two steps, and the first is to use destination NAT. Network
Address Translation (NAT) will rewrite any DNS requests so that they essentially
intercepted by OPNsense and sent to AdGuard, then sent back to the LAN client, all
transparently.




OPNsense Setup (NAT Rules)

e On the OPNsense web Ul, go to Firewall -> NAT -> Destination
NAT

] o
e Add a new rule with the following:
o Interface: LAN s
Protocol: TCP/UDP
Source Address: This Firewall (and check Invert Source) bl
Source Port: any Mlesaiar

Destination Address: This Firewall (and check Invert Source)
Destination Port: 53
Redirect Target IP: Single host or Network, 192.168.#.1 (where #is """

© Redirect Taget 1P

O O O O O O

Single host or Network

your workshop ID)
@ Redirect Target Port

o Redirect Target Port: 53
e Save, then apply the settings

v options

Olog
OFirevall rule Manual
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The Destination NAT rule (formerly Port Forwarding) in OPNsense will allow the
firewall to essentially rewrite any outbound requests to DNS servers to instead point
to AdGuard listening on OPNsense’s IP on port 53 instead. This happens
transparently to the LAN client requesting DNS, and it will still resolve host names as
if nothing is wrong.




OPNsense Setup (NAT Rules)

o To test that the rule works, make a DNS request to a known public DNS server for a
domain that you have not whitelisted
o dig @8.8.8.8 +short google.com
e Inthe AdGuard web Ul, go to the Query Log, and you can verify that the DNS request
came through AdGuard instead of going to 8.8.8.8

:~$ date
Fri Feb 20 10:22 AM PST
:~$ dig @8.8.8.8 +short google.com

0.0.0.0

~) ADGUARD [

Query Log

Time Request Response Client

@ 1921681163
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Now that the NAT rule is in place, we’ll want to make sure it’s actually in place and
“intercepting” DNS requests.




OPNsense Setup (Firewall Rules)

Next, we'll set up outbound rules for the LAN to only allow traffic to the allow list

e Side note, for your own home lab, you'll likely need to add many more domains, such
as public package repos (Fedora, Rocky, etc.) or Let's Encrypt domains for automatic
certificate provisioning

e From the OPNsense guide, firewall rules for in and out can be best described as:

o Traffic IN is coming into the firewall interface, while traffic OUT is going out of the firewall
interface. In visual terms: [Source] -> IN -> [Firewall] -> OUT -> [Destination].

e Start by going to the Firewall -> Rules -> LAN Page
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OPNsense Setup (Firewall Rules) o«

@ Disabled

. , . © Quick
e First, we’'ll want to disable the default allow —
LAN rules ©0iecton

o Don't hit apply yet!
e Next, add a rule allowing any LAN net to
LAN net traffic e
e Apply the rules and make sure you can still 0source
connect to the OPNsense web Ul

© TCP/IP Version

© Protocol

@ Destination

Firewall: Rules: LAN Select category - ®inspect @ Destination portrange
Protocol Source Port Destination Port Gateway Schedule & Description @ @ &
(] Automatically generated rules Y25 OLog
P =%@ IPv4*  LANnet * . . . . Default allow LAN to any rule «c/7 0@ l
Categon
P =%@ IP6*  LANnet * ) ) . # Defaultallow LANIPv6toanyrule & 2 @ ® O Category

Pass

Disable this rule
[ Apply the action immediately on match.

LAN

in

1Pv4

any

Use this option to invert the sense of the match.

LAN net

LAN net

from:

Log packets that are handled by this rule
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OPNsense Setup (Firewall Rules)

e Add anew rule to block any IPs other than the firewall itself from using 5353:
o Action: Block

o Protocol: TCP/UDP

o  Source: This Firewall (and check Source / Invert)

o Destination: This Firewall

o Destination port range: Select (other), then 5353 to 5353
© Action Block
@ Disabled | Disable this rule
0 uick  Apply the action yon mateh, © Destination This Firewall -
Onterface o
S iocin . = g”Dgzstmatmn port from: to:

(other) - (other) -

O TCRP Version o
0 Protocol - N 5353 5353
© Source/ Invert 18 Use this option to invert the sense of the match.
@ Source

This Firewall
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We want to make sure LAN clients can’t bypass AdGuard/the DNS sinkhole, so only
allow the firewall itself to resolve domains on port 5353 with Unbound.




OPNsense Setup (Firewall Rules)

e Go to Firewall -> Aliases, and click Add
o Name: Allowlist
o Type: Host(s)
o Refresh Frequency: 1 hour
o Content: 10.1.1.3 and 10.1.1.4 (for the local workshop repos) and mirrors.ocf.berkeley.edu (for
testing purposes)

e Scroll to the bottom and click ©Name Allowiist
Apply O Type Host(s) -
© Categories
© Refresh Frequency Days Hours
0 1.00
© Content 10.1.1.3 «  mirrors.ocfberkeley.edu  10.1.1.4
O ClearAll (WCopy Mmpaste BText
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The Aliases feature of OPNsense allows you to allowlist websites based on their
domain name. The firewall will automatically refresh IPs of domain names and when
inserted into the allowlist firewall rule, will allow that domain name without needing to
manually add the IP it resolves to. This is especially necessary for any domain names
with load balancing and IPs that change frequently. The refresh frequency can also be
set to a smaller interval if you need to frequently re-resolve a domain name to an IP.




OPNsense Setup (Firewall Rules)

® Go back to the LAN firewall rules, and add two new rules:
o Protocol: TCP
o Source: LAN net
o Destination: Allowlist
o Destination port range: HTTP to HTTP for the first rule, HTTPS to HTTPS for the second

© Action Pass .
Sourct
@ Disabled Disable this rule S b -
© Quick [ Apply the action immediately on match. Advanced
© Interface LAN - @ Destination / Invert Use this option to invert the sense of the match.
@ Direction n . © Destination Allowlist -
@ TCP/IP Version 1Pva . © Destination port range from: to:
HTTP - HTTP -
@ Protocol Tcp .
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OPNsense Setup (Firewall Rules)

e For the final rule, we’ll add the block everything else rule:

o Action: Block

o TCP/IP Version: IPv4+IPv6
o Source: LAN net

o Destination: any

© Action Block

@ Disabled Disable this rule

@ Quick ®Apply the action immediately on match.

© interface LAN

@ Direction

© TCP/IP Version

@ Protocol

1Pva+IPv6

any

© Source

© Destination / Invert

© Destination

© Destination port
range

LAN net a

Advanced

Use this option to invert the sense of the match.

any -

from: to:
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Fedora CoreOS, Docker,
and Docker Compose

Section 4
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Fedora CoreOS

Distro designed for containers

e Uses “read-only” images for updates
o Robust update system
o Collects and modifies operating system image from Fedora image store, then reboots into it
o If the collection or modification fails, it does not attempt to reboot
o Able to easily switch back to an earlier operating system image if current one has any issues

e Uses a butane file (yaml) that defines the operating system, which is then converted
into an ignition file (json) that the installer reads to configure your operating system
® A popular competitor is sidecar [1]
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Docker

e Containers using namespaces for compartmentalized service hosting

e Why Docker? Industry standard and convenient
o Most services have a Docker image and a Docker Compose spec
o If a Docker image “works on my machine” (i.e., the service’s developer), it will almost certainly
work on yours
o Adds some minimal layer of security and compartmentalization
e Competitors: Podman, BSD Jails
o  Almost no one uses Podman Desktop, even fewer people use Podman Quadlets, even
fewer-er people use BSD Jails
o While nearly all self-hosted hobby services come with Docker images and Docker Compose
config files, it’s difficult to find any that support Podman Quadlets or BSD Jails
o While Podman uses OCI images, its syntax is not fully compatible with Docker, and Red Hat is
against supporting Docker Compose with Podman
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Docker Compose

“‘Docker Compose is a tool for defining and running multi-container applications.” [1]
o Allows you to define a yaml file that can be used to create and remove a Docker image
at will

® Allows for more streamlined updates
o You can carve-out portions of the file system to be persistent while also being able to swap
images quickly
® You can even save all your yaml files to a Git server, backup your mounts, and quickly
recover from a complete OS failure
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Fedora CoreOS, NSA SELinux, and Docker Volumes

e |[f you’re using a system with SELinux, like Fedora CoreOS, when you set volumes, use
Z (capital)

@ This uses SELinux contexts to prevent other containers from reading the contents of a
container’s volumes (the container breakout scenario)
Ideally, you would have individual VMs per service to prevent this

e Many tutorials and guides use Docker volumes (not bind mounts, which also use the

“volume” syntax)
o For ease of editing config files, we’ll be using bind mounts for the labs in this workshop
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nstalling Fedora CoreOS

Lab 4.1
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Use CD/DVD ¢ Guest OS:

Create a CoreQOS Virtual Machine

Disk  Bandwidth

® |n Proxmox, create a CoreOS virtual machine by VirtlO Block 0

local-zfs

selecting the Fedora CoreOS iso file as the
installation image —

® VM settings: Genarsl 05 Sysom  Disks [GBU] Mamory
o 12GiB of storage on “local-zfs” (our SSD)

o 1 CPU socket, 2 CPU cores, type: host
o 4096 MiB memory General OS  System Disks CPU | Memory
o  Network -> Bridge -> wshop# where # is your workshop Memory (MiB) 4096

ID number Minimum memory (MiB): 4096

No network device

Bridge: wshop2

VLAN Tag: f

Self-hosting a Secure Home Lab © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit 84

https://creativecommons.org/licenses/by-nc-sa/4.0/




Booting into Fedora CoreOS

Fedora Cor 3.20260119.3.1
Kernel 6.18.5 43.x86_64 on xB86_64 (ttyl)

® Unlike most Linux distros, Fedora CoreOS
has no graphical installer and requires a
JSON configuration file (called “ignition”) to
install

e Here, we will configure networking and test it | _—_—_—————GGG
before moving on with the ignition file Fedora CoreS 43.20260119.3.1

HARHRERARARARARARARRARBRBRURURURARARARURURARERARARBRERERER AR AR BB ERRRERRRRRY

installation lcome to the Core0S live environment. This system is running completely

»on memory, making it a good candidate for hardware discovery and

xKB4hZi5?XeiPiZ2tulGb/TI 2 k6T ixFhRNg
L8+DGFuX1 TYf! YYRrN15Ju:
j6SiH j

Aq1bUGSgel

Ignition: ran 2! 25 UTC (this boot)

_64 (ttyl)

stalling persistently to disk. Here is an example of rumning an install
to disk via coreos-installer:

sudo coreos-installer install sda \
ignition-url https://exanple.con/example.ign

You may configure networking via ’sudo nmcli’ or ’sudo wntui’ and have
that configuration per: into the installed system by passing the
7 sork’ argunment to ’co aller install’. Please run

aller ins —-help’ for more information on the possible
install options.
HURUNRRERRREBRENRRERRRERRRNRRRURBBUBBURRBBURBBABRBRRRRUBRBBBRARRRUUBRBARRY
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Setting a Static IP

® For services, it's useful to have known IPs and avoid setting up dynamic DNS
e One way to do this is via static IP addresses in the host; another, with reserved DHCP

leases
o We'll use the former method

e First, list your network addresses so you can view what your network device is:

:"$ ip a
LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
1ink/loopback brd
ine cope host lo
valid_Ift forever preferred_Ilft forever
inetb 7128 scope noprefixroute
valid_lft forever preferred_lft forever
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fq_codel state group default glen 1000
linksether brd
altname enpOsi8
altname enxbcZ411b772d4f3
inet 4 brd
valid_1ft 862 preferred_1ft 86 e
inetb 64 scope link noprefixroute
valid_Ift forever preferred lft forever

ope global dynamic noprefixroute ensi8
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Using nmcli to set a static IP

e Now that we know our network interface is ens18, use the following command to set a
static IP address (where # is your workshop ID):
nmcli ¢ m "Wired connection 1" ipv4.method manual ipv6.method
disabled ipv4.addresses 192.168.#.2/24 ipv4.gateway 192.168.#.1
ipv4.dns 192.168.#.1

® Then, load the config with 'nmcli dev reapply ens18’

1i Wired cc 1" ipud.nethod manual ipub.method disabled ipud.addresses 192.168.1.2/24 ipud.gateway 192.168.1.1 ipud.dns 1

----- tate UNKNOWN group default glen 1000

ntu 1500 qdisc fq_codel state group default glen 1000
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Butane Files

Yaml files that define a Fedora CoreOS instance
Multiple specifications exist; the latest at time of writing: v1.7.0 [1]

e Multiple examples of Butane configurations exist [2] [3], though we will focus on a few
specific configurations to get us started and continue off manually
e To work with butane files, you will need the butane package
o Already installed in your Rocky Desktop VM, but if you need to install it on a different host,
simply use “sudo dnf install butane’
e Clone the Git repository for this workshop, which will contain the Butane file you will
work with

o git clone http:/10.1.1.4:3000/henryreed/scale23x-homelab-workshop
o Also hosted online: https://github.com/henryreed/scale23x-homelab-workshop
o Please only use the GitHub link outside of the SCaLE network to avoid getting us IP blocked
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[2] https://coreos.qgithub.io/butane/examples/
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Butane Object: passwd

e The first section, passwd, defines an

SSH key for the core user
o By default, passwords are not set for
core

e Before using our Butane file, create an
ssh key and add it to the
ssh_authorized_keys section so that it
looks similar to the second image

variant: fcos
version: 1.7.0
# You must enter your SSH key below, otherwise you'll be unable to
# login to your Fedora Core0S system
passwd:

users:

- name: core
ssh_authorized keys:
- #<ENTER YOUR SSH KEY HERE>

variant: fcos
version: 1.7.0
# You must enter your SSH key below, otherwise you'll be unable to
# login to your Fedora Core0S system
passwd:

users:

- name: core
ssh_authorized keys:

- ssh-ed25519 AAAAC3NzaCll1ZDIINTESAAAAIKFevOv4aEO6NuOBEB6Fhi29KPADVNzNzt2wfzfknBuy|
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An Aside: SSH key generation

variant: fcos
version: 1.7.0
# You must enter your SSH key below, otherwise you'll be unable to
# login to your Fedora Core0S system
passwd:
users:

- name: core
ssh_authorized keys:
- ssh-ed25519 AAAAC3NzaCllZDIINTE5AAAAIKFevOv4aE06Nu@BEB6Fhi29KPADVNZNzt2wfzfknBuy
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Butane Object: storage

e Storage allows the operator to define disks, partitions, file systems, and files on the file
system
® In our case, we simply define the hostname file

storage:
files:
- path: /etc/hostname
mode: 0644
contents:
inline: fcos.homelab.local
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Butane Object: systemd

® The systemd component defines systemd unit files on the system

® This is also how we remove and install packages
o rpm-ostree: the tool that creates an operating system image
o zincati: the service that fetches OS images and reboots into them for updates

® In our case, we remove the pre-installed non-community edition version of Docker and
instead install community editions of Docker and Docker Compose
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Converting the Butane File

o After adding your SSH key, convert the

Butane file to an Ignition file:
o butane --strict butane.yaml >

ignition.json
s $ curl -LO http 97 2/ignition. json
e Then, use Python’s web server to host |RE I RE R i R e e
the ignition file and allow your Fedora | i e s S P SN S e
g Fe 3.1 x86_64 (512-byte sectors)

CoreOS instance to collect it via curl
. . - Copying networking configuration from /etc/NetworkManager/system-connection:
e After the installation finishes, reboot the 'ﬁ.:flf‘.‘f.’f.‘ ':;l.’.]’lr.».'.“.xm,n.d.:.-.» i Conec TOneA Fol Connaction A WaComrest hon o TaTH:
system with “sudo reboot’

S. j «GHUAMF?Cyg Ic
e You'll get to a login screen. After the SSH host key: SHAZS6 e esESud150mtraccsHinvul
second installation systemd unit file 03,01 23:21:10 UTC (this boot)
runs, the system will restart for a final Ghition: uite wib st I R

time with Docker CE installed
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Additional Step (DNS)

e We'll want to ensure all your “LAN” hosts can resolve the Core OS services, so we’ll set
up an explicit DNS entry to resolve home . internal and any subdomains
In the OPNsense web Ul, navigate to Services -> Unbound DNS -> Overrides
Add an entry in the Hosts section

o Host: *
o Domain: home.internal
o Type: A (IPv4 address) © Enabled
o |IP address: 192.168.#.2 © Host
where # is your workshop ID
( y P ) © Domain home.internal
©Type A (IPv4 address) >
@ IP address

192.168.1.2
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Additional Step (Docker Daemon)

e Before we continue, SSH into your newly set up Core OS box and run the following
command:
o sudo systemctl enable docker
e This ensures your Docker containers and services will restart automatically after a

reboot
o In general, you'll set containers to restart unless stopped in the Docker compose file
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Installing Step CA

Lab 4.2
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Step CA

e step-ca is a simple certificate authority server, typically used for automated ACME
certificate enrollment

e We’'ll be using Step CA as our CAto issue user TLS certificates for authentication and
mTLS, as well as a CA for server TLS certificates

e In this lab section, we’ll focus on installing Step CA and using it to issue TLS certs for

the Caddy web server to proxy your self hosted service
o The next section’s labs will show you how to use Step CA and Caddy to do mTLS and user
authentication
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Step CA Security Considerations

Ideally on your own home lab you would have the CA on a dedicated VM

e |[f you have the resources, use a hardware device like a Yubikey as secure storage for
the private keys:
https://smallstep.com/docs/step-ca/cryptographic-protection/#yubikey-piv

e For this workshop, the CA private key passwords will remain in plain text

o If you have to host multiple services on one host, the next slide will demonstrate a way to
separate services using SELinux and non-privileged service accounts
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https://smallstep.com/docs/step-ca/cryptographic-protection/#yubikey-piv

Step CA Security Considerations

o Create a new user called “step”:
o sudo useradd step
e Note the user’s user ID and group ID numbers:
o 1id step
e Change to the step user to set up directories for the Docker containers:

o sudo su - step
o mkdir server user

t:~% sudo useradd step
:~$ sudo su - step
t:~% mkdir server user

) :~$ id step
uid=1002(step) gid=1002(step) groups=1002(step)
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This is a mitigation of the idea discussed in the previous slide. In theory, if your
hosting resources are limited, and you must serve multiple services on a single host,
create a separate service user for each service. These users don’'t need any sudo
privileges and exist solely to store the service configuration files isolated naturally via
Linux file permissions and SELinux confines. While this doesn’t eliminate the potential
for compromise completely, in an absolute worst case scenario where an attacker is
able to compromise one Dockerized service on the same host, it greatly decreases
the chance they can read critical secrets or configuration files from another service.




Step CA (Initialization)

® As the core user, grab the premade Docker Compose file for Step CA
o Make a new directory in the core user’s home directory called “step”
o Setthe UID and GID for the step user you just created in the compose file
e Run docker compose up
o If there are no errors, hit d to detach
o Check the log output to save the CA administrative password:
docker logs stepca-server 2>/dev/null | grep “CA administrative”
docker logs stepca-user 2>/dev/null | grep “CA administrative”
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For your own home lab, you'll want to store this password safely in a password
manager. This password is different from the CA private key password stored on disk,
since step-ca abstracts away direct key access by the concept of provisioning users.
This is the password for the provisioning user, username “admin” by default. (The
default username can be changed on init by setting
DOCKER_STEPCA_INIT_PROVISIONER_NAME in the Docker compose file before first
run.)

For this workshop, you'll be using the password later to generate an SSH certificate
and TLS certificates for your services.




Step CA (Additional Steps)

e Edit the Docker compose file to remove the environment section
o These are only needed for initialization

e Run docker compose up -d to recreate the container

stepca-server
10.1.1.4:3000/henryreed/step-ca
unless-stopped

/var/home/step/server: /home/step:Z

stepca-user
10.1.1.4:3000/henryreed/step-ca
unless-stopped

/var/home/step/user:/home/step:Z
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Step CA (CRL Setup)

o We will turn on Certificate Revocation List (CRL)
generation in step-ca

e [Edit the step-ca config in
~/step/{server,user}/config/ca.json

o At the bottom level of the JSON, add the following:

"erl": A
"enabled": true,
"generateOnRevoke" : true, Don't forget to add a comma on
"cacheDuration": "8hom@s" the previous closed JSON block!
}
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Caddy web server does not support CRL checking, so we will be turning on CRL
generation in step-ca for use with Keycloak. This ensures users with expired certs can
no longer authenticate to the service.




Step CA (Certificate Expiration)

Step CA has short lifetimes on certificates (by design)
However, for your home lab, you won'’t want to regenerate user certs every day

e Forthe user CA, run the following command, then docker compose restart:

o docker exec -it stepca-user step ca provisioner update admin
--x509-default-dur=168h --x509-min-dur=5m --x509-max-dur=8760h

e® This will make the maximum lifetime of a cert 1 year (8760 hours) for users

) $ docker exec -it stepca-user step ca provisioner update admin --x5@9-default-dur=16
8h --x509-min-dur=5m --x509-max-dur=8760h

CA Configuration: /home/step/config/ca.json

Success! Your ‘step-ca’ config has been updated. To pick up the new configuration SIGHUP (kill -1 <pid>)
or restart the step-ca process.
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Step CA Management

e The client portion of step-ca, step-cli needs to be bootstrapped
® On CoreOS, from the ~/step directory, run the following commands:
o docker exec -it stepca-server step certificate fingerprint
certs/root_ca.crt
e From your Rocky VM, install step-cli: sudo dnf install step-cli
o step ca bootstrap --ca-url https://home.internal:2443 --fingerprint
(output from above cmd) --install --context server
® Do the same for the User CA server (userca.home.internal)

stepca-server step certificate fingerprint certs/root_ca.crt
c37fe@3c8cffd5114b662d504cff

:~$ step ca bootstrap --ca-url https://home.internal:2443 --fingerprint be4bac71602d78be5c@6a
0835584a638T6fb7c61e3b4862b4875d96cde772d6a
The root certificate has been saved in e/ /a r /user/certs/root_ca.crt.
The authority configuration has been saved in /home/admin/.step/authorities/user/config/defaults.js
The profile configuration has been saved in /home/admin/.step/profiles/user/config/defaults.json
Installing the root certificate in the system truststore [sudo] password for admin:
done.
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Step-cli is used to manage the Step CA functions, like issuing certificates, which we’ll
do from the Rocky VM. This also installs the root CA into the system truststore so your
system will now be able to browse to self hosted sites without a certificate warning.




Step CA and SSH

e Our user CA can generate certs for SSH authentication, to test this, we’ll generate a
cert to SSH from Rocky to CoreOS
e On the CoreOS box as root, copy
/var/home/step/user/certs/ssh_user_ca_key.pubto /etc/ssh
Create a new file in /etc/ssh/sshd_config.d called 10-stepca.conf
Insert the following line:
o TrustedUserCAKeys /etc/ssh/ssh_user_ca_key.pub
e Restart the SSH daemon with: sudo systemctl restart sshd
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Step CA and SSH

e From the Rocky VM, go to the ~/ . ssh directory
Run the command step ssh certificate core id_ed25519 --kty OKP
--curve Ed25519 --context user --not-after=8766h

e Select the provisioner key for admin

o  When prompted, use the user CA administrative password you saved earlier

e Set a password for the private key when prompted

$ step ssh certificate P --curve Ed25519 --con

certificate core core_key --kty OKP --curve Ed25519 -
M1KHpe@ucQF JA]

Private Key: c
Public K
certific

$ ssh -i ./core_key c

Enter passphrase for key './core_key'

Tracker: https://github.com/coreos/fedora-coreos-tracker
Discuss: https://discussion.fedoraproject.org/tag/coreos

Last login: Tue Mar 3 ©5:24:15 2026 from 192
$
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Caddy web server does not support CRL checking, so we will be turning on CRL
generation in step-ca for use with Keycloak. This ensures users with expired certs can
no longer authenticate to the service.




Step CA and SSH

e Try SSHing to CoreOS, ssh -i ~/.ssh/core_ed25519 core@home.internal
o If using the Rocky Linux desktop, the step CLI will automatically detect and use
the key without needing to specify the private key
e While the private key is password protected, a more secure way to store SSH

credentials is on a hardware backed token like a Yubikey
o  We’'ll cover this in lab 6.4
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Installing Bookstack
Lab 4.4
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Installing Bookstack

e Bookstack is a simple, self-hosted, easy-to-use platform for

organizing and storing information, like a personal wiki
o  https://www.bookstackapp.com/

e This will be your primary “selfhosted” service for this

workshop

e Bookstack supports multiple authentication methods (OIDC,
SAML, LDAP)

e We'll be using an adapted version of the official Docker
compose file

o  https://codeberg.org/bookstack/devops/src/branch/main/config/lsio-d
ocker/docker-compose.yml
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https://www.bookstackapp.com/
https://codeberg.org/bookstack/devops/src/branch/main/config/lsio-docker/docker-compose.yml
https://codeberg.org/bookstack/devops/src/branch/main/config/lsio-docker/docker-compose.yml

Installing Bookstack

o Create a new user called “bookstack”
o sudo useradd bookstack
e Note the user’s user ID and group ID numbers:
o 1id bookstack
e Change to the Bookstack user to set up directories for the Docker containers:

o sudo su - bookstack
o mkdir appdata dbdata

:~$ sudo useradd bookstack
:~%$ id bookstack

:~$ mkdir appdata dbdata
St 12 K

uid=1001 (bookstack) gid=1001(bookstack) groups=1001(bookstack)

:~$ pwd
:~$ sudo su - bookstack o

/var/home/bookstack
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Installing Bookstack (Secrets Config)

e Next, we'll randomly generate the secrets for Bookstack

e First, as the core user, run the following command to generate a unique app key:

o docker run -it --rm --entrypoint /bin/bash
10.1.1.4:3000/henryreed/bookstack:latest appkey
o Save the appkey output for the next step

Pulling fr;
Pull
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Installing Bookstack (Secrets Config)

e We'll need to generate two random passwords, one for the database user, one for the
MariaDB root password
o  For simplicity, we'll use the OpenSSL CLI to generate a random password:
openssl rand -base64 32
® Replace the placeholder values in the Docker compose file including the app key you
generated in the previous slide

o DB_PASSWORD for the Bookstack container and MYSQL _PASSWORD for the MariaDB container
should be the same

:~$ openssl rand -base64 32
IDGFU7qEB+4nNocT/n3JVwxVFppvkBAShigj16X1yOM=

:~$ openssl rand -base64 32
riK58bTi2DWZ7Xw2uCA3sAaaMHivkQsVuvx+1QZBJT4=
o )
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Install Bookstack and Caddy

As the core user, create a bookstack directory in the home folder, and cd to it
e Copy the bookstack.yml file from the git repo into ~/bookstack and rename it to

docker-compose.yml

o Replace the placeholder values in the Docker compose files with the secrets you

generated in the last two steps

10.1.1.4:3000/henryreed/bookstack:latest
bookstack

PUID=1001

TZ=America/Los_An:

o , stack. home. internal

LA hase64 : HTVw]jbk2V+Fidmmsaedg3dXMF jLO17CKNEt1I5XmEqU:

B/ VoaznaiF 7GHzvhcuxFa7xbuLv79esTybINHi/ zxk= ]

MYSQL_ROOT_PASSWORD=W2PmYiKZq47LhaZqiFx4oyQGTXjiptmgBbSHiNkrsFul
MYSQL_DATABASE=bookstack

MYSQL_USER=bookstack
MYSQL_PASSWORD=6w/VDarnqWF7GHIvhcUXfQ7xbwLv790BTybINHW/zxk=
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Install Bookstack

e Bring the Bookstack containers up with docker compose up
o If there were no errors, hit d to detach

) $ docker compose up
[+] up 3/3
Network bookstack_default
Container bookstack
Container mariadb
Attaching 2o bookstacki nariadd fe Logging to '/config/log/mysql/mariadb-error.log*
[CRGERiRbL) S : q 5 G by e i (e sk AR from /config/databases
[migrations] no migrations found k k | Waiting for DB to be available
[migrations] started nnection to localhost (::1) 3386 port [tcp/mysql] succeeded!
[migrations] @1-nginx-site-confs-default: skipped rot: is enabled
[migrations] @2-default-location: skipped
[migrations] done
INFO Nothing to migrate

[custom-init] No custom files found, skipping.

|] 0 [1s.i0-init] d

Brought to you by linuxserver.io
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Install Caddy

Next, we'll do an initial setup of Caddy to reverse proxy your services
e Create a new directory called caddy and the subdirectories conf and data in the
CoreOS home directory

e Copy the server CA’'s public cert into this directory
o docker cp stepca-server:/home/step/certs/root_ca.crt ~/caddy/conf
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Install Caddy

e Create a file called Caddyfile in the conf directory with the below contents

® This will use the ACME server you just set up on Step CA (server CA) to automatically
issue TLS certs

{
email admin@home.internal
acme_ca https://localhost:1443/acme/acme/directory
acme_ca_root /etc/caddy/root_ca.crt

}

bookstack.home.internal:443 {
reverse_proxy http://127.0.0.1:6875 {
}
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Install Caddy

e Copy the Docker compose file for Caddy from the repo and rename it to
docker-compose.yml, place itin ~/caddy
From the ~/caddy directory, bring the web server up with docker compose up -d
Test that the reverse proxying works by browsing to https://bookstack.home.internal

from the Rocky VM
o Bootstrapping the step CLI earlier added the server CA to the Rocky system trust, so there
should be no certificate errors

e We'll be adding mTLS to Caddy in Lab 6.1
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Bookstack Final Steps (for now)

e Log into Bookstack with the initial credentials admin@admin.com/password

e Bookstack is set up!

o Change the default credentials
o  We’'ll go over adding single sign on authentication with OIDC/SAML 2.0 in lab 5.1

o Feel free to change the settings or test out Bookstack

[ ]

@ Books % Settings e Admin ~

@ BookStack earc n shelves

S Toggle Detalls > DarkMode

My Recently Viewed Recently Updated Pages Recent Activity

You have not viewed any pages. No pages have been recently updated No activity to show |
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Installing Keycloak
Lab 4.5
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Installing Keycloak

e Create a new user called “keycloak”:
o sudo useradd keycloak
e Note the user’s user ID and group ID numbers:
o 1id keycloak
e Change to the Bookstack user to set up directories for the Docker containers:

o sudo su - keycloak
o mkdir postgres

$ sudo useradd keycloak
$ id keycloak

uid=1003 (keycloak) gid=1003(keycloak) groups=1003(keycloak)
; $ sudo su - keycloak

£:~$ mkdir ssl postgres
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Installing Keycloak

As the core user, create a keycloak directory in the home folder, and cd to it

e Copy the keycloak.yml file from the git repo into ~/keycloak and rename it to
docker-compose.yml

e \We'll need to generate two random passwords, one for the Keycloak admin user, one
for the Postgres user password

o  For simplicity, we’'ll use the OpenSSL CLI to generate a random password:
openssl rand -base64 32

e Replace the placeholder values in the Docker compose file including the app key you

generated in the previous slide
o KC_DB_PASSWORD for the Keycloak container and MYSQL _PASSWORD for the MariaDB
container should be the same
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Installing Keycloak

e From the ~/keycloak directory, bring the service up with docker compose up
o There may be some warnings, but as long as you don’t see any errors, you can hit d to detach
Next, we’'ll add to the Caddy config to reverse proxy Keycloak to the rest of the LAN
Go to ~/caddy, and edit the Caddyfile in conf to add the following block
e We will be adding mTLS support in the next section and lab

keycloak.home.internal {

reverse_proxy http://127.0.0.1:8080
}
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Installing Keycloak

e From your Rocky VM, try going to https://keycloak.home.internal

o  With the Caddy setup we did previously, this new subdomain should have already been issued
a cert via ACME from the server CA

e Trylogging in with the username tempadmin and the randomly generated password set
in the Docker compose file

@AKEYCLO

master realm

Welcome to Keycloak
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Keycloak Setup

As the final step for this lab, we’'ll create a new admin user and delete the bootstrap
user as the web Ul recommends

® (Go to Users, then click Add User, call it admin, then hit Create

@AKEYCLO

Create user

n the current realm.

Y Defaultsearch v  Q Searchuse >

Addyuser

Username Email Last name
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Keycloak Setup

e After creating the new user, go to the Role mapping tab, then click Assign role -> Realm
roles
® Check off the “admin” role, then click Assign Assign Realm roles to admin

Description

Role mapping

> ¥ Hide inherited roles Assignrole v

Client roles

Realmjoles
s

Inherited
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Keycloak Setup

e Next, go to the Credentials tab, and click Set password

e Set a secure password, and toggle the Temporary setting off
o You would normally use this setting when creating a new user and giving them a temporary
password that Keycloak will prompt them to change on first sign on

e From the top right corner, sign out of the temporary admin account

Set password for admin tempadmin v

Password

Password confirmation Realm info

Temporary (3 ear Caches
No credentials porary @ Clear Caches

Sign (j.Ht
3
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Keycloak Setup

Log in with the new admin user you just created
Go to the Users menu again, and delete the temporary admin user
® From the CoreOS host, edit the Docker compose file and remove the bootstrap admin

entries under the environment section
o Run docker compose up -d to restart the container with the new compose file

o Add user

tempadmin

dFPemyAZD4sINdySmSwcsnITG2SV/qIiRGeqpvBIOug=
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Keycloak Setup

Keycloak is now set up (for now)!

e What's next for Keycloak in the next few labs?
o  We'll be adding authentication flows for OIDC for Bookstack, and also discussing when you’d
need to use SAML 2.0 instead
o We’ll add mTLS to the reverse proxy entry for Keycloak in Caddy, and show you how to pass
the certificate to Keycloak to authenticate users
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ingle Sign On with OIDC
and SAML 2.0

Section 5
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reating a Keycloak Realm
Lab 5.1
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What is a realm?

e “Arealm is a space where you manage objects, including users, applications, roles, and
groups.” [1]
o “Auser belongs to and logs into a realm.” [1]
o “One Keycloak deployment can define, store, and manage as many realms as there is space
for in the database” [1]
e Our general recommendation: keep Keycloak’s admin account in a realm separate from
all other realms.

o Default realm is “master” and displayed as “Keycloak”; do not use these for services or users
other than the Keycloak admin user
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Create a New Realm (1/2)

(&) @ Keycloak Administration ¢ X +

« > C 08 home.internal

@AKEYCLO

Manage realms

age realms

Q-

Name

m er Current realm

From the Keycloak admin panel, select “Manage realms” and then press on “Create realm’

=y Create realm
I

Display name
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Create a New Realm (2/2)

or belongs to and logs int;

and authenticate th that t

Resource file

Realm name

Enabled

Create

Give your realm a name then press “create”
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Creating a Group in the New Realm

® You will now be in the new realm

® You will notice this via the top left where
“Services” (your realm’s name) has the
blue text “Current realm” next to it,
same as in the “Manage realms” tab

® Press on Groups -> Create New Groups

e Name the group “admin” and press
“Create”

@AKEYCLO

Manage realms

Q-

Name

es  Current realm

Create a group

Name

Description
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Creating Users in the New Realm (1/3)

® Press on Users to create new users

e You'll notice the message “No users found”

e Why? o

e The admin account is only in the master realm

e |[f you attach a service to this realm, your No users found

Keycloak login won’t work
o This is intentional!

Create new user
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Creating Users in the New Realm (2/3)

> Cre

e Fill out the following: Create user
o Email
o First name L
o Last name
o  Email Verified -> On Email verified ©
o  Groups -> admin

General

e Many services expect an email, even if
you’re not going to need an email
service within your lab Email

® Then, press create! Ea damne

Username

Last name

Groups
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Creating Users in the New Realm (3/3)

e Head to Credentials -> Set Password

e Set a password and uncheck
“Temporary”

® Then, press save

Set password for admin

Password

Password confirmation

Temporary @
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We’'re done!

Quick and easy, right? But what exactly happened?
Keycloak allows you to login to itself only using the master realm

e The new realm will be used for services like Bookstack and others that support OIDC
and SAML 2.0 authentication
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Configuring OIDC in

Bookstack
Lab 5.2
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Introduction

e We'll now connect Keycloak to Bookstack, so that we only have to login to one account
with one password

e With more services, this will translate to other areas of your network, allowing you to
login to any number of services only once
Hence the name: single sign on!

e Note: We refer to Bookstack as a web service (which it is); in Keycloak parlance, the
correct term is “client”

o Keycloak being the service that clients interact with
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Steps for Supporting OIDC

1. Bookstack needs to be able to communicate with Keycloak; as such, its Docker image
needs to be modified so that the “operating system certificate store” contains our Server

CA
2. A“groups” client scope must be added in Keycloak

A Bookstack client must be added in Keycloak
4. Bookstack needs to be configured to use OIDC

w

Self-hosting a Secure Home Lab © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit
https://creativecommons.org/licenses/by-nc-sa/4.0/

141




Add CA Certificate to Bookstack Image (1/2)

e From the workshop Git repo, place the “bookstack-oidc/Dockerfile” directory and file
in the same directory as the Bookstack compose file

® Also copy the root_ca.crt into bookstack-oidc; it should look like the screenshot
below : $ 1s

docker-compose.yml
$ 1s bookstack-oidc/

Dockerfile roét_ca.crt

: $ cat bookstack-oidc/Dockerfile
FROM 10.1.1.4:3000/henryreed/bookstack:latest

RUN apk update && \
apk add ca-certificates && \
rm -rf /var/cache/apk/*
COPY root ca.crt /usr/local/share/ca-certificates/root ca.crt

RUN update-ca-certificates

A |
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Add CA Certificate to Bookstack Image (2/2)

e Then, instead of “image:” use the “build:” directive in your compose file, like so:

services:
bookstack:
: bookstack-oidc
container name: bookstack
environment:

# Change these to match the UID/GID of your bookstack service

# account user if necessary

- PUID=1001

- PGID=1001

# For your own home lab, change this to match your timezone
- TZ=America/Los Angeles

- APP URL=https://bookstack.home.internal

e Lastly, run sudo docker compose down && sudo docker compose up -d
o  This will rebuild Bookstack and add our Root CA file into its “OS certificate store”
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Creating a Client Scope (1/4)

e Most OIDC clients use a groups scope to query what groups a user is added to
o Keycloak doesn’t include this by default (boo!) so we will add it manually
o Select “Client scopes” -> “Create client scope”

Client scopes

Clie: are a common set of protocol mappers and roles that are shared

Y Name (o} rch fe t [ -> Create che@f scope

Clients

Client scopes
Name Assigned type Protocol Display order
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Create client scope

Creating a Client Scope (2/4)

Name

For name, use “groups” (lowercase)

Description (3

e Type -> Default
o This way, all OIDC clients have this client scope
automatically

Type

Enter a good description Protocol
Select “On” for the following: Display on consent
o Display on consent screen RERERS
o Include in token scope Consent screen text

o Include in OpenlD Provider Metadata

Include in token scope

Include in OpeniD
Provider Metadata
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Creating a Client Scope (3/4)

® On the next screen, select Mappers -> Configure a new mapper

o

No mappers

Grou PS  openid-connect

Mappers
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Creating a Client Scope (4/4)

Configure a new mapper ,

se any of the mappings from this table Add mapper

Select “Group Membership”

Name
® For “Name” and “Token Claim Name” Allowed Wet —
use “groups” all lowercase

Name

® Uncheck “Full group path”
o Allows “/admin” to become “admin”

Token Claim Name

which is what most web services Full group path @
expect pthentiation Gonta eference (ACR AddtoID token ©
® |eave all options as is and press save Add toaccess token

Add to lightweight
access token @

Add to userinfo @

Add to token
introspection ®
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Creating a Bookstack Client (1/3)

o |n Keycloak, navigate to Client type @ OpenlD Connect
Clients -> Create client

e Give the client an ID (which
can be any arbitrary value) and
a name

ClientID * ®

Name (@ Bookstack

6

Description

Always display in Ul (&
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Creating a Bookstack Client (2/3)

® Select the checkbox next to “Client

aUthentlcatlon" Client authentication
o PKCE Method -> S256
o This adds an additional cryptographic Adthorization @
layer to OIDC authentication Authentication flow

e PKCE support is client dependent
o Bookstack supports it, services with an vRxch

older implementation of OIDC do not. Aathiorization

Consult your documentation!

e |eave the rest as defaults

PKCE Method (3
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Creating a Bookstack Client (3/3)

e Root, Home, and Valid post logout
redirect URLs/URIs are all: Root URL (& https://bookstack.home.internal
o  https://bookstack.home.internal

e Valid redirect URIs:
o /oidc/callback Valid redirect URls @&  /oidc/callback
e How do we know these values? [1]
o These are determined by your i meetiomd
service’s development team redirect URIs &
o For Bookstack, it's Dan Brown
o  Consult the documentation for Web origins @
your service to get these values!

Home URL (® https://bookstack.home.internal
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https://bookstack.home.internal

Client Secret

® In the next screen, press on “credentials”
® You'll notice the starred “Client Secret” value
e This will be the secret we’ll add to the Bookstack environment file to allow it to

authenticate with Keycloak

Client Authenticator Client Id an

Self-hosting a Secure Home Lab © 2026 by Issac Kim, Henry Reed, and Maya Zeng is licensed under CC BY-NC-SA 4.0. To view a copy of this license, visit
https://creativecommons.org/licenses/by-nc-sa/4.0/

151




iguri : $ sudo -i -u bookstack
Configuring Bookstack e

$ vim .env

® |ogin to your Fedora CoreOS instance, login to the Bookstack user account, then
edit the .env file in ~/appdata/www
e Refer to your OIDC environment file example in the workshop Git repo, and change

the following:

AUTH_AUTO_INITIATE=true
OIDC_DISPLAY_NAME_CLAIMS=preferred_username
OIDC_CLIENT_ID=bookstack

OIDC_CLIENT_SECRET=<CLIENT SECRET FROM KEYCLOAK>
OIDC_ISSUER=https://keycloak.home.internal/realms/<REALM NAME YOU USED>
OIDC_END_SESSION_ENDPOINT=true

O O O O O O
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Try to login!

Bookstack will now use Keycloak’s new realm to log you in

® You will sign in “once” to Keycloak’s new realm, and be able to reuse that same session
with other services you attach to Keycloak

e Congratulations: OIDC is now set up
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On SAML 2.0

We won’t demo or do a walkthrough of SAML 2.0, but it’s important to discuss

® The basic steps are the same: create a SAML 2.0 client, and use your service’s
instructions to fill in the proper URLSs, keys and other details to get things hooked up

e SAML 2.0 uses cryptographic signatures and XML files; Keycloak signs an XML file,
your browser transmits it to the service, the service verifies the signature
It's older, but it’s still useful

e Unlike OIDC, SAML 2.0 does not require the web service to have direct
connectivity to Keycloak

e This is useful in many enterprise environments where the SSO is behind a network that
an external service cannot access
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The Benefits (and Beauty) of TLS, and mTLS

e TLS: The cryptographic protocol that is ubiquitous across the web
o The little lock that lets you know websites are trusted all exist due to TLS
o This is your client cryptographically verifying the identity of the server
o The server’s identity is signed by a Certificate Authority; the identity is an X.509 certificate file

and a private key
e Mutual TLS (mTLS): You verify the server, and the server verifies you
Why it matters:

o Assume worst case: your service has an exploitable RCE vulnerability
o  With mTLS, the attacker will be required to key and cert before they can attack the service

e This bears repeating: mTLS happens at the crypto level. Unless someone steals your
keys or breaks your crypto, bad guys can’t hack your vulnerable service

e Another cool tidbit: if you use an unrelated term for your domain name, the attacker
won’t even know what service you're running behind mTLS
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Smart Cards and mTLS

e Smart cards!
o National IDs in Belgium, Estonia
o U.S. Military and federal services (NASA,
JPL)
o Yubikey PIV application

e Smart cards can’t leak the private key, and
they have PINs, making them
cryptographic hardware two-factor
authentication devices

e Soft certificates are also an option, at the
loss of 2FA
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Where can you use mTLS?

Web server

OpenVPN and similar

Combined with a smart card, you have hardware-backed 2FA with unguessable keys
Additionally, cryptographic certificates hold your username, too! Combined with
something like Keycloak, you won’t need to know your username or password again
® |n the next few slides, we’ll show you:

o Web server mTLS
o Keycloak mTLS
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Web Servers and mTLS

e Most web servers have some form of support for mTLS
o SSLVerifyClient in Apache

o ssl_verify_client in NGINX (stream module)
m  As aside note, NGINX in HTTP mode doesn’t terminate the connection at the transport layer if client
verification fails (it instead sends an HTTP error code but the TLS handshake is still done)

e We’'ll be adding mTLS onto the Caddy config you made earlier for Bookstack
o Caddy doesn’t support certificate revocation checking without a 3rd party plugin
o  We’'ll have Keycloak check the status so even if transport layer is established, application level
authentication with mTLS will fail
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Secure mTLS Key Usage

Certificates for mTLS are the same as any other user certificate generated by a CA
e |t's possible to use your mTLS certificate with a soft private key, though this makes it
significantly easier to compromise
® Yubikey PIV is a smart card! The Yubikey shows up as a “smart card reader” to your
computer, allowing you to have the same feature set as an actual card but in a
convenient form factor

o If time permits, we’ll show how to generate a user cert in lab 6.4 for anyone
who brought a Yubikey today

o
%
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nabling mTLS in Your Web

Server
Lab 6.1
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mTLS in Caddy

Adding mTLS to an existing Caddy config is simple
e On CoreOS, go the ~/caddy directory, then copy the user CA root and intermediate
public certs
o docker cp stepca-user:/home/step/certs/root_ca.crt
~/caddy/conf/user_ca.crt
o docker cp stepca-user:/home/step/certs/intermediate_ca.crt
~/caddy/conf/user_intermediate.crt
o  User certs will be verified against the user CA we set up earlier
e Side note: Although Caddy verifies that the certificate is valid at time of use, it does not

support checking revocation status (via CRL or OCSP) without a third-party plugin
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Caddy has various options for the tls module, including a client certificate verification
mode (https://caddyserver.com/docs/caddyfile/directives/tls). The four modes are:
request: Ask clients for a certificate, but allow even if there isn't one; do not verify it
require: Require clients to present a certificate, but do not verify it

verify if _given: Ask clients for a certificate; allow even if there isn't one, but verify it if
there is

require_and_verify: Require clients to present a valid certificate that is verified



https://caddyserver.com/docs/caddyfile/directives/tls

mTLS in Caddy

e Edit the Caddyfile in ~/caddy/conf, the Bookstack block should now look like
below
o Restart Caddy with docker compose restart

bookstack.home.internal {
reverse_proxy http://127.0.0.1:6875

tls admin@home.internal {
client_auth {
mode require_and_verify

trust_pool file {
pem_file /etc/caddy/user_ca.crt /etc/caddy/user_intermediate.crt
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mTLS in Caddy

e |[f you try to open Bookstack now, the connection will be refused since we don’t yet have
a cert
o Next, we'll generate a soft cert so Firefox can access Bookstack again

1 3 $ step ca certificate admin admin.crt admin.key --context user
Provisioner: admin (JwK) [kid: 3zqC-0-fvSvcBiAiPuVKCG5c2kYuODM1KHpe@ucQFJA]

Please enter the password to decrypt the provisioner key:
CA: https://home.internal:2443
Certificate: admin.crt

Private Key: admin.key
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Generating a User Cert

The ca subcommand for step CLI does not request a password for the cert private key,
so we'll create it in memory tmpfs then shred the plaintext key
e On your Rocky VM, go to /dev/shm, then run the command:
step ca certificate admin admin.crt admin.key --not-after=8766h
--context user

When prompted, provide the user CA administrative password saved earlier

By default and design philosophy, Step CA issues short lived certs

For the purposes of this workshop and lab, we’ll generate one that lasts for a year since you
won'’t want to have to generate your user cert every other day.

X $ step ca certificate admin admin.crt admin.key --not-after=8760h --context user
Provisioner: admin (JWK) [kid: 3zqC-0-fvSvcBiAiPuVKCG5c2kYuODM1KHpe@ucQFJA]

Please enter the password to decrypt the provisioner key:
CA: https://home.internal:2443
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Generating a User Cert

Bundle the cert and key into a PKCS12 file: step certificate p12

~/Documents/admin.p12 admin.crt admin.key
o  When prompted, provide a password to encrypt the bundle

Shred the plaintext cert and key: shred admin.crt admin.key

i $ step certificate pl2 ~/Documents/admin.pl2 admin.crt admin.key
Please enter a password to encrypt the .pl2 file:

Your .pl2 bundle has been saved as /home/admin/Documents/admin.pl2.
; $ shred admin.crt admin.key
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Using the User Cert

® Open Firefox, and go to Settings -> Privacy & Security -> Certificates, then click on
View Certificates

e Select the Your Certificates tab, then click Import, then select the admin.p12 bundle
we just created, and input its password when prompted

Certificate Manager

ity D... 74:BD:08:BF:BD:7A... March 2, 2026

BackupAll..  Import...
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It's possible to use certs (both software and hardware-backed) with command line
tools, but since Bookstack is a web app, we’'ll show you how to add it to Firefox.

As an example, if you self host a Git server like Forgejo or Gitea, you can protect the
publicly exposed web endpoint using mTLS on the web server. In addition, if you don’t
have SSH open for Git over SSH to reduce your attack surface, you can configure the
Git client to use PKI for mTLS; it's easiest with a soft cert, but also possible with a
user cert on a Yubikey and some one-time extra configuration (see
https://memetichenry.com/books/it-and-devops/page/using-smart-cards-for-remote-qit
-instances).



https://memetichenry.com/books/it-and-devops/page/using-smart-cards-for-remote-git-instances
https://memetichenry.com/books/it-and-devops/page/using-smart-cards-for-remote-git-instances

Using the User Cert

e Now, try browsing to https://bookstack.home.internal, and Firefox should prompt you to
use the certificate you just imported

® You now have the first step in mTLS set up (client cert authentication)!

o Inthe next lab, we’'ll actually use the cert to authenticate you to Bookstack using Keycloak and
oIbC

“bookstack.home.internal” has requested that you identify yourself with a certificate:

admin [74:8D:08:BF:BD:7A

Details of selected certificat

4:8D:08:BF:BD:7A:23:64:11:C8
1PM PST to Mar

jomelab User CA Intermediate CA,0=H:

rity Device

Rem ion:  For this session

Don't send a certificate
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nabling mTLS in Keycloak

Lab 6.2
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Keycloak Caddy mTLS

o Next, we'll add to the Caddy config to reverse proxy Keycloak to the rest of the LAN

® Go to ~/caddy, and edit the Keycloak host block in your Caddyfile in conf to look like
below:

keycloak.home.internal {
reverse_proxy http://127.0.0.1:8080 {
header_up Client-Cert ":{tls_client_certificate_der_base64}:"

}

tls admin@home.internal {
client_auth {
mode verify_if_given
trust_pool file {
pem_file /etc/caddy/user_ca.crt /etc/caddy/user_intermediate.crt
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The crucial line here is the block within reverse_proxy, header_up. This option grabs
the cert from the browser/client and passes it to Keycloak, which is configured to look
for the client certificate in the RFC 9440 format (a base64 encoded DER cert). This is
set in the Docker compose file for Keycloak. In addition, we need to set the
verification mode to “verify_if given”, because OIDC requires that the OIDC client
application is able to reach out to the authentication provider. There are ways to
provision certs for inter-server communication or spilt DNS, but these would take
more time to cover.

The RFC: https://datatracker.ietf.org/doc/rfc9440/



https://datatracker.ietf.org/doc/rfc9440/

Keycloak Caddy mTLS

> Create flow

Create flow

Back in Keycloak, from the left menu, go to Create flow
Configure -> Authentication -> Flows, and click
“Create flow”

e Call it “Certificate Authentication”, then everything
else on the first page can be left default HEATEE Basicflow
e \We're going to add three execution steps for this

flow, starting with cookies
o On the Flow details screen, click Add execution, then
search for “cookie”

Name * @ Ce thentication

Description &

Add execution to Certificate Authentication

Add an execution

2xecution
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In the next few steps, we're going to configure Keycloak to read the user certificate
passed on from Caddy, to then verify the cert, make sure it's not revoked (using the
CRL), then authenticate the user if everything looked good.




Keycloak Caddy mTLS

Requirement

e After adding Cookie, set the Requirement field

to “Alternative” i cookie Altemative >
e Repeat the previous steps to add another e
execution step for “Identity Provider Redirector”,
and also set the requirement to this one to

“Alternative”

Alter nauvegpj

Disabled

Requirement

e No additional options need to be configured for
these two execution steps i Altemative

rovider Redirector ® Alternative
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KeyCI Oa k Cad d y m T LS X509/ Validate Username config

e Next, add another execution step for

“X509/Validate Username”
o This step should automatically be added as Required

e Click on the Settings icon to configure this step

o Set the following settings:
o Alias: Certificate Authentication

o User Identity Source: Subject's Common Name i
o User mapping method: Username or Email 0 -

o Turn on the CRL Checking Enabled option

o CRL Path: https://home.internal:2443/crl

o Turn on the Revalidate Client Certificate option S

o Any other options can be left default psy//home.internal:
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Keycloak Caddy mTLS

From the Action drop down menu, click Bind flow
e Choose the binding type Browser flow, then click Save

> Flow details

Certificate Au icati Not in use Action ~

Edit info

Bind flow

Choose binding type  Browser flow

Save
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Keycloak Caddy mTLS

e | og out of Bookstack if you're still logged in, and close Firefox to reset the certificate
request states

e Open Firefox again, go to Bookstack, and this time, after the browser requests your
user certs, it should automatically log you into Bookstack!
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sing Yubikey Smart Cards

Lab 6.3 (optional)
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Yubikey Intro

e Earlier, we showed you how to do mTLS with a soft cert and key, but what if you want to
use something more secure?
e AYubikey can be your hardware-backed store for private keys for mTLS
o There are other devices with PIV/PKCS11 compatibility, but since Yubikeys are ubiquitous and
have open source library support, we'll focus on it for this workshop
o It's also possible to use a physical smart card to store your mTLS key and cert
e Download the Yubico Authenticator
o  https://www.yubico.com/products/yubico-authenticator/
e There are also command line tools such as yubikey-manager (ykman)
o  https://github.com/Yubico/yubikey-manager
o For ease of following along we’ll use the Yubico Authenticator
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Authenticator devices like Yubikeys and similar devices can serve as two factor
authentication devices (something you have). Depending on how they are configured,
the device itself can be two factors in one (if you add a PIN, something you know).



https://www.yubico.com/products/yubico-authenticator/
https://github.com/Yubico/yubikey-manager

Yubikey Best Practices

e All Yubikeys with PIV application support ship with the same defaults for PIN, PIN
Unblocking Key (PUK), and management key
o The defaults are PIN: 123456, PUK: 12345678, and management key:
010203040506070801020304050607080102030405060708
e The first step you should take with a new Yubikey is to change all three of these
o Don'’t forget the PUK, because after lockout, the only solution to be able to use the PIV
application is to reset it (meaning you lose the private key)
e Ideally, have two Yubikeys/PIV devices available
o  Things happen, you might lose one or the PUK gets locked out
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Yubico Authenticator

Plug your new Yubikey into your computer, and open Yubico Authenticator
On the left menu, select Certificates
For a new Yubikey, the first thing we want to do is set the PIN, PUK, and management
under Manage
o  The current (factory default) PIN is 123456, PUK is 12345678

o For management key, select the star icon as shown below to insert the factory default

o Store the management key somewhere safe!

Change management key

‘Yubico Authenticator - o >
e 1020304050607080102030405060708  +

Certificates

©0409e94ecc644b01905571359¢356f5807f64be6c907067 (&

Generate random
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Provisioning the Yubikey

The process is slightly different from generating a soft user cert and key

We'll first use Yubico Authenticator to generate a certificate signing request (CSR)
Next, use the user CA to sign the CSR and generate the user cert

Bring the cert back to Yubico Authenticator to load onto the Yubikey

Test the cert out on Bookstack and Keycloak
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Provisioning the Yubikey R———

e From Yubico Authenticator, go to Certificates,
then select slot 9a (Authentication)

e On the right side menu, select “Generate key”,
which will prompt for your PIN

® On the Generate key box:

o For Subject, enter “CN=" followed by the
username you’re generating a cert for (e.g.,
below, we’re requesting a cert for user
“abc12345”)

Output format: Certificate Signing Request (CSR)
In the below box, select ECCP384 as the
cryptographic signature algorithm

Generate key

on the YubiKey in PIV slot Authentication (9a).

SE EccPass -
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Provisioning the Yubikey

e Save the CSR file, then transfer it to your

Rocky VM
o  This might require jumping to Lab 7.1 to set
up port forwarding first

e We'll sign the CSR using step CLI and the

user CA context
o step ca sign csr-9a.csr
[username].crt --context user

o Transfer the certificate file back to your
computer with Yubico Authenticator
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$ step ca sign csr-9a.csr abcl2345.crt --context user

Use the arrow keys to navigate

What provisioner key do you want to use?

> admin (JWK kid: 3zqC-0-fvSvcBiAiPUVKCG5c2kYuODMIKHpe@ucQF JA
sshpop (SSHPOP)

& $ step ca sign csr-9a.csr abc12345.crt --context user
Provisioner: admin (JWK) [kid: 3zqC-0-fvSvcBiAiPuVKCG5c2kYuODM1KHpe@ucQFJA]
Please enter the password to decrypt the provisioner key
CA: https://home.internal:2443

Certificate: abc12345.crt
8 $ 1s
abc12345.crt csr-9a.csr
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Provisioning the Yubikey

® In Yubico Authenticator, return to Certificates ->
9a, and select Import file from the right menu,
then select the certificate you just generated
o (lgnore the 9c slot used in the screenshots, the
author did not have a spare Yubikey to use with
slot 9a)

e Confirm the import, then your new certificate is
ready to use!

ACTIONS

Generate key
Generate a new certificate or CSR

Import file
Import a key and/or certificate

Import file

The following item(s) will be imported into PIV slot Digital Signature (9c).

E3 Certificate

Fingerprint 39
Valid from Wey
Validto Th
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There are some applications that know to look for certificates in other PIV slots, but

browsers in general will only pull from 9a.




Using the Yubikey Cert

e To test your Yubikey with Bookstack and Keycloak,
you will also need to jump ahead to Lab 7.1 and port
forward Caddy to your OPNsense instance’s IP

o Most operating systems and browsers will have
some form of PIV slot 9a support for cert
authentication

o  We won't cover setting this up here, since there are
too many OS and browser combinations

e After port forwarding, try browsing to Bookstack or
Keycloak with your Yubikey plugged in, and you
should now get a prompt to use the cert on your
Yubikey!

R - quested that you identify yourself with a certificate:
[

Details of selected certificate:

18 PM PST
Data Encipherment

tiicate Authority,o-

Remember this decision:  For this session

Don't send a certificate

Compared to when you use the software cert,
Firefox now shows the cert stored on the token’s
name instead of “Software Security Device”

(ignore the redaction, this was one of the author’s personal
self hosted services to show the Yubikey usage)
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As a side note, if you are using a sandboxed browser install on Linux, such as an
Applmage, Flatpak, or Snap, it may require additional configuration to access USB
devices and/or Udev rules. While the Yubikey presents the cert as a PIV device, it still

requires USB permission to access.




Accessing Your Services

Section 7
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Accessing Your Services

e Now that you have a selfhosted service at “home”, with an authentication provider, it's
time to expose it to the “internet”

e Of course, during the workshop, that won’t be possible, but we’ll show you how to port
forward from your LAN to the WAN, i.e. the network you’re currently connected to

® The brief lab on port forwarding will cover a standard home ISP setup where port

forwarding is not blocked
o There are other options you can consider such as using a VPN back into your home network;
we'll briefly discuss Wireguard on the next slide
o  If your home services are behind NAT, there are options such as using a cloud VPS and a

mesh VPN, or a tunneling service
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Wireguard VPN

Wireguard is a fast, modern VPN protocol, with support on many platforms
o It has native support in the Linux kernel upstream since version 5.6
o Also a built in remote VPN access option in OpnSense

® OpnSense also supports OpenVPN, but it can be slower due to differences in design
(even though both VPN protocols operate over UDP)
There are other options, such as Tailscale

OpnSense has built in support for setting up the firewall as a Wireguard server
o  https://docs.opnsense.org/manual/how-tos/wirequard-client.html
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https://docs.opnsense.org/manual/how-tos/wireguard-client.html

Configuring Port Forwarding

In the Firewall
Lab 7.1
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Port Forwarding

® A note on port forwarding services - opening up a service on your home IP naturally
increases your attack surface

e Adding mTLS like we configured on Caddy mitigates this risk significantly, as it
terminates the connection at the transport layer, making scanning and exploitation
against the web application (nearly) impossible without compromising your key

e While it's good protection, keep in mind your own threat model, because even mTLS
may not be foolproof
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Port Forwarding

e Log into OpnSense, and go to Firewall -> i —

NAT -> Destination NAT, then add a new rule ~ ©@Peter Web Server

Vv Interface

e \We’'ll start off by port forwarding your web

© Interface
server: OW,\\Nw Al @ Select Al

e] Interface: WAN © Version B
o Version: any © Protocol P
o  Protocol: TCP

i . > Source (advanced)
o Destination Address: WAN address

. . v Destination
o Destination Port: HTTPS

© Invert Destination [=)

@ Destination Address WAN address

© Destination Port HTTPS
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Port Forwarding

e Continued:
o Redirect Target IP: 192.168.#.2 (your
CoreOS server, # is workshop ID)
o Redirect Target Port: Single Port, 443
o Firewall rule: Register rule
e Click Save, then Apply
Now try browsing to Bookstack or Keycloak
from your computer’s browser
o You'll have to add a hosts entry since Caddy
will only proxy if you’re accessing the
hostname, not the IP

Vv Translation

© Redirect Target IP

© Redirect Target Port

v Options

©Log
© Firewall rule

Single host or Network

192.168.1.2

Single port
443

Register rule
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Register rule will automatically create a firewall allow rule for you on the WAN firewall
chain so you don’t have to manually allow the port through from the outside to the

target IP.




Using Nmap to Test Your

Network
Lab 7.2
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Verifying Home Network Security

e We'll now test the security considerations that we’ve been building up to this point with
mTLS

® Since your service is now port forwarded to the “internet”, you can run a scan against
your OPNsense instance to verify that everything is configured properly

e While your attack surface now includes an open port, a potential attacker will not be
able to access either Bookstack or Keycloak since they don’t have the certificate to

access it
o Caddy will terminate the connection and not even complete a TLS handshake
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Using Nmap

e Nmap is an open source network scanner, typically used for discovering devices on a
network

e® Also has a built in script engine and can be used to discover misconfigurations or
vulnerabilities in a network
Used from IT admins to security professionals across the board

e Nmap is best used for scanning TCP ports; due to the nature of UDP, Nmap is unable
to reliably scan for open UDP ports, even though it has a toggle for it [1]
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[1] https://nmap.org/book/scan-methods-udp-scan.html



https://nmap.org/book/scan-methods-udp-scan.html

Using Nmap

Grab the WAN IP that OPNsense shows
e First, we're just going to run a standard Nmap scan, which checks the top 1000 ports by

default [1] (if you don’t pass it any other port parameters otherwise)
o nmap [WAN IP]

® As expected, the only port open is TCP 443 for our web server
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When it comes to security on your own home network, it's best to not make any
assumptions. You can try a full 1-65534 TCP port scan by running nmap -p- [IP],
but we won'’t do that during the workshop due to the limited infrastructure and
potential to slow down the network for everyone here.

[1] https://nmap.org/book/man-port-specification.html



https://nmap.org/book/man-port-specification.html

Using Nmap

o Next, we'll try to run a version scan on the open port
o As previously mentioned, Nmap has a built in script engine with many preexisting scripts (use
them with --script defaultor--script “default AND safe”)
o In this case, we will just do a service and version detection (-sV) without running additional
scripts [1]
e Since we know the only port open is 443, we'll target just that port
o nmap -v -sV -p 443 bookstack.home.internal
o -vis verbose output, so you can compare on the next slide what it looks like having mTLS vs
on versus not having it on
® You may need to add a temporary hosts entry to be able to scan the domain

o Caddy reverse proxies based on the hostname required, our configuration won’t serve
anything for just the 1P:443
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[1] hitps://nmap.org/book/man-version-detection.html



https://nmap.org/book/man-version-detection.html

Using Nmap

® The top screenshot is when mTLS is set to
“verify_if _given” mode in Caddy, and the
below is how you currently have it set in
“require_and verify” mode

® Because the TLS handshake doesn’t complete
in “require” mode, Nmap is only able to get
basic details about the server cert, but cannot
reach the web app like it did in the first
screenshot
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[1] hitps://nmap.org/book/man-version-detection.html
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