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research found.



TAHBLE OF CONTENTS

Background

What | was trying to
accomplish

Methodology

How | deployed the tools
to do the research

The Apps

Qualities of the apps that |
examined

Results

The results | achieved
using the tools

0SS Tools

The tools that made the
examination possible

Sources



B1
BACKGROUND




Background

| decided to conduct a security analysis of
common language learning apps to analyze the
differences between free and paid versions.
After many iterations, | decided to focus on
advertising systems and the user information
they create and send out.



Overarching question

Is any user-identifying data packaged up and sent in
a different way between the free and paid versions
of common language-learning apps?




Advertising Terminology

» Demand side client: A client
that is requesting the ad or
being advertised to.

» Supply side client: a client that
is distributing the ads (i.e.
Google Ad Network)

* Real-time Bidding: The
split-second process by which
advertisers buy the spot that
the user will see.

Interstitial: The property of
appearing in between two
things.

CDN: Content distribution
network; a series of servers
that allows users of a service
to query for files of all types.




v
The Apps

Duolingo, Busuu, and Memrise




Duolingo Information

» Most well-known language learning app.
« Free and paid tier.
» Diverse set of features with many languages.
« Has Al voices that aid with pronunciation of languages.
« Has special exercises for learning foreign character sets (i.e. Korean, Greek,
Cyrillic, etc)
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Duolingo Information
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Figure 1a: Duolingo normal exercises.
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Duolingo Information
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Busuu Information

» Another well-known language-learning app.
« Free and paid tier, part of Chegg.
« Grammar, vocab and history lessons.
« Ads come before or after the lesson.
Features flashcard sections of lessons like Duolingo.
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Memrise Information MEM

A unique app. Spaced repetition is a noticeable part.

Free and paid tier.

Ads come before or after the lesson.

Features a flexible platform, including all normal things like the vocab exercises
and the grammar ones alongside things like videos and listening exercises.



B3
The 0SS Tools

All of the OSS Tools Uses Throughout the
Research.




UFADE (Christian Peter)

e Atool used to pull information from iPhones.
e Supports full file backup (with jailbreak enabled), regular iTunes backup, and
logical+ backups.
o Logical+ backups include iTunes backup and other media information.
e Can also acquire logs of all sorts.
e https://qithub.com/prosch88/UFADE
e Part of early research in finding what data was on phone.



https://github.com/prosch88/UFADE

Device paired »

Model-Nr:
Dev-Nane:
Hardware:
Product:

Software:
Build-Nr:
Language:
Serialnr:

iPhone 6
Allie’s iPhone
n6lap, MGSW2
iPhone7,2

12.5.7

16H81

en-Us
F73NVVYBGSMC
C7H450600L4G16TAB
18:76:43:0e:80:d7
18: 76

0e:80:d8

16.00 GB

5.39 GB
01a8d357ec344452b782e49bb
9da930c41704ffd
4891598665689126
356990061996833

Figure 3a: UFADE Choose Directory and Choose Extraction Option screen.

Universal Forensic Apple Device Extractor 1.0.1

Choose Output Directory:

[Usersjmacatiojufade_out

Browse

UFADE (Christian Peter)

Device paired »

Model-Nr:
Dev-Nane:
Hardware:
Product:

Software:
Build-Nr:
Language:
Serialnr:

iPhone 6
Allie’s iPhone
n6lap, MGSW2
iPhone7,2

12.5.7

16H81

en-Us
F73NVVYBGSMC
C7H450600L4G16TAB
18:76:43 a7

18:16:43
16.00 GB

5.39 Gl
01a8d357ec344452b782e49bb
9da930c41704ffd
4891598665689126
356990061996833

Universal Forensic Apple Device Extractor 1.0.1

Reporting Options

Acquisition Options

Logging Options

Developer Options

Advanced Options

Save informations about the device, installed apps,
SIM and companion devices.

Allows logical, advanced logical and filesystem
extractions.

Collect the AUL, Crash Logs, Sysdiagnose
and Live Syslogs

Access developer mode for further options.
Mainly screenshotting options.

More specific options for data handling.
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UFADE (Christian Peter)

qieoe Universal Forensic Apple Device Extractor 1.0.1 o0 Universal Forensic Apple Device Extractor 1.0.1

Device paired »

Device paired »

| Model-Nr:  iPhone 6 Model-Nr:  iPhone 6
| Dev-Name:  Allie’s iPhone Dev-Name:  Allie’s iPhone
| Hardware:  n6lap, MGSW2 Hardware:  nélap, MGSW2
| Product: iPhone7,2 i i i Product: iPhone7,2 .
B B Logical Backup Perform a backup as iTunes would doit. Elndic: B o Filesystem Backup
| Build-Nr: Build-Nr:  16Hgl

Language: Language:  en-US
! Serialnr: Serialar:  F73NVVYBGSMC
i Logical+ Backup Creates an advanced Logical Backup as ZIP MEbesnrs SR C/nAsen08L4s1o1 s
| Wifi MAC (UFED-Style) with an UFD File for PA. s s Asisad ol " .
| BT MAC: BT MAC: 18:16:43 Provide the SSH parameters. The default values are suitable for Checkran and Paleratn:
I Disk Use: Disk Use:
| Capacity: Capacity:  16.00 GB
| Used: . Used: 10.61 GB

Free: 5.39 GB Partially Restored Try to reconstruct parts of the device-filesystem Free: 5.39 GB Port: [44 User: R Pass: [BERE Path: [Jprvate
| UpID; 01a84357c344452b782e49bb Filesystem Backup including a decrypted Backup, Logs and Media. UDID: 01284357ec344452b782e49bb

9da930c41704F7d 94a930c41704Ffd

| ECID: 4891598665689126 ECID: 4891598665689126

IMET 1: 3569906199683 IMET 1: 356090061996833

Filesystem Backup Creates a FFS Backup of an already oK
Gailbroken) jailbroken Device
i Back

Create backups and decide what

Qustomize Backup content to include.

Back.

Figure 3b: UFADE selection of Jailbreak acquisition and selection of port optiefis.
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Wireshark

e A very common network analysis tool.
e Gives insights into what's going through a network at any given time.
e https://wireshark.org
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https://wireshark.org

Wireshark

XX ]
ADAO mABAER Ce>=EF M E QAQAaAEE
LIE

The Wireshark Network Analyzer

=====
.....

No Packats pratte:Deteut

Figure 4a: Wireshark start screen.
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Wireshark

oo Capturing from Wi-Fi: en0

o
- e Low

e e
2400z 60001 40w 11
1 -5d._udp. local, "GH" question OPT

] Seq=1 Acke3357 Win=4326 Le 11291042096 TSecr=1222906165
192.168.12.1 45 at ac:df19f:16: fdilc

4926 Len=p TSval=1291044941 Tecr=1222908128
Whohas 192.168.12.1567 Tell 192.168.12.1

SR
26071 159014881 coa.
260

26071 1b90: 4881 co.
. 800:4007:501..
26071 1690 488 2607 fobo:4007:15:.. UDP.
20.790101 _ 2607:fo90:4881: coa 2607 f8b0:4007:15:._UDP. 2 62774

3 Fram 1 packet, 181 bytes on wire (89 bite), 161 bytes captured (388 bits) an intertace ond, 44 0 990 6e Ba e 5F €3 0c ac df 9 16 d 1c 86 dd 62 80 b
Wit lel el e S 9910 00 80 00 2 11 3b 24 04 6800 4007 08 1 00 80 - 7;%. .
st S e : 26 00 00 99 00 20 0c 26 07 fb 90 48 81 c6 a4 Oc ba & n

9030 aa 28 67 cc d2 24 91 bb f4 dd 00 2 a6 42 5a de (g '$ -/ BZ
> user Datagran Pratocol, Src Fort: 443, Dat Port: 62676 RS s e G
> Data (39 bytes) 9950 b5 30 5b 1139 93 58 ab 3f 41cd b2 00 3529 b9 (9K A5

0060 99 d9 €0 23 17 ’

Packats: 1972 prfie: Defut

© B Wer nds s oot i

Figure 4b: Wireshark user interface.
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WiresharkHelper

App for MacOS/iOS.
Helps to bridge the gap between Wireshark and iOS.

Allows Man in the Middle Proxy so that the Mac can capture the iOS traffic.

Uses the Remote interface (rvi[x]) to capture the iOS traffic.
WiresharkHelper is free on iOS and was free on GitHub when | did the
research. It is no longer available on GitHub; $10 on Mac App Store.



WiresharkHelper

--dns value DNS S
erver (default: "8.8.8.8:53")

--ipv value 4: qu
ery A only, 6: query AAAA only, 46: query A first, if no then g
uery AAAA, only connect to one ip (default: 4)

--bypass value, -b value [ --bypass value, -b value ] Bypas
s domain, suffix match mode, repeated. Example: -b apple.com -b

icloud.com

--help, -h show
help (default: false)

--version, -v print

the version (default: false)

COPYRIGHT: Y
https://www.txthinking.com/wireshark.html
FUCK ~ $ wiresharkhelper --ip 192.168.18.146 -b apple.com -b ic|
loud.com
o e o Formm e e e e e r e r e - »
| NSS KEY LOG FILE | /Users/fuck/Library/Application |
| | Support/wiresharkhelper.log |
| DOWNLOAD ROOT CA | http://192.168.18.146:8888/ca.pem |
| LISTEN ADDRESS | 192.168.18.146:9999 |

R R e o

Figure 5a: WiresharkHelper iOS + MacOS



WiresharkHelper

! (ip.src==192.168.18.241 && tcp.srcport==53656 && ip.dst==192.168.18.146 && tcp.dstport==9999) || (ip.src 2.16 146 && tep.sreport==9999 && ip.dsf 92.168.18.241 &&tcp.dstpon==53656)|
No. Time Source Destination Protocol Lengtt Info
1454 43.368925 192.168.18.241 192.168.18.146 TCP 666 53656 - 9999 [PSH, ACK] Seq=2061 Ack=2505 Win=131072 Len=600 TSval=222803
1455 .368925 192.168.18.241 192.168.18.146 TCP 1514 53656 -+ 9999 [ACK] Seq=2661 Ack=2505 Win=131072 Len=1448 TSval=2228037870
1456 43.369003 192.168.18.146 192.168.18. TCP 66 9999 - 53656 [ACK] Seq=2505 Ack=4109 Win=127616 Len=0 TSval=3111490263 TS
1457 .369097 192.168.18.146 192. .18.241 TCP 66 [TCP Window Update] 9999 - 53656 [ACK] Seq=2505 Ack=4109 Win=131072 Len=0
1458 .369155 192.168.18.241 192. .18.146 HTTP 291 GET /2017-06-30/config?bundle_id=com.duolingo.DuolingoMobile&country_code
1459 43.369198 192.168.18.146 192.168.18. TCP 66 9999 - 53656 [ACK] Seq=2505 Ack=4334 Win=130816 Len=0 TSval=3111490263 TS
1495 .184989 192, .18.146 192. .18. TLSv1.3 1274 [TLS segment of a reassembled PDU]
1496 44.185267 192.168.18.146 192.168.18. HTTP/JSON 761 HTTP/1.1 200 OK , JavaScript Object Notation (application/json)
[TCP Retransmission] 9999 - 53656 [PSH, ACK] Seq=2960 Ack=4334 Win=131072
53656 - 9999 [ACK] Seq=4334 Ack=4408 Win=129152 Len=0 TSval=2228038793 TS
[TCP Dup ACK 1501#1] 53656 - 9999 [ACK] Seq=4334 Ack=4408 Win=129152 Len=
HTTP GET /2017-06-30/attribution/survey/custom?uilanguage=en HTTP/1.1
TCP 9999 - 53656 [ACK] Seq=4408 Ack=4673 Win=130688 Len=0 TSval=3111496966 TS
HTTP/JSON HTTP/1.1 200 OK , JavaScript Object Notation (application/json)
TCP 53656 - 9999 [ACK] Seq=4673 Ack=5522 Win=129952 Len=0 TSval=2228045044 TS
TLSv1.3 [TLS segment of a reassembled PDU]
HTTP/JSON PATCH /2017-06-30/users/1028072710/experiments/poseidon_ios_live_ops_rout
TCP 9999 - 53656 [ACK] Seq=5522 Ack=5357 Win=130368 Len=0 TSval=3111506913 TS
HTTP/JSON HTTP/1.1 200 OK , JavaScript Object Notation (application/json)
TCP 53656 -+ 9999 [ACK] Seq=5357 Ack=6165 Win=130400 Len=0 TSval=2228054870 TS
HTTP GET /2017-06-30/users/1028072710/xp_summaries?endDate=2022-10-20&startDat
9999 - 53656 [ACK] Seq=6165 Ack=5961 Win=130432 Len=0 TSval=3111507293 TS

Figure Sb: Wireshark Helper in action: Duolingo packets decrypted.



StormShniffer

iOS app, (not really open-source).

All-in-one packet sniffer + HTTPS decryptor.

Also not fully free: Packet decryptor not completely free.
User-friendly interface.



StormShniffer

No SIM = 14:36 8 100% (@)
& 5 STORM
o HTTP Capture .
Record all network requests
History Filter

o v .
Decrypt HTTPS traffic

Blacklist Configure CA Hosts
ys PE Y Pro | .
Modify HTTP request and response

Rewrite Rules

Scripts &3
Use Javascript to expand .
various functions

Scripts
by soe
Home Settings

< Record

57 Favorites(0) >

History

2025-04-18 15:15

42 requests 4 22959KB 147.63 KB

2025-04-18 11:52

108 requests L 15.63 MB 112413 KB

Figure 5: StormSniffer Ul

No SIM & 13:30
< Detail
Headers Repon... Params Cookies
General
Request Url

https://click4.liftoff.io/v1/campaign_click/PDte8ndmQAO-L
17nn7Q_RQrCMOFutsYsJs4IP5R6AUDrBfFneN3wW_Fj2iQ
GULOMXRS7X214s0_80ewK6UT-Xj7V21An9rMOsMYKuwW
TVRSAQUMKED2jBOW433wLJsONF_xOPiLdgKiAvNIdu4K7
L1171Ag9OMYjmHY_GA5pEzh6cv7_wOalc800mjAtjOHIeKU
g14X02pdPnm4ZTcQSNrFMYZ-s8RhH3nwITFMMrOmYn-
_UAMKh3UAsApPTPYu9-SLIrU808zej-07A8hSOQOihydligiz
Wiycxu_cK6xPtgNoK7DauXTwFhdJSATNTBMDRTh25S4|
W_jpJEtpKWTCs8IWTXAXRZ1VgLz6VmODN8a290m5D_L
q9jeMfmiuQllYeoxmxnbYvz8nMIRLzKbfWVIWAGOucDbn
AEg7kQ77DIiOnoJCSu_aCw93y8v9Q6Z6BInxU94DU3-I9
DWcuoR1UDVh_55yW5ZIF7UMXvC-UPuC2eRE10aSOLyw
L9eLbkDI5UtMPWumz0pbx05J7N5e5cW9YI3Koph3ruOnl
q7RTH25W7nQWhCCWEK-IpiJE_W2ISDXIkfr6USZj-9Pkx
MGJ8AJ1gbrBQv86qzuSwmGxrRg_IMXn4egmNPPeoTpm
XKzx26VLrZEZ3Q?vast_el=1&enc6=SoR4dDN96Bc77Wk
fKBc1ZMJRL3ZoW37x1xf4eGVUS9OKHAOEt3UGBYRwpsk

Request Method
GET

Status Code
302

Version

I—_/, Rewrite Rules D Regex Tester

Tit

g




B4

Experimentation

/ Methodologies and Trials + Tribulation




UFADE Usage

Very beginning phase.
Extracted full file system after jailbreaking iPhone 8 Plus.
| wanted to look at what the apps looked like on their file structure levels.

Found nothing relevant. <<
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Network Sniffing Prep

e Installed CA certs for each.
o Settings -> Device Management -> Install MDM/VPN Profile

No SIM = &N 19:53 1% @)

Profile

Trust Store Version

Trust Asset Version . StormSniffer CA-K3UJFIKQ

Signed by StormSniffer CA-K3UJFIKQ
Verified V/

Contains Certificate

TxThinking 20210101

More Details

Figure 6: CA Certificate profiles



Sniffing: Successes and Failures

e Both solutions captured web traffic + ads well.
e Both caught everything from normal Duolingo/Busuu/Memrise lessons.
e Storm Sniffer didn't interfere with mic usage; WSH did.

/
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Modifications to Sniffing Process

e When adapted to using tools, modifications were made
o  WSH dropped; Storm Sniffer preferred.
o Process refined to preferring using the software at the end of lessons.
o Added in analyzing ad-free traffic after thoroughly analyzing ad traffic.
e Analyzed some traffic files in Wireshark by converting files from HAR2PCAP

/
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Process Flowchar

Turn on Storm Sniffer

Activate the Storm Sniffer app along
with the traffic capturer and enable

Start MITM features. Open Other Apps

Begin the process with initial ;

preparations and gather y — Choose any of the apps (Duolingo,

information. Babbel, Memrise) and perform
Capture Network Traffic activities.

Monitor and capture the network traffic
during the activities performed in the

apps.
Recall Storm Sniffer
End Analyze Packet Logs
—— Reopen the Storm Sniffer and turn off
Conclude the process with insights Analyze the captured packet logs for the traffic capturer after finishing.
gathered from the analysis. insights and findings.




Where does data go on ads?

* unityads.unity3d.com
o-sdk.mediation.unity3d.com
consent-adjust.com

* applovin.com
pubads.qg.doubleclick.net



http://unityads.unity3d.com
http://o-sdk.mediation.unity3d.com
http://consent-adjust.com
http://applovin.com
http://pubads.g.doubleclick.net

Where are ads from?>

e Unity3d ads
e Google ads net
e Google Ad Center controls what ads you see!

No SIM & 16:16

‘ My Ad Center

Topics Brands Sensitive

Social Net- Fast Food Movies &
works & On- Restaurants Films
line Commu-

nities

@ |0 ©]O ©

Online Gro-

cery Shop-

ping & Gro-
ceryDelivery

1© ©

Real Estate Clothing Restaurants

—
= 1€

Customize Ads Manage Privacy

& myadcenter.google.com



What data goes to ad networks?

e Data about the device in question is sent towards the ad service and an ad
appropriate for that device is returned.

09:338 IR 00

< Detail

Headers Repon Params Cookies
Request Url

mediation

ssion=true

Request Method
POST

Status Code

200

Version

Remote Address

6:443

Local Address

127.0.0.1:5

9

Request Header

sentry-trace

< Detail

onse Params Cookies

Query

compression

true

appKey
» i

adFormat

Body

{

"H4SIAAAAAAACES51VS5PiNhC+26+g0I+J9fArN/
kxCbULkxrYueympoQlGGVsy2XZ7E625r9HWDIGID
MEA2V3t7r7+/
pr+efdzDJI1£C9yvpCMFIPIr50p+ONVVhzgezi9p/
g3tKp4s6J1XYhgt+iKVugn3vTBwDVB£2361y0tFD
eWrWhUu+JKCV1d+so8P5h8z0Neb9glsqvnLF72kV
4IcOCIiW+UVMIG2PZi0Ce0qVVAS564NyWe5YIJw+H5C
y1Dwu5SEcVwtK6feXNsL5j5a0YeXz/

4uwG4 ZRSXAHNG8yPRPK3Y25KW3LBVHIiSCOTDYCP
nY¥7bo/asuh4JCveSyrukVhs1vB/
i9efm42zGx01fKmosWaq9ZA+nmn7R/
2y09UVT7TojNd2NK51Fz1rYa0fg+N57vYCuPclel
CVF3L1eN2g3jPm4OhaxKyPW9aoTRI1r84SgPPx5k
Tkgg7GCEEISCMHBI+xXCkOkXRBK5CyupimMOOdOo4
JkOgcaMOUmoF jw2 0314 I3JD6hAdGIyZUhWipbrp9
hOptmEOFOZWTivMA8BfSCD1FrNaT/

Timin



What data goes to ad ne

e Packet contains Base64 encoded JSON information.
e *nix systems have the base64 command to decode this

e base64 -Di inputfile | zcat to unroll it.

aders Reponse Params

tworks?-

09:228 o T Ed

< Detail

Query

compression

true

appKey
1fda3d73

adFormat
3

Body

{

"H4sSIAAAAAAACES51VS5PiNhC+z6+gOI+J9fArN/
kxCbULkxrYueympoQlGGVsy2XZ7E625r9HWDIgID
mMEA2V3t7r7+/
pr+efdzDJ1£CIyvpCMF9PJIr50p+ONVVhzgezi9p/
g3tKp4s6J1XYhgt+iKVugn3vTBwDVBf2361y0tFD
eWrWhUu+JKCV1d+so8P5h8z0Neb9glsqvnLF72kV
4IcOCjW+UVMIG2PZiQCe0qVVA564NyWc5YIJw+H5C
y1Dwu5EcVwtK6feXNsL5j5a0YeXz/

4uwG4 ZRSXAHNG8yPRPK3Y25KW3LBVHIiSCoTDYCP
nY7bo/aSuh4JCveSyrukVhslvB/
i9efm4zGx01fKmosWaq9ZA+nmn7R/
2yO09UvVT7TojNd2NK51Fz1lrYa0fq+N57vYCuPclel
CVF3L1eN2g3jPm40OhaxKyPW9aoTRJI1r84SgPPx5k
Tkgg7GCfEISCMHBI+xCkOkxRBK5CyupimMOOdOo4
JkOgcaMOUmoF jw203ji4I3JD6hAdGIyZUhWipbrp9
hQptmEOFQZwTiyMA8fSCD1FrNaT/
XyMAuWzMkpoXhuedq/
bOHWHOHeX0WpWgJWzc0fINIs4puCs4usSyfydt/

[/ Rewrite Rules « Regex Tester

Timing


https://blog.dotnetframework.org/2016/12/07/h4siaaa-whats-so-important-about-this-string/

what does this data look like?

i
“ i o T - “mobileCarrier" : "—-",
"ccdev?“"" 1:.6 ;"’:g ' “groupNameBN" : "All Countries", 1is
“osVersion" : "16.7.10", .
soonnectionType i inieil e s e AdMob@70068DK1200{Ade5 10" Sgrouploiiy ; SR5P14765 %
o £ mt" : ol iAds . " no.om sagh
:zz:\die;gflje::’:om.duolingo.Duolinunobile", “groupIdRV" : "5814759", -g:::px::::\s,- : -:ii g:::::i::-'
Neventanl oL "abInternal" : "lpmm_abc_8331_disable", .g P f & L
“tz" : "America\/Los_Angeles", battery .: 1:2:
"eventSessionId" : "9E60256B-C2FD-410A-9E5F-A7FF85533F7E", “xCodeBuildVersion" : "16A242d", "serverInitTimestamp" : "1743621446061",
"firstSessionTimestamp" : 1738015217482, "mcc" : 65535, 'gthinutesOffset' : -420,
:time:;:l:\p' 1:.41743641;258336, :a:;et:\i’singdey;:;: : "IDFA", “mnc" : 65535,
even : 3 a as| alue H ' g 1imi 1 Ho.on "
SrawConnactionType® & "wifi, “internalFreeMemory" : 29950, .1sL::m1..ted'll"rack1ngEnab1ed : "false",
"duration" : 45223 "att" : 3, abt 2 A",
} "idfv" : "FO10F50F-BAC9-48DC-9BE9-21B35021EE78", “sessionId" : "9E60256B-C2FD-410A-9ESF-A7FF85533F7E",
,],‘ bileCarier® 3 St “controllerABValue" : "4", "appKey" : "1fda3d735",
'::o:v:a::;:df!: I"All Ct‘:untries' “deviceOEN® : ®Apple®, "device0S" : "ios",
"abGroup" : "NONE", ' '5:"""51""' : 58,705, "appVersion" : "7.66.0",
" ios Woow "
“mth : "AdMob87000SDK1208iAds510%, advertisingId" : "D991D864-A78D-4600-BSEG-1B2D4ED43IBBE" , . : iplier™ : "1g%
':mupmnv-o: "5814759", e fucodaiBITAREE 22 se 2t .b:::e;:;r::}:n?m:i;ipé:z:tdesz.B :
“abInternal® : "lpmm_abc_0331_disable", "internalTestId" : { Sl :
"tz" : “America\/Los_Angeles", CL- LS L b LT ?CC. —E
“xCodeBuildVersion" : "16A242d", )55 "idfi" : "aB869f4dc-be3a-425d-8833-567806ac6d9d",
“mcc" : 65535, "groupIdNT" : "5814765", “bannerSampling" : "false",

::g;::;\i,:i:gfd‘.ry;::: : "IDFA", :groupNameIS- 3 :All Countn:.es:, “"timestamp" : 1743644258954,
vinternalFreeMemory" : 29950, _g:::‘e’::’fe?vu: All Countries®, “deviceModel" : "iPhonel8,2",
Yatt" : 3, 'serverIni;Tim;stamp' : W1743621446061" "auid" : "FC84A751-39C2-4BFB-B4B@-3E8582B17142",
™ A —BAC9-48DC—9BE9- . : . ST
Sl e e e U wgntMinutesOffset" : ~420, "xCodeSdkName" : "iphoneos18.0",
"deviceOEM" : -Apple; ! "mnc" : 65535, “"firstSession" : "false",
wsdkVersion® : .3_7_9.'.‘ "isLimitAdTrackingEnabled" : "false", "language" : "EN-US",
"advertisingId" : "D991D864-A78D-4600-BSEG-1B2D45D43BB5" , “abt" : "A", “groupIdBN" : "5814763",
“xCodeSdkBuild" : "22A3362", “sessionId" : "9E60256B-C2FD-410A-9ESF-A7FF85533F7E", ¥io conaut 't "Falun®
“internalTestId" : { wappKey" : "1fda3d735" _coppa" : '

HLCET B s PpReyC ; ' "groupIdIS" : "5814761"

RGORE: NR1O0K, "deviceOS" : "ios", " 5

"appVersion" : "7.66.0",
“bannerSamplingMultiplier" : "18",

777 +




what does this data look like?

e Data going to advertisers look like above. There is also Ad Tracking Transparency.
e This happens for both free and paid situations.
e POST request to app-analytics-services-att.com

10:25 8 oll T <

< 2025-04-28 21:09 @)

BOSIGI :0: app-analytics-services-att.com

®49

777 +

(GETSORIRRNSIRER oo static. memise.com

wag ¥ 30.95 KB



http://appanalytics-services-att.com
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Results

/ What | found and what its impact is.




Mediation Contents (Duo Paid)

“xCodeVersion" : *1600",
"osVersion® : "16.7.10",
*connectionType* : *wifi",
*jb* : “false",
*bundleld" : "com.duolingo.DuolingoMobile*,
“events® : [
{
*eventSessionId* : *9E60256B-C2FD-410A-9ESF-A7FFB5533F7E",
*firstSessionTimestamp® : 1738016217402,
*timestamp® : 1743644258886,
"eventId® : 44,
*rawConnectionType® : "wifi",
*duration® : 45223
}
1,
*mobileCarrier* : "-—*,
"groupNameBN* : "All Countries*,
"abGroup® : *NONE®,
*mt* : "AdMob87000SDK1200iAds51e*,
“groupIdRV* : *5814759",
*"abInternal® : “lpmm_abc_0331_disable",
*tz* : “America\/Los_Angeles*,
*xCodeBuildVersion® : "16A242d"*,
*mcc® : 65535,
"advertisingIdType® : "IDFA®,
"abHashValue* : "@",
"internalFreeMemory* : 29950,
Satt" : 3,
*idfv* : "F@10F50F-@AC9-48DC-9BE9-21B35021EE78",
"controllerABValue® : "4%,
“deviceOEM* : “Apple*,
*sdkVersion® : "8.7.0%,
“advertisingId® : "D991D864-A78D-4600-BBEG-1B2D45D43BB5",
*xCodeSdkBuild® : "22A3362*,
"internalTestId" : {
"o9* : *120

1,
"mobileCarrier" : "--*,
“groupNameBN" : "All Countries",
“abGroup® : "NONE",
"mt® : *AdMob87000SDK1208iAds510",
"groupIdRV* : "5814759",
"abInternal® : "lpmm_abc_0331_disable*,
“tz" : “"America\/Los_Angeles",
"xCodeBuildVersion® : "16A242d",
“mcc* : 65535,
“advertisingIdType" : "IDFA",
“abHashValue" : "@",
“internalFreeMemory® : 29950,
Epttt 13,
"idfv® : "FO10F50F-BAC9-48DC-9BE9-21B35021EE78",
“controllerABValue" : "4*,
"deviceOEM" : "Apple",
*sdkVersion" : "8.7.0",
“advertisingld" : *"D991D864-A78D-4600-BBE@-1B2D45D43BB5",
"xCodeSdkBuild" : ®"22A3362",
"internalTestId" : {
09" s "120°
},
“groupIdNT* : "5814765*,
"groupNameIS* : "All Countries",
“groupNameRV" : "All Countries",
"battery® : 12,
*serverInitTimestamp® : *17436214460861",
“gmtMinutesOffset" : -420,
"mnc* : 65535,
“isLimitAdTrackingEnabled® : “false",
"abt* : "A",
“sessionId" : "9E60256B-C2FD-418A-9ESF-A7FF85533F7E",
“appKey® : "1fda3d735",
“deviceOS* : "ios",
“appVersion* : "7.66.0%,
"bannerSamplingMultiplier® : "1e*,

}l

"groupIdNT" : "5814765",
“groupNameIS" : "All Countries",
“groupNameRV" : "All Countries",

“battery" : 12,

“serverInitTimestamp" : "1743621446061",
“gmtMinutesOffset" : -420,

"mnc" : 65535,
“isLimitAdTrackingEnabled” : “false",
"abt" : "A",

"sessionId" : "9E60256B-C2FD-410A-9ESF-A7FF85533F7E",

"appKey" : "1fda3d735",

“device0OS" : "ios",

“appVersion" : "7.66.0",

“bannerSamplingMultiplier® : “10%,

“groupNameNT" : "All Countries",

.iCC' : l__l'

"idfi" : "aB869f4dc-be3a-425d-8833-567806acéd9d",

“bannerSampling" : "false",

“timestamp" : 1743644258954,

“deviceModel” : "iPhone10,2",

"auid" : "FCB84A751-39C2-4BFB-B4Be-3E8582B17142",

“xCodeSdkName" : "iphoneos18.0",

“firstSession" : "false",

“language" : “EN-US",

"groupIdBN" : "5814763",

"is_coppa" : "false",

"groupIdIS" : "5814761"
| N\
A



Mediation Contents (Busuu Paid)

“deviceModel" : "iPhonel®,2",
“bannerSamplingMultiplier® : "10",
“jb" : “"false",
“firstSession" :
“mcc" : 65535,
“groupIdBN" :
“bannerSampling" :
Sattriang;
“bundleId" : "com.busuu.english.app",
“appVersion" : "28.31.0",

"appKey" : "1af944565",
“xCodeSdkName" : "iphoneos18.1",
"deviceOEM" : "Apple",

“is_coppa" : "false",

"abGroup" : "NONE",

"internalTestId" : {

“false",

*3801541",
“false",

},
"abHashValue" : "@",

“connectionType" : "wifi",

“gmtMinutesOffset" : -420,

“advertisingId" : "D991D864-A78D-4600-B8ES-1B2D45D43BB5",
"mnc" : 65535,

"jcc" 1 M-t

“osVersion" : "16.7.10",

“controllerABValue" : "13",

“device0S" : "ios",

"mobileCarrier" : "——",

“advertisingIdType" : "IDFA",

"battery" : 30,

"mt" : “MAX",

“isLimitAdTrackingEnabled" : "false",

"idfv" : "ES8BAEEC1-41AC-463D-A603-768C4D66EDI2",
“groupIdRV" : "3801537",

“serverInitTimestamp" : "1743458042356",

_"timestamp"

"xCodeVersion" : "1610",
“tz" : "America\/Los_Angeles",
“groupIdIS" : "3801539",
"internalFreeMemory" : 30447,
“"groupIdNT" : "5124423",
"xCodeSdkBuild" : "22B74",
“"groupNameRV" : "All Countries",
"sdkVersion" : "8.1.0",
“xCodeBuildVersion" : "16B40",
"groupNameNT" : "All Countries",
Aabt® WA
“events" : [
{
"eventSessionId" : "7562F58F-209B-4C77-924C-7E79569246D6",
"timestamp" : 1743458180909,
"eventId" : 44,
"firstSessionTimestamp"
"duration" : 70622
}

: 1738972311000,

1,

"sessionId" : "7562F58F-209B-4C77-924C~-7E79569246D6",
“groupNameIS" : "All Countries",

“language" : "EN-US",

"auid" : "1D47F676-AF79-4AAL~9647-25D5C5D7B22E",
“groupNameBN" : "All Countries",

: 1743458180981

{
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p

"4293181",

"538681648",

"8f34849cea3ed670",

1743628952225,

'4257740",
"6bd9b11916e81ac97d871adb0053789c",
"Mobile"

[
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Ping Contents (Memrise Paid)

e Memrise did not have any ads mediation transferred in the test period.
e Free and Paid versions were the same.
e ep2.facebook.com (facebook ads service) was present.

Headers

Reponse
General Preview
Request Url
“data" : [
{ ;
“"cutoff time" : 2,
“timer kets" : 0,
"is_coa _accumulative" :
"“timer_interval® : 4
“conversion_value_rules” : [
{
Request Method ‘gsgxg?“:’"[—"““"‘ £
“"event_name"” :
}
Status Code 1
e
“"conversion_value" :
“events" : |
Version {

“event_name" :
}
)
T
{
“conversion_value" :
"events” : [

Remote Address

“event_name” :

Local Address

View File


http://ep2.facebook.com

Impact

e Mobile apps with subscriptions say you are not getting ads when you're using
them on paid mode.

e Categorically true, but they still can sell your data.
Advertisers can also get a piece if their APIs are still included.

e Even if the data leakage is small, stay away from companies that leak your data
when they say they're not.



Future Work

e See how Android versions of the apps operate

e Do further research into the ad formats on Unity3D
mediation

e Find a way to get a copy of what is being POSTed to the
ATT servers at the end of lessons

e And much more...



Summary

e Language learning apps are new ways to learn languages.

e Online advertising has many moving parts

e Network sniffers with MITM attacks are useful for reading
most web traffic
oStorm Sniffer is a cheap all-in-one network sniffer.

e Duolingo and Busuu send user info to Unity3D mediation in
their paid versions when they’re not supposed to.



THANKS FOR
WAHATCHING!

Do you have any questions?
plascencia.matt.31@gmail.com
https://substack.com/@matthewplascencia
https://www.youtube.com/@forensicswithmatt
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https://substack.com/@matthewplascencia

