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Yolo mode 2025 edition
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The Agent Goes Rogue
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It Could Have
Changed a VPC or security group–
Modified a Route 53 DNS record–
Deleted an S3 bucket someone else depends on–
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Why This Happened ( 2025 )

"Complete the task at all costs."
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Rule: Expect the unexpected
Agents are very motivated–
Agents do not learn from experiences ( outside of context )–
Agents have spiky intelligence–
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TL;DR
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The improvement in Agent Execution.
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Knowledge is flat.
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The Sandbox
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RL Training
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RL Training
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Infrastructure in the Sandbox
Prompt:Write some python code to set this up in AWS
activities_table = aws.dynamodb.Table(
    "momentum-activities",
    billing_mode="PAY_PER_REQUEST",
    hash_key="athlete_id",
    range_key="start_date",
)

lambda_function = aws.lambda_.Function(
    "momentum-app",
    runtime="provided.al2023",
    code=pulumi.FileArchive("../goapp/bootstrap.zip"),
    timeout=900,
)

function_url = aws.lambda_.FunctionUrl(
    "momentum-url",
    function_name=lambda_function.name,
    authorization_type="NONE",
)

13



Infrastructure in the Sandbox
Prompt:Setup a cron that calls my lambda at 6 am
daily_schedule = aws.scheduler.Schedule(
    "daily-checkin",
    schedule_expression="cron(0 6 * * ? *)",
    schedule_expression_timezone="America/New_York",
    target=aws.scheduler.ScheduleTargetArgs(
        arn=lambda_function.arn,
        role_arn=scheduler_role.arn,
    ),
)
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Infrastructure in the Sandbox
# Slack requires response in 3 seconds
# LLM inference takes 10-30 seconds
# Solution: Lambda invokes itself async

lambda_invoke_policy = aws.iam.RolePolicy(
    "self-invoke",
    role=lambda_role.id,
    policy=json.dumps({
        "Action": "lambda:InvokeFunction",
        "Resource": lambda_function.arn,
    }),
)
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"Deploy GLM-4.7-Flash on AWS"
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Debugging Across CloudWatch
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In the Sandbox
Expert-level code writing ability

Iterating rapidly

Wide knowledge of ecosystems and best practices

Past the John Henry moment?
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But Code Isn't the Hard Part
Does your role actually have the right permissions?–
Does your networking actually connect?–
Is there existing state that conflicts?–
Dry runs help. They don't catch everything.–
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Let It Cook → Eyes Open
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"I'll use git-filter-repo"
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"Done! It's removed."
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"I still see .env"
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"Wait. Where are the commits?"
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No Recovery
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What Actually Happened

Several days of demo work. Gone.
To the agent, git filter-repo and echo hello are the same thing. Just a tool call.
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Look Before You Leap

"The sandbox has edges you don't see."
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Kubectl
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"They're crashing again"
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Meanwhile, in ArgoCD
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A human makes the same mistake once.
Agents can make same mistake again and again.

Agents have no memory.

Our intuition can be wrong
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Three quadrants. One empty.

"There's one quadrant left."

32



The Schema Default Change
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The Invisible Blast Radius
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Here Be Dragons

The agent did everything right. And it still broke prod.
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The AI Hit Piece
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"Your prejudice is hurting matplotlib."
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"Gatekeeping in Open Source"
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terraform auto-approve

40



Feeling the Weight
To the agent, force-push and write-a-file and publish-a-hit-piece
are all just tool calls.

Agents are trained to complete tasks. They have no sense of
consequence.

41



Missing: Benchmarks
with asymmetric cost
Task: "Remove .env from git history"
Agent Action Outcome Benchmark Real

A --invert-paths --path .env repo intact ✓ ✓

B --path .env , backs up, recovers repo intact ✓ ✓

C "I'm not confident" nothing happens ✗ safe

D --path .env repo destroyed ✗ catastrophic
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We know what the quadrants are.
Agents know the sandbox.

They don't understand asymmetric downsides.
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Maybe They're Learning?
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Patterns That Work
Stay in the sandbox–
Read only credentials–
Dry runs and previews–
Operational maturity! & Guardrails–
Expect the unexpected–
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Send me your war stories.

Adam Gordon Bell — Pulumi

Send me your horror ( or success) stories.
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