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Profiling is
powerful

It’s (Becoming)

W h a—t accessible

And soon enough,
~frictionless
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Resources Allocation Behavior
Tracking

CPU or Memory
Continuous/Ad Hoc

Down to the function
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e “Where CPU time is spent”

e “Where do allocations occur”

e “Ohits the GC” (it’s veryrarely is)
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Flame graphs

Winding/Walking

Symbolization

eBPF

Words
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e How easyitis to implement?

e How easyitis to consume?

Accessibility
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Profiling was a fragmented field

Runtime sensitive
Usually operated separately

Binaries/OS were not always
compatible

Implement

Isolated pillar

arc %@ elastic

Grafana

Pyroscope
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Framework for standardizing
telemetry delivery

Spec and Collector
Metrics, Logs, Traces

Profiling signal released

Implement

‘Q

Telemetry
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Implement

Portable / Vendor neutral
Popular, referable
Multiple runtimes

Consistent

‘Q

Telemetry
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® Receiver

® Processor

e Exporter

receivers:
otlp:
protocols:

Implemen-t grzﬁ:ﬁpoint: 0.0.0.0:4317

processors:
batch: {}

exporters:
otlp/backend:
endpoint: <>

service:
pipelines:
traces:
receivers: [otlp]
processors: [batchl]
exporters: [otlp/backend]
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e SDK (instrumentation)

e *notalways needed

Implement

func (c *clickHouseHttpClient) Do(ctx context.Context, req xhttp.Request) (xhttp.Response, [Ibyte, error) {
ctx, span := serverTracer.Start(ctx, clickhouseServerDoSpan)
defer span.End()
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Consume

Profiles also contain information
about the logic peripherals

Its is hard to understand

Only few (humans) could make
decisions based of it.
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If Agents can read profiles

Agents can take you straight to
conclusions

The bar for benefiting from
profiling has been lowered

Consume

.—

o W

try—

<OpenTeleme
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Friction(less?)
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e Kernel sandbox for loading
programs with access to the
entire os and running apps

e Allows to hook on kernel and user
programs at entry/exit/custom
places.

e B P F “This is like putting Javascript

into the kernel.” - Brendan Greqgqg

A eBPF
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o \We hook

e \We work (safely)

e \We leave

SEC("kprobe/do_unlinkat")
int BPF_KPROBE(do_unlinkat, int dfd, struct filename *name)

eBPF 101 Eh

const char *filename;

pid = bpf_get_current_pid_tgid() >> 32;

filename = BPF_CORE_READ(name, name) ;

bpf_printk ("KPROBE ENTRY pid = %d, filename = %s\n", pid, filename);
return 0;

"kretprobe/do_unlinkat")

BPF_KRETPROBE (do_unlinkat_exit, long ret)
pid_t pid;

pid = bpf_get_current_pid_tgid() >> 32;

bpf_printk("KPROBE EXIT: pid = %d, ret = %ld\n", pid, ret);
return 90;
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eBPF+0O11Y

eBPF unblocks zero
instrumentation techniques

We can automate signal
generation without relying on
engineers

Used for generating traces,
metrics

And now - profiling
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Opentelemetry-ebpf-profiler

Wide support, including (kinda)
stripped binaries

No need for instrumentation

eBPF+Profiling
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Getting started

eBPF agent
OpenTelemetry Collector
Profiling backend

*K8s

AeBPF

Pyroscope
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eBPF agent is privileged

hostPID: true

securityContext.privileged = true

/sys, /proc, /lib volume mounts

Protiling Agent

hostPID: true
containers:
- name: profiler
image: otel/opentelemetry-collector-ebpf-profiler:latest
args: -
env: -
resources:
securityContext:
runAsUser: @
runAsGroup: @
privileged: true
volumeMounts:
- name: config
mountPath: /etc/otel/config.yaml
subPath: config.yaml
name: sys—kernel
mountPath: /sys/kernel
readOnly: true
name: tracefs
mountPath: /sys/kernel/tracing
readOnly: true
name: lib-modules
mountPath: /lib/modules
readOnly: true
name: proc
mountPath: /proc
readOnly: true
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Receiver
o OTLP

Processors
0 Metadata enriching

Exporter

Collector o Profiling backend

receivers:
otlp:
protocols:
grpc:
endpoint: 0.0.0.0:4317

processors:
k8sattributes:
auth_type: "serviceAccount"
passthrough: false
extract: -
pod_association:
- sources:
- from: resource_attribute
name: container.id
exporters:
otlp_http/pyroscope:
endpoint: http://pyroscope.profiling-lab.svc.cluster.local:4040

service:
pipelines:
profiles:
receivers: [otlp]
processors: [k8sattributes]
exporters: [otlp_http/pyroscopel
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Needs storage

StatefulSet

apiVersion: apps/vl
kind: StatefulSet
metadata:

name: pyroscope

namespace: profiling-lab
Backend e

serviceName: pyroscope
replicas: 1
selector: -
template:
metadata: -
spec:
containers:

— name: pyroscope
image: grafana/pyroscope: latest
args: =
ports: -
volumeMounts: -

volumeClaimTemplates:
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® Per service profile

e Complete metadata

e No need for code changes

How it looks like
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e Still early

e Symbolization

e Making sense out of it

Not Perfect
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Time spent on
serialization

total (3.99 mins)
runtime.goexit (2.82 mins)

github.com/fsnoti github.com/gammazero/workerpool. (¥*WorkerPool).dispatch.gowrap2 (1.25 mins)
github.com/fsnoti github.com/gammazero/workerpool.worker (1.25 mins)

github.com/|os. (§ groundcover.com/internal/shared/k8slogs/client. (*client).queueOrDropBatch. funcl (1.24 mins)

groundcover.com/internal/shared/k8slogs/client. (*client).sendBatch (1.24 mins)
groundcover.com/interni groundcover.com/internal/shared/k8slogs/client.MarshalStreamMapToProtobuf]
groundcover.com/intern: google.golang|google.g|groundcover.com/internal/shared/k8slogs/client. (
groundcover.com/intern: google.golang|google.g|groundcover.com/internal/shared/k8slogs/client. |

4l groundcover.com/internj google. google google.gll groundcover.com/internal/shared/k8slogs/clien
compress/gzip. (¥Writerf google. google google.glj groundcover.(
compress/flate groundcove
compress/flaieoIilo g HETCN Gleleli T ST RWIGI I g roundcove
compress/f

Total: 16.9 s (7.05%)
Self: 0 ns (0%)
Samples: 16,900,000,000
g googlelgoogle.q
google|google.g
google/google.g
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Blocking
Operations

main. startRouterServers. ValidateAct iveBackend. func3s (.65 )
github. con/g;

~gonic/gin. (Context) Next (5

tTenantsettingsContext. fun

con/facke/pge/vS/pgconn. (+PgConn) . ExecPrepared (1.60 5)
con/Jacke/pax/v/pg exectxtendedsuffix (1.60 5)
i

Withpotentia WriteReadbeadlock (750 ms)
ithub. con/jacke/pgx/v5/paproto3. (sFrantend) .Flush (700 ms)

asn_exc_debug (10/crypto/tls. (sConn) .Write (600 ms)

lexc_debug_User (1 crypto/t1s. (sConn) .uriteRecordLocked (600 ns)
rgentry_exit_to. crypto/tis. (sConn) .urite (500 ns)

2ap_page, tcp_sendasg (500 25)
£1b_fini kprobe_ftrace_handler (450 ms)

(450 ns)

. (+ResultReader) . readunt 1 Raues:

on (850 =5)
9x/v5 /pg

. (+PgConn) . peekiessage (890 ns)

1 gLthub. con/ Jacke/pgx/ v /paproto3. (sFrontend) Receive (890 ns)

. gEthub. con/Jacke/pgx/vS/paproto3. (schunkheader) .Next (750 ns)

ine. | 10.ReadAtLeast (750 m

1. Qithub. con/Jackc/pax/v5/paconn/internal /bgreader. (+BGReader) .Read (750 ms)
runtine. asn_exc_debug (10 crypto/tls. (=Conn).Read (650

ypto/tls. (vhat

crypto/t crypto/t

- eryprori

cryprori

net. (snetFo) .Read (500 ms) ool

internal/polL. (+FD) .Read (500 ms) crypto/i
U.read (500 ns)

Kprobe. ftrace_handler (450 ns)
agar_pre_hangler (450 ms)
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github.com/jackc/pgx/v5/pgconn. (¥ResultReader).readUntilRowDescription (850 ms)
T|github.com/jackc/pgx/v5/pgconn. (¥xPgConn) .peekMessage (800 ms)
s(github.com/jackc/pgx/v5/pgproto3. (xFrontend).Receive (800 ms)
. github.com/jackc/pgx/v5/pgproto3. (xchunkReader).Next (750 ms)
. io.ReadAtLeast (75@ ms)

.1github.com/jackc/pgx/v5/pgconn/internal/bgreader. (¥BGReader).Read (750 ms)
.lasm_exc_debug (10 crypto/tls. (*Conn).Read (650 ms)

.\exc_debug_user (1 crypto/tls.(xConn).readRecord0rCCS (650 ms)
.\irgentry_exit_to_ crypto/tls. (*kConn).readFromUntil (550 ms)

crypto/tls. (xhalf
crypto/t crypto/t

uffer).ReadFrom (550 ms)
e AR Tl +atLeastReader) .Read (550 ms)
Read (500 ms)
eBPF Overheadl Time .Read (500 ms)
* Total: 50 ms (0.05%) RUNEETNBESSRIET IS
Self: 50 ms (0.05%) (HELETI]
Samples: 50,000,000 TNRNELIRTY)

“RawSyscallé (500 ms)
internal/runtime/syscall.Syscallé (500 ms)
entry_SYSCALL_64_after_hwframe (500 ms)
do_syscall_64 (500 ms)
ksys_read (500 ms)
vfs_read (500 ms)
sock_read_iter (500 ms)
sock_recvmsg (500 ms)
inet_recvmsg (450 ms)
tcp_recvmsg (450 ms)
kprobe_ftrace_handler (450 ms)
aggr_pre_handler (450 ms)

security.
bpf_1lsm_|
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e 35rd party effects

e OS

® NMemory profiling

Much more
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The 4th Pillar

Profiling insights complements
MLT

Latency from metric - drill down
to a span - bottleneck from
profile

Suspicion from a profile - added
instrumentation - clearer signal
going forward

Single pane of glass
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Single | process_cpu

http:/flocalhost:4040

router:process_cpu:cpu v & £ © Last 30 minutes

SelectTag * proce cpu:cpu:nanoseconds: cpu:nanoseconds{servi name="router", Exe &
g L

undcover-main"}

Total nanoseconds of CPU time consumed

|||1I||‘n||,<.|ll |||’nl||.||. "|.|M'|’||m|||’I.|.Im|.|l.|||,|.|.||||||||.’|H||||‘I||“|||||| T Y Y

1.85 mins | 111 Bil samples (Time)

total (1.85 mins)

runtine,goexit (51.1 s) runtine. systenstack (51.4 s)

net/http. (¥Server).Serve.gowrap3 ( runtine.gcBgMarkWorker. func2 (49.1 s)

net/http. (*conn).serve (26.1 s)

net/http.serverHandler.Servel
github. con/gin-gonic/gin. (+E
github. con/gin-gonic/gin. (+E:

runtime.gcrain (48.9 s)
runtine. (xgcWork) . runtifll runtime. scanobj
runtime. handoff § runt

runtime. getempt

sysc|syscall.f github. con/gin-gonic/gin.
sysc{ sy github.com/getsentry/sentr|
github.com/getsentry/sentr|

github. con/gin-gonic/gin,
groundcoyain. initGrpect
main. stal github. con/gin-g
github. c(main. initGrpcCl:

main. stal github. con/gin-g

github. con/gin-4
groundcover. com,
groundcover. com
github. con/gin-

groundcover. com

sk ChatGPT

G x

Yes.
What stands out is not “business logic is hot,” but “the Go runtime and allocation/GC path are

dominating”
Top signals from the profile:

1. Allocation pressure is very high
« laggr_pre_handler is the top self-time frame at 15.5s self / 16.2s total
« right below it: runtime.getempty , runtime.greyobject, runtime.gcDrain,
runtime.scanobject , runtime.trygetfull, runtime.findObject
« that pattern usually means the handler is creating a lot of short-lived objects, and the runtime
is paying for allocation + mark/scan work.
2. GCis a major bottleneck
« runtime.gcDrain shows 9.45s self | 48.9s total
* runtime.greyobject 10.4s self
+ runtime.scanobject 6.3s self
« this s classic “CPU burned in garbage collection because object churn is high”
3. JSON decoding is non-trivial and likely part of the churn source
encoding/json. (+Decoder) . readValue
encoding/json. stateInString
encoding/json. (xdecodeState).skip
encoding/json. (xdecodeState) . rescanLiteral
encoding/json. unquoteBytes
These are not the absolute top cost, but they are visible enough to matter, and
encoding/json often causes allocation-heavy behavior if decoding into generic maps,
interfaces, or repeatedly building temporary structs/strings.
4. The flame graph suggests the hot path is request-serving related
+ Vvisible stacks include net/http. (xServer).Serve, net/http.serverHandler.ServeHTTP
github. com/gin-gonic/gin. ..
« also OpenTelemetry/gRPC-related frames appear in the stack
that implies the profile is from active request handling, not background-only work.

My read:
« The primary issue is probably memory churn inside 'aggr_pre_handler , not raw compute.

single | process_cr

<+ Ask anything
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Al+eBPF

Al will analyze profiles
without/alongside humans

eBPF is generating signals
without humans

They empower each other

Unblocks human-on-the-loop
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Takeaways

Introducing profiling becomes
easier

tooling/approach is standardized

It’s only getting better

There is so much your apps are
doing and you don’t know

eBPF unblocks human-agnostic
observability.

https://www.brendangregg.com/
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¢ (One command

e Full setup -
agent,collector,backend

Try it yourself
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groundcover

groundcover

eBPF based 011Y platform
OpenTelemetry native

BYOC Architecture

Al packed

Profiling - soon




