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What is Renovate?

● Automated dependency update tool by Mend.io

● Scans repositories and creates update 

pull requests

● Multi-platform and multi-ecosystem support 

30+ package managers)

● Eliminates manual tracking and reduces security risks

● Prevents technical debt accumulation



OSV Vulnerability Scanning

● Integration with OSV.dev database

● Real-time vulnerability detection

● Flags vulnerable dependencies in PRs

● Prioritizes security-critical updates



How can it run?
● GitHub App - Hosted by Mend.io

● Self-hosted - Run in your infrastructure

● Enterprise - Managed by Mend.io 

with dedicated support

● GitHub Action - Run per-repository workflows



But why not Dependabot?

✅ Highly flexible configuration 
and advanced features (even 
works with Dependabot vuln alerts)
✅ Scales to hundreds of repos 
with centralized control
❌ Complex initial setup and 
ongoing maintenance

Renovate VS

✅ Zero-config setup, works out of 
the box

❌ Limited customization and no 
cross-repo management

Dependabot





What Renovate does already



Shared Presets
● Central repository containing presets for different squads/teams

● Teams extend from mandatory global config + squad-specific presets

● Enables knowledge sharing 

and standardization across the org

● Version controlled — 

changes propagate automatically 

to all repos



 Authorising against private registries

● `hostRules` define per-registry authentication Docker, npm, Maven, and 

more)

● Configured via env vars — never in the config file

● Credentials stay out of version-controlled config files

● Secrets sourced from Vault or Kubernetes secrets for secure rotation



Custom Versioning for Monorepos

● Monorepo actions released independently with tags like action-name-v1.2.3

● Standard semver tools can't parse this — Renovate's regex versioning can

● Regex extracts the action name and version components separately

● Customizes branch prefixes, PR titles and commit messages per action

❌ Standard Semver (Doesn't Work)
   v1.2.3
   
✅ Monorepo Format (Renovate Regex)
   action-name-v1.2.3
   └──┬─┘└┬┘
   compatibility  semver



Validating Renovate

● Reusable GitHub Action wrapping renovate-config-validator

● Runs validation against a pinned Renovate version (renovate@XX.YY

● Catches config errors before they reach production

● Defaults to renovate.json but accepts any config file path as input



How self-hosted Renovate runs



Operating at scale



Autodiscover

● Repositories discovered via regex filter patterns, not 
a manual list

● Patterns split alphabetically across batches
● Ignored repos excluded via negative patterns
● New repos picked up automatically when they match 

a pattern



Webhook  Listener



Automating PR approval & merge

● Auto-approve bot runs explicit checks 

● PR integrity: is it a genuine Renovate PR?

● Package trust: is it allow-listed, the 

expected level, sufficiently aged?

● Auto-merge bot handles the rest once 

verified



Infinity data source

● Queries GitHub API directly

● Parses and transforms JSON 

responses into dashboard 

metrics

● Total Security PRs count

● Average PR merge times



K8s-monitoring



Alerting

● Job failures

● Long-running jobs

● Failure to create
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