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1. Intro to LoRa & Meshtastic

B. Hands-on with Meshtastic
iii. Red-teaming with LoRa / Meshtastic

A Building your own Meshtastic image
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What is LORa?
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What is LoRa (&g fBnge)?

e A proprietary radio communications technology. = =]
e Based on spread spectrum modulation. EIQ'

LoRa
e Developed by a French company, Cycleo, in 2010. =

e C(Cycleo was acquired by Semtech in 2012.

e Operates in the unlicensed, sub-Ghz ISM bands (US 902-928 MHz)
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LoRa vs WIFi / Bluetooth

@"‘ €)Bluetooth  LoRa

WLAN WPAN LPWAN
Low Gbps Low Mbps Low kbps
100 m 10m 2-20 km

© 2026 Venky Raju, All rights reserved 5



e Sensor networking
o Industrial 10T
o Smart Cities

o Agriculture

Appl ICatIOnS e Community networking

o Public networks
p\a(\ge
o Adhoc / Conferences
! o Hiking / Expeditions
o

v S,Oeed
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How do we

— LORa? _
Transport I
' We need these other
After all, LoRa is a Network layers to support
physical layer protocol applications

Data Link

Physical
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There are quite a few ways to use LoRal!

L§Ra Alliance’
Transport
Network ™ Jv';'f'l‘?f
Data Link L§RaMMN®
Physical L@Ra

/AN\ESHTAST/C

0)

L

(

—_
LoRa
N
S
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What is
Meshtastic?

A mesh network of devices
that use LoRa as the
wireless link.

Fully decentralized, and every
device can send, receive or
relay messages.

100% open source and
community driven!

https://meshtastic.or

© 2026 Venky Raju, All rights reserved
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10s of miles / kms



https://meshtastic.org

TTN vs Meshtastic vs Meshcore?

TTN - Consortium-driven, focussed on industrial 10T use cases.
Meshtastic - User friendly, community networking and personal loT.

Meshcore - Similar use cases as Meshtastic, arguably more capable.
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Hands-on with Meshtastic
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STEP 1:

How do | get Build or purchase a
S'[ar'[ed? Meshtastic-compatible

LoRa device
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Handheld -

J3 Sour
| © lispla

Looks like a RIM Blackberry . =

& TING Radio Configure
LCD screen with QWERTY /3 ) @O\
keyboard BB

|deal for messaging

LILYGO T-Deck

LILYGO T-Deck Plus
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Pocket | Belt

Pair with a smartphone app
(i0S / Android) for screen
and keyboard

Messaging and some I0T

© 2026 Venky Raju, All rights reserved

LowMesh Pocket-S
Solar / Battery

RAKwireless
WisMesh
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Node | Module

Pair with a smartphone app
(i0S / Android) for screen
and keyboard

May have a small on-board
OLED display

Breakout pins available for
some functions

IOT + Hacking

© 2026 Venky Raju, All rights reserved

Heltec ESP32 WiFi + BT
LoRa Node

Adafruit RP2040
+ RFM95 LORA
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STEP 2:

How do | get Flash the Meshtastic
started? firmware onto your shiny

new device!
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First, attach the antenna!
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Two ways to flash your device

Web Flasher: Drag-n-Drop:
- For ESP32-based devices - For RP2040 and nRF52 devices
- Requires USB drivers - Typically do not require a driver

- Device shows up as a drive
(UF2 bootloader)

https://meshtastic.org/docs/getting-started/serial-drivers/

© 2026 Venky Raju, All rights reserved 18


https://meshtastic.org/docs/getting-started/serial-drivers/

Web-based Flasher - https://flasher.meshtastic.org/

A FLASHER

4

Heltec V3 & 2.6.11.60ec®5e Beta ~ =}

Device Firmware Flash

Plug in your device via USB. Please ensure the cable is Choose from the release options or upload a release zip Flash your device. Choose whether you wish to update

not a power-only one. downloaded from Github. your device or wipe the flash and install from scratch.

[ Open Serial Monitor >_ ] ‘ Meshtastic Docs (] ] ( Contribute on GitHubgP j [ & Language v j
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Meshtastic Web Flasher

% flasher.meshtastic.org

Flash Heltec V3

Connect your device and e s e o s
St a rt th e u pd ate W i Z a rd . @ 1f your device is ESP32-S3 based, you may need to turn off, then press and hold the BOOT / USR button while plugging in

the USB cable.

Alternatively, you can try the 1286bps Reset method to place the device in correct mode. [ AEAE Tl

Choose baud rate

Flash firmware

@ FutErase and Instal

(@ After the flashing process is complete, you may need to press the RST button if the device does not reboot automatically
or says “waiting to download" in the console.

Not connec
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®©® [ Meshtastic Web Flasher 5+

< (@ [1 % flasher.meshtastic.org

flasher.meshtastic.org wants to connect to a serial

ASHER

Venky's Headphones
Soundcore Life Note
cu.Bluetooth-Incoming-Port
cu.SoundcoreLifeNote

cu.VenkysHeadphones

cu.debug-console , then press and hold the BOOT / USR button while plugging in

cu.wlan-debug

CP2102 USB to UART Bridge Controller (cu.usbserial-0001)
he device in correct mode. (oAl

o —

115280 is slower, but can be more reliable for low-quality connections.

Device
Flash firmware
@ Futrase and Instat
This process could take a while.

(@ After the flashing process is complete, you may need to press the RST button if the device does not reboot automatically
or says "waiting to download” in the console.

Update




[ Meshtastic Web Flasher

% flasher.meshtastic.org

Flash Heltec V3

Ensure device is plugged in via USB

@ 1f your device is ESP32-S3 based, you may need to turn off, then press and hold the BOOT / USR button while plugging in
the USB cable.

. .
Wa It u nt I I yo u S ee th e Alternatively, you can try the 1288bps Reset method to place the device in correct mode. (ANl

“Leaving..." message after S
the update finishes.

Flash firmware

process could take

Full Erase and Install

(@ After the flashing process is complete, you may need to press the RST button if the device does not reboot automatically
or says "waiting to download" in the console.

Flashing app 188% complete

Writing at 0x1bbe50 (918)

Writing at 0x1cl1£7 (93¢%)

Writing at 0x1c82a5 (948%)

Writing at Oxlcd2cb (95%)

Writing at 0x1d2843 (97%)

Writing at 0x1d81£7 (98%)

Writing at Oxldde7b... (100%)

Wrote 1902560 bytes (1203463 compressed) at 0x10000 in 107.807 seconds.
Leaving...
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Time for a

keyboard and
larger display!




Mobile Apps

App Store

24



Web-based Client - https://client. meshtastic.org/

Connected Devices
¥ Change Language: English

Manage your connected Meshtastic devices.

—

No devices connected

Connect a new device to get started.

+ New Connection

© 2026 Venky Raju, All rights reserved



Select the “LoRa” tab under
Modules > Radio Config

Change the region to US

© 2026 Venky Raju, All rights reserved

//\ Meshtastic

NAVIGATION
[0 Messages
0 Map

#3 Config

2, Nodes (0)
MODULES

% Radio Config
& Module Config

$ Channel Config

@ Meshtastic 0df0

4 Voltage: N/A
@ Firmware: 2.6.11.60ec05e

J Change Color Scheme
/ Change Device Name
Q Command Menu

¥, Change Language: English

®

client.meshtastic.org,

Radio Config

Device Position

Mesh Settings

Settings for the LoRa mesh

Region

Hop Limit

Frequency Slot

Ignore MQTT

OK to MQTT

Waveform Settings

Settings for the LoRa waveform

Use Preset

Modem Preset

Power Network Display

Sets the region for your node

LoRa

Bluetooth

Security

R save

[ UNSET

Maximum number of hops

LoRa frequency channel number

o

Don't forward MQTT messages over the mesh

When set to true, this configuration indicates that the user approves the packet to be uploaded to MQTT. Iif
set to false, remote nodes are requested not to forward packets to MQTT

Use one of the predefined modem presets

«©

Modem preset to use

I ann Eact

Powered by A Vercel | Meshtastic® is a registered trademark of Meshtastic LLC. | Legal Information
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Click on “Save”

The device should reboot.

Reconnect when the device
is ready

© 2026 Venky Raju, All rights reserved

//\ Meshtastic

NAVIGATION
[0 Messages
m Map

#3 Config

2, Nodes (0)
MODULES

%3 Radio Config
& Module Config

$ Channel Config

@ Meshtastic 0df0

4 Voltage: N/A
@ Firmware: 2.6.11.60ec05e

J Change Color Scheme
Z Change Device Name
Q Command Menu

%, Change Language: English

client.meshtastic.org,

Radio Config

@ Device Position

Mesh Settings

Settings for the LoRa mesh

Region

Hop Limit

Frequency Slot

Ignore MQTT

OK to MQTT

Waveform Settings

Settings for the LoRa waveform

Use Preset

Modem Preset

L J
Power Network Display LoRa Bluetooth Security

Sets the region for your node
[ = - ]

Maximum number of hops

LoRa frequency channel number

o

Don't forward MQTT messages over the mesh

When set to true, this configuration indicates that the user approves the packet to be uploaded to MQTT. If
set to false, remote nodes are requested not to forward packets to MQTT

Use one of the predefined modem presets

@

Modem preset to use

| Ann Fact v

Powered by A Vercel | Meshtastic® is a registered trademark of Meshtastic LLC. | Legal Information
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% client.meshtastic.org

3

Change the device name and
save.

Change Device Name

The Device will restart once the config is saved.

Long Name

Meshtastic 0df0

Short Name
0dfo

© 2026 Venky Raju, All rights reserved




The Meshastic
Stack

N
D
M
),
L
D
0))
J
O
LoRa

Radio parameters




Radio Parameters

For two LoRa nodes to l ' X X.. .]
communicate, their sorrt S
, J i
radio parameters = - —{% -
must match. e ~
X, %, ..l X ' X l
" frlfl/l\; 5 swl" >
il Tl
[y-lr yzr ] [y—ll y21 ]

© 2026 Venky Raju, All rights reserved 30



e Spreading factor
(bits per chirp)

| oORA e Bandwidth

(slice of spectrum)

Parameters

e Coding Rate
(amount of redundancy)

© 2026 Venky Raju, All rights reserved



Example

SF = 11 bits/chirp
BW = 250 KHz

Coding Rate = 4/5

© 2026 Venky Raju, All rights reserved

Chirp time T_= (2°7/BW) = 2048/250k = 8.2ms
Bit rate = SF/T_=11/8.2ms = 1.34 kbps

Data rate = Bit rate * Coding rate = ORI}

£



Meshtastic Presets

Short Turbo 21.88 kbps 71128 500 kHz"

Short Fast 10.94 kbps 71128 4/5 250 kHz

Short Slow 6.25 kbps 8 /256 4/5 250 kHz

Medium Fast 3.52 kbps 9/512 4/5 250 kHz

Medium Slow 1.95 kbps 10/ 1024 250 kHz
___--

Long Moderate 0.34 kbps 11 /2048 125 kHz

Long Slow 0.18 kbps 12 /4096 4/8 125 kHz

© 2026 Venky Raju, All rights reserved )}


https://meshtastic.org/docs/overview/radio-settings/#user-content-fn-1
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What about
interference

from other LoRa
networks?

© 2026 Venky Raju, All rights reserved

Meshcore, TTN and other LoRaWAN
networks share the same LoRa
physical layer.

How can my Meshtastic node avoid
processing packets of those
networks?



LoRa Framing and the “Sync word”

0x2B for Meshtastic sync word: 2 symbols
ﬁ header: 8 symbols
sync word payload: N, symbols
header payload
~— tim<;
preamble

Source: Vincent Savaux, Christophe Delacourt, Patrick Savelli.
Considering Sync Word and Header Error Rates for Performance
Assessment in LoRa System. Wireless telecommunications
Symposium, Apr 2021, San Francisco (virtual), United States.

© 2026 Venky Raju, All rights reserved 36



Node Addressing

6 5 4 3 2 1
Lower 4 octets of | | | |
Organizationally Unique Network Interface
Bluetooth EUI Identifier (OUI) Controller Specific
(aka MAC address) | | | |
- J
Y

Broadcast is OxFEFFEFEF Meshtastic Node ID

© 2026 Venky Raju, All rights reserved &7



Zero-Hop Direct Message

Channel Activity Detection
Transmit message

Source ID = A
Destination ID = B
Want ACK =1
. Data 2
g >  og . .
1 I/I/[l 1 |/|/[| Channel Activity Detection
[ Transmit message
o i

>

Source ID =B E

Destination ID = A
ACK

© 2026 Venky Raju, All rights reserved 38



Broadcast Message

[Managed flooding]

4) Node B is waiting longer than Node C
because its S/N ratio is higher.

1) Source A broadcasts 1a : o 1a
the message |/|/|\ 5) When it hears node C retransmit, it |/|/g\|
e withdraws from the flooding protocol.
e e
. B
A
=
I | )
| 3 i] 3 I”

1

- -
e
(@ 2) Node C waits the least because

its S/N ratio is lowest.

3) It decrements the hop counter
and re-broadcasts the message.

B,
. ]
.

.

H ¢

6) When Node A hears Node C's
transmission, it generates an
implicit ACK to the application.

=l

© 2026 Venky Raju, All rights reserved 39



Multi-hop Direct Message

[Managed flooding + memory]

2) Node E receives the
) I message via C l
1) Source A transmits | I} | K
the message 7y s
Destlnatlon E = l—
( ) _ult i
- Node C forwards
9 |||| the ACK to Node A
/A
=
I | )
“ 1
-
(1

4) Source C sends
future messages
to E via Node C

E T

=l

© 2026 Venky Raju, All rights reserved 40



Channels

[A sub-mesh, or community within the larger mesh]

' a ' & I a ' a '
>

il i <51l i I
- - d b d B - -
/N PR /N
Radlo + Network Mesh
A N A

I l . Channel l Kayakers
Dog Lovers l"" . un, ) ,m . ,...’ Channel

Channel m ] ||||! ) Illll ] ||||l

© 2026 Venky Raju, All rights reserved 41



About Channels

A channel is identified by a name and an encryption key
A node may belong to a maximum of 8 channels

All nodes are members of the unnamed Channel 0, with encryption key AQ==

© 2026 Venky Raju, All rights reserved 42



Red Teaming

© 2026 Venky Raju, All rights reserved
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ANotice

e This demonstration is strictly for informational purposes only.

e Do not use any of the techniques for malicious or illegal
activities.

e The presenter and host organization disclaim all liability.

e Attendees are solely responsible for their own actions.

© 2026 Venky Raju, All rights reserved



H OW can Enablers:

1. Longrange

adversaries 2 Low power
eXplOlt LORa? 3. Public mesh




Inspirations

Offensive loT for Red Team Implants — Part 1

@ | Tim Fowler

BLOG:
Offensive loT for Red

Team Implants
(Part 1)

BLACK HILLS | Information Security

00669

© 2026 Venky Raju, All rights reserved
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Block Diagram of the Implant

LoRa

S—”

e

|
. -

© 2026 Venky Raju, All rights reserved

Meshtastic
LoRa

Module

USB HID

Mouse USB
Header

—(__ >
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LoRa Module - Heltec WiFi LoRa module (V3)

. Physical Pin
. Power
. GND

Q GPIO

" Headerss @ soco
O Serial SPI 12C
. Connected
O Other

Pull Up/Down

Full USB
» capabilities via
these pins!

DRDOOO OO0 066060 a

HTIT-WSL_V3 Pin map

ELTEC

AUTOMATION

© 2026 Venky Raju, All rights reserved 49



USB Hub Module - Adafruit CH334F Mini USB Hub Breakout

e Two downstream
O CH334F O ports

TO Mini USB Of
aO oL .
2-Port @ e USB-C or pins for

O Hub O the host port

Host Port

© 2026 Venky Raju, All rights reserved 50



Schematic for the Heltec Wireless Stick Lite (No OLED)

Heltec
Wireless Stick Lite
ESP3253+5X1262 st e
iRST USB-C USER h T
oLlve : sy - 5V w ~ 5y —Red 1
=21 GND 3v3 (25 D+ E g D4 [—oreen 2
=316pPI012 GND |3 D- & & p— |—White 3
241 UORXD epi047 [ | GND o G [eBlack  Hog
% U0TXD . GP1048 % i USB header on Mouse PCB
£l6pi033 USER_SW [ Soak
L GPI034 GPI026 L=
Bl 6Pio3s GPI1020(USB_D+) |2
U cpio3e GPI018 |2 3 #[s z
40 cpio37 GPI021 L9 a 5|8
44 Gpio3s GPI019(USB_D-) 1L uz
42 cpiozg GPI017 12 =
43 Gpioso GPIO14 L3
A4 Gpiost RST_Sw 14
43 cpiou2 GPI016 L2
48 cpioss "~ GPIo15 L&
47 cpioue GPI07 1L
48 cpio1 P06 L8
19 cpio2 P05 L2
29 6pi03 GPiok 2% =25
L |

© 2026 Venky Raju, All rights reserved o1



Schematic for the Heltec WiFi LoRA module with OLED

Heltec
WiFi LoRa 32(V3)
ESP3253+5X1262
i RST USB—C PRGh
116ND GND He
215y 3v3 [
31ve 3v3 3
Alve GPI037 o
<2{ UORXD GPI046 |2
<&l uorxn GPI045 oo
L{RST_Sw GPI042 | =
81 USER_sw GPIo&1 B
<2 GPI036 GPI040 [
4% Gpio3s GPl039 1L
44 Gpio3s GPI038 1L
Adafruit CH334F 42 cp033 GrioL 12
= 43 Gpios7 GrI02 £
44 Gpioss GPIo3 L4
43 6pi026 GPIOY 12
; E‘::En 5V o ~ 5V 41—3 OLED_RST GPIOS 1—3
% - 17
USB header on Mouse PCB 3 White gt é &5 gt 18 gg:giggﬂzg_gtg gg:gs gg‘
>4 Black  leoyp Host  OND
o
o A A
Voo wn

uss
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Software

Fork of official firmware
2 files added

2 files modified

© 2026 Venky Raju, All rights reserved



New HID Keyboard Module (.cpp and .h)

e Meshtastic module that converts LoRa text messages into USB HID keyboard input

e Implements a USB Rubber Ducky—style scripting language with commands: STRING,
STRINGLN, ENTER, TAB, BACKSPACE, SPACE, GUI, ALT, CTRL, DELAY, and arrow keys

e Only processes direct messages (ignores broadcasts) and executes explicit LoKey
commands, preventing accidental execution of plain text

e Initializes automatically at device boot, ready to receive commands without manual
setup. Includes PING/PONG mechanism to signal readiness of USB host.

e Supports single modifiers (GUI/ALT/CTRL + key), dual modifiers (CTRL+SHIFT+key),
function keys (F1-F12), and special keys with proper timing delays

e Multi-Line Script Execution — Parses and executes multi-line LoKey scripts line-by-line
with automatic trimming and command separation

© 2026 Venky Raju, All rights reserved o4



Changes to platform.ini and Modules.cpp

e Defines HELTEC_V3_HID

e Integrate HID Keyboard into the Meshtastic module system by instantiating it in
setupModules() alongside other core modules

e Module initializes only when HELTEC_V3_HID is defined, keeping it disabled for other
boards and hardware variants

© 2026 Venky Raju, All rights reserved
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Today’s Demo Scenario

/u /’\ . ‘th.mpc\
\ a /Rzlsst

a/

© 2026 Venky Raju, All rights reserved
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Building your own Meshtastic
firmware image

57



Pre-requisites

e Install git
e Install VSCode / Cursor / Windsurf / ...
e Clone the meshtastic firmware repo

© 2026 Venky Raju, All rights reserved 58



EXTENSIONS: MARKETPLACE B8 Extension: PlatformlO IDE X

PlatformlO
PlatformlO IDE

Batormioioe (AL PlatformlO & platformio.org | & 6,041,027 | % (3933)

Your Gateway to Embedded Soft.
& PlatformlO Install | Your Gateway to Embedded Software Development Excellence: CMSIS, ESP-IDF, FreeRTOS, libOpenCM3, mbed OS,

EB PlatformlO Big Buttons 9K % 5 & > Install ./ Auto Update &%
S Install

DETAILS

[
7%

4K

Install Marketplace

Install the PlatformlIO
PlatformlO IDE for VSCode e sttt
IDE extension i et

Install Version 3.3.4

Unlock the true potential of embedded software development with PlatformlO's collaborative ecosystem, Published 8 years ago
LR embracing declarative principles, test-driven methodologies, and modern toolchains for unrivaled success. Last Released 10 months ago
Install « Open source, maximum permissive Apache 2.0 license
Categories
RS « Cross-platform IDE and Unified Debugger
+ Static Code Analyzer and Remote Unit Testing Brara o Lalotaes

Install = Multi-platform and Multi-architecture Build System
Linters | Debuggers | Testing
« Firmware File Explorer and Memory Inspection.
loT Extension Pack 35K * 5
ild IoT Solutions p o

Platforms: Atmel AVR, Atmel SAM, Espressif 32, Espressif 8266, Freescale Kinetis, Infineon XMC, Intel ARC32,
Intel MCS-51 (8051), Kendryte K210, Lattice iCE40, Maxim 32, Microchip PIC32, Nordic nRF51, Nordic nRF52,
A NXP LPC, RISC-V, Silicon Labs EFM32, ST STM32, ST STMS, Teensy, TI MSP430, Tl Tiva, WiZNet W7500 £] Repository
o © Issues

Frameworks: Arduino, CMSIS, ESP-IDF, ESP8266 RTOS SDK, Freedom E SDK, Kendryte Standalone SDK,
Install icense

Kendryte FreeRTOS SDK, libOpenCM3, mbed, PULP OS, SPL, STM32Cube, WiringPi, Zephyr RTOS

install Resources

PlatformlO
> 287
A Features [2 Marketplace

Cross-platform code builder without external dependencies to a system software:
STM32CubeMXPIO P 1000+ embedded boards

> . 40+ development platforms
BASSON XVI

20+ frameworks
Discotools

Install

D 2K X5

C/C++ Intelligent Code Completion

Install C/C++ Smart Code Linter for rapid professional development
Library Manager for the thousands of popular libraries
X8 ®oAo0

© 2026 Venky Raju, All rights reserved




firmware

EXPLORER .+ @ PIOHome platformio.ini X
FIRMWARE

> .clusterfuzzlite

e > devcontainer
> .github [platformiol
> trunk = e
> vscode

> arch o
> bin arch/*/. ini
> bi

variants/*/+/platformio. ini

> boards variants/*/diy/*/platformio. ini

.
I hIS l I lay take a feW > branding src/graphics/niche/InkHUD/PlatformioConfig. ini

minutes to complete.

> meshtestic s = bin/platformio-custom.py
> monitor

> protobufs

> release

> src

> test = —Wno-missing-field-initializers

> variants

~Wno-format
~Isrc -Isrc/mesh ~Isrc/mesh/generated ~Isrc/gps ~Isrc/buzz —Wl,-Map,"“${platformio.build_dir}"/output.map
$ .env.example ~DUSE_THREAD_NAMES

gitattributes ~DTINYGPS_OPTION_NO_CUSTOM_FIELDS

gitignore

dockerignore

gitmodules
gitpod.ym|
= .semgrepignore
alpine.Dockerfile
CODE_OF_CONDUCT.md
CONTRIBUTING.md
docker-compose.yml
Dockerfile
f LICENSE
= meshtasticd.spec.rpkg
H partition-table-8MB.csv
@ partition-table.csv
B platformio.ini
pyocd.yami > PlatformlO: Configuring project: 90%

RFADMF.md
> OUTLINE Source: PlatformiO IDE Cancel

> TIMELINE

X o develop O A | Ln1,Col1 TabSize:4 UTF-8

© 2026 Venky Raju, All rights reserved




Pick Project

EXPLORER 0 Horr PlatformIO: Environment recently used €&

, FIRMWARE version.properti _PlatformiO: Focus on Project Tasks View

> boards [VERSION]  Git: Cherry Pick.
> branding =2
> data =7

> debian
extra_scripts
images
meshtestic

monitor

Make a small change in S

src
test

the version.properties

dockerignore

env.example
file
. gitignore
gitmodules
gitpod.ym|
= .semgrepignore

alpine.Dockerfile

From the command

CONTRIBUTING.md
docker-compose.yml

palette, select L v

LICENSE
= meshtasticd.spec.rpkg

Platforml!O : Pick S

platformio.ini OBLEMS  OUTPUT EBUG CONSO! ERMIN, T [ PlatformlO: Project Config \/

H H pyocd.yaml Unpacking 0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
rOJ eC nVI ro n I I le n README.md Library Manager: XPowersLib@@.3.1 has been installed!
renovate.json Library Manager: Installing https://github.com/meshtastic/ESP32_Codec2/archive/633326c78a 430fcdf25b41672f . 2ip

Downloading. ...
Unpacking 0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Library Manager: ESP32 Codec2@l.0.1 has been installed!
£ suppressions.txt Library Manager: Installing rweather/Crypto @ 0.4.0
{} userPrefs.jsonc Downloading % 10% 20% 30% 40% 50% 60% 7% B0% 90% 100%
Unpacking @% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Library Manager: Crypto@d.4.0 has been installed!
Updating metadata for the vscode IDE...
Project has been successfully updated!

rpkg.conf
SECURITY.md

version.properties
> OUTLINE

> TIMELINE

% g develop* o / © [ & Default (firmware) © Auto © Not Committed Yet Ln4,Col 14 Spaces:4 UTF-8 LF {} Properties &

© 2026 Venky Raju, All rights reserved




env:heltec-v3
EXPLORER O Hon Projects/firmware
/ FIRMWARE version.propert ision-master-e21
> boards [VERSTON] ision-master-e213-inkhud
> branding =2 s:heltec-wsl-

> data =1

> debian
extra_scripts
images
meshtestic

monitor

Select Heltec-V3 or e

src
H test

your device
dockerignore
env.example
gitattributes
gitignore
gitmodules
gitpod.ym!

= .semgrepignore
alpine.Dockerfile
CODE_OF_CONDUCT.md
CONTRIBUTING.md
docker-compose.yml
Dockerfile
LICENSE
= meshtasticd.spec.rpkg

partition-table-8MB.csv
partition-table.csv
platformio.ini OBLEMS  OUTPUT EBUG CONSO! ERMIN, - F PlatformlO: Project Config \/

pyocd.yaml Unpacking 0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

README.md Library Manager: XPowersLib@@.3.1 has been installed!

renovate json Library Manager: Installing https://github.com/meshtastic/ESP32_Codec2/archive/633326¢78a 430fcdf25b41672f . 2ip

Downloading. ...

Unpacking 0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Library Manager: ESP32 Codec2@1.0.1 has been installed!

£ suppressions.txt Library Manager: Installing rweather/Crypto @ 0.4.0

{) userPrefs.jsonc Downloading 0% 10% 20% 30% 4% 50% 60% 70% 80% 90% 100%

Unpacking 0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Library Manager: Crypto@d.4.® has been installed!

Updating metadata for the vscode IDE...

Project has been successfully updated!

rpkg.conf

SECURITY.md

version.properties

> OUTLINE
> TIMELINE

% g develop* o / © [ & Default (firmware) © Auto © Not Committed Yet Ln4,Col 14 Spaces:4 UTF-8 LF {} Properties &
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This may take a couple

of minutes.

© 2026 Venky Raju, All rights reserved

firmware

EXPLORER 0 Hon version.properties M X
/ FIRMWARE version.properties

2 boards [VERSION]

> branding =2

> data =1

> debian
extra_scripts
images
meshtestic
monitor
protobufs
> release
src
test
variants
dockerignore
env.example
gitattributes
gitignore
gitmodules
gitpod.ym!
= .semgrepignore
alpine.Dockerfile
CODE_OF_CONDUCT.md
CONTRIBUTING.md
docker-compose.yml
Dockerfile
LICENSE
= meshtasticd.spec.rpkg
partition-table-8MB.csv
partition-table.csv
platformio.ini T G
pyocd.yaml
README.md

Resolving heltec-v3 dependencies. ..

Tool Manager: Installing espressif/toolchain-xtensa-esp32s3 @ 8.4.0+2021r2-patch5
renovate.json Downloading 0% 10% 20% 30% 40% 50% 6% 70% 80% 90% 100%

rpkg.conf Unpacking % 10% 20% 3% 40% 50% 60% 70% 80% 90% 100%

Tool Manager: toolchain-xtensa-esp32s3@8.4.0+2021r2-patchS has been installed!
Tool Manager: Installing espressif/toolchain-riscv32-esp @ 8.4.0+2021r2-patchs
Downloading 0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Unpacking % 10% 20% 3% 40% 50% 60% 70% 80% 90% 100%

Tool Manager: toolchain-riscv32-esp@8.4.0+2021r2-patch5 has been installed!

SECURITY.md

£ suppressions.txt

{} userPrefs jsonc
version.properties

PlatformlO: Project Config \/

Library Manager: Installing https://github.com/meshtastic/esp8266-oled-ssd1306/archive/@cbc26b1f8f61957af0475f486b362eate7ccde2. zip

Unpacking @% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

2louTHing Library Manager: ESP8266 and ESP32 OLED driver for S5D1306 displays@4.4.1 has been installed!

> TIMELINE

> o develop*

7 env:heltec-v3 (firmware) © Auto $ Not Committed Yet

Library Manager: Installing https://github.com/meshtastic/OneButton/archive/fa352d668c53f290cfa480a579ad422cd828c70.zip
Ln4,Col 14 Spaces:4 UTF-8 LF {} Properties

8




firmware

EXPLORER o 3 me version.properties M X
 FIRMWARE version.properties
> boards [VERSION]
> branding =2
> data
> debian
extra_scripts
> images
> meshtestic
. > monitor
Start the build
y > release
> src
test
> variants
.dockerignore
.env.example
.gitattributes
gitignore
gitmodules
gitpod.yml
semgrepignore
alpine.Dockerfile
CODE_OF_CONDUCT.md
CONTRIBUTING.md
docker-compose.yml
Dockerfile
LICENSE
meshtasticd.spec.rpkg
partition-table-8MB.csv
partition-table.csv

platformio.ini )BLEMS  OUTPUT  DEBUG CONSOLE e PlatformiO: Project Config \/

Bl Resolving heltec-v3 dependencies. ..

README.md Tool Manager: Installing espressif/toolchain-xtensa-esp32s3 @ 8.4.0+2021r2-patch5
renovate.json Downloading 0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

rpkg.conf Unpacking 0% 1% 20% 30% 40% 50% 60% 7% 80% 90% 100%

Tool Manager: toolchain-xtensa-esp32s3@8.4.0+2021r2-patch5 has been installed!
Tool Manager: Installing espressif/toolchain-riscv32-esp @ 8.4.0+2021r2-patchS
Downloading 0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

SECURITY.md
suppressions.txt

userPrefs.jsonc Unpacking 0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

version.properties Tool Manager: toolchain-riscv32-esp@8.4.@+2021r2-patch5 has been installed!

Library Manager: Installing https://github.com/meshtastic/esp8266-oled-ssd1306/archive/0cbc26b1f8f61957af0475f486b362eafe7ccde2.zip
Unpacking 0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Library Manager: ESP8266 and ESP32 OLED driver for SSD1306 displays@4.4.1 has been installed!

2 UMECINE Library Manager: Installing https://github.com/meshtastic/OneButton/archive/fa352d668c53f290cfad80a5f79ad422cd828c70. zip

> OUTLINE

X | I develop* < env:heltec-v3 (firmware) Auto ¢ Not Committed Yet Lnd, Col 14 Spaces:4 UTF-8 LF {} Properties
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firmware

EXPLORER O Hon version.properties M X
/ FIRMWARE version.properties

> boards [VERSION]

> branding =2

> data =1

> debian
extra_scripts
images
meshtestic

monitor

This may take a minute S

test
or so
.
dockerignore
env.example
gitattributes
gitignore

C I 3 gitmodules
ongratulations, you
. alpine.Dockerfile
have now built your
CONTRIBUTING.md
. docker-compose.yml
own firmware image!
® f LICENSE
= meshtasticd.spec.rpkg
partition-table-8MB.csv
partition-table.csv

platformio.ini OBLEW OUTPUT  DEBUG CONSO! TERMINAL

ocd.yam
p{ % — 0xe000 | /Users/macevindaloo/.platformio/packages/framework-arduinoespressif32/tools/partitions/boot_app@.bin
README.md - 0x10000 | /Users/macevindaloo/Projects/firmware/.pio/build/heltec-v3/firmvare.bin
renovate json Using esptool.py arguments: ——chip esp32s3 merge_bin -0 /Users/macevindaloo/Projects/firmware/.pio/build/heltec-v3/firmware. factory.bin —flash_mode dio —flash_freq 80
m —flash_size 8MB @x0000 /Users/macevindaloo/Projects/firmware/.pio/build/heltec-v3/bootloader.bin 0x8000 /Users/macevindaloo/Projects/firmware/.pio/build/heltec-v3/pa
rpkg.conf rtitions.bin 0xe@@0 /Users/macevindaloo/.platformio/packages/framework-arduinoespressif32/tools/partitions/boot_appd.bin @x10008 /Users/macevindaloo/Projects/firmware/.
SECURITY.md pio/build/heltec-v3/firmvare.bin
- esptool.py v4.5.1
= suppressions.txt Wrote @x1fca@@ bytes to file /Users/macevindaloo/Projects/firmware/.pio/build/heltec-v3/firmware.factory.bin, ready to flash to offset @x@
[SUCCESS] Took 66.67 seconds

{} userPrefs.jsonc

version.properties Environment  Status  Duration

00:01:06.669
i B 1 will by d by k: ke 1
Bl Terminal wi e reuse tasks, press any key to close it.
> TIMELINE v B z 4

> o develop* A ¢ env:heltec-v3 (firmware) © Auto Ln4,Col 14 Spaces:4 UTF-8 LF {} Properties & 0
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version.properties M X

FIRMWARE

Upload the firmware to
your device.

version

OUTLINE

TIMELINE

© 2026 Venky Raju, All rights reserved




firmware

version.properties M X

RMWARE

boards

branding
OO0 data
debian
extra_scripts
mages
meshtesti

monitor

This may take a couple
of minutes. p o

dockerignore

env.example

gitattributes

gitignore
. . 5 ting at @x0816c4f6
gitmodules itin 0x00171eal
po 8x00177170
ritd 8x0017cde:
epignore 09181

alpine.Dockerfile

shows your custom

CONTR TING.md
- ° docker-compose.yml|
8 0x00126d3d. . .
version strin
* LICENSE b
v t @
neshtasticd.spec.rpkg 2
8x@01c95bd. .
8x001cef76
artition-table.csv 0x001d457a
0x001d9e07. ..
0x001e0490. ..
pyocd.ya r 8x001e97bb. . .
leeb

partition-table-8MB.cs
platformio.ini

README -

2 (100
7792 bytes 5000 compressed) at @x00010002 in 20.3 seconds (effective 796.1 kbit/s)

re )
& rpkg.cont
2%

as | emm——
2.7.14-VR (4118e1c01)

SECURIT
Leaving. ..

suppressions.txt Hard reset

[SUCCESS] Took 46.15 seconds

Uptime
No Apps Connected

} userPrefs.jsonc
version.properties v Environment  Status  Duration

.149
OUTLINE

BN Terninal will be reused by tasks, press any key to close
TIMELINE

develop® O 0 3 env:heltec-v3 ) ste s : oz
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Thank you!

venky.raju@gmail.com




