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WHAT IS APF? 

API Priority and Fairness (APF) in Kubernetes, classifies and isolates API server 
requests in a more fine-grained way, introducing prioritization, queuing, and 
isolation. 

So critical requests always get through and no single client can starve the rest.

Kubernetes v1.29 [stable]



The Problem — Before APF



APF Goals



APF - High  Level 



APF RESOURCES

FlowSchema
Matches incoming API requests against rules (user, 
verb, resource, namespace) and routes them to the 
appropriate PriorityLevelConfiguration.



FLOWSCHEMA MatchingPrecedence



FLOWSCHEMA RESOURCE SPEC

ByUser, ByNamespace, 
None
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APF RESOURCES

PriorityLevelConfiguration
Defines a priority tier, concurrency share, and 
queues.
How to handle requests when over capacity. I.e. 
admit, queue, or reject.



PriorityLevelConfiguration RESOURCE SPEC

Exempt, Limited
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CONCURRENCY / SEATS

concurrency (seats) = 
            apiserver-max-requests           nominalConcurrencyShares
                                                            sum(nominalConcurrencyShares) 

*



CONCURRENCY / SEATS

For example, to calculate concurrency for PriorityLevel catch-all having 
5 nominalConcurrencyShares

Max allowed requests = 600
Sum(nominalConcurrencyShares) = 245

concurrency = 600 * 5/245 = 12



LIST REQUEST SEATS ASSIGNMENT    

kubectl get pods -A



Queue



QUEUE - Hand Size - Shuffle Sharding 



REQUEST FLOW - Exempt      



REQUEST FLOW - Queue      



REQUEST FLOW - Queue      



REQUEST FLOW - Reject      



REQUEST FLOW - Reject      



APF Metrics

1. apiserver_flowcontrol_dispatched_requests_total

2. apiserver_flowcontrol_current_inqueue_requests

3. apiserver_flowcontrol_rejected_requests_total

4. apiserver_flowcontrol_current_executing_requests

5. apiserver_flowcontrol_current_executing_seats

6. apiserver_flowcontrol_request_wait_duration_seconds



APF DEBUG ENDPOINTS



APF  Logs - Client Side

Waited for 1.033772408s due to client-side throttling, not 
priority and fairness, request: 
GET:https://api.example.org/apis/pkg.crossplane.io/v1?timeo
ut=32s

APF adds the following two headers to each HTTP response message



APF  Logs - Server Side

I0517 17:10:42.517920      11 httplog.go:132] "HTTP" 
verb="GET" URI="/metrics" latency="554.668µs" 
userAgent="pod_nanny/1.8.14" 
audit-ID="5b4e4c63-bb9f-4293-bd2d-2e62409adc95" srcIP="" 
apf_pl="workload-high" 
apf_fs="kube-system-service-accounts" apf_iseats=1 
apf_fseats=0 apf_additionalLatency="0s" 
apf_execution_time="133.04µs" resp=403

At -v=3 or more verbosity, the API server outputs an httplog line for every 
request



APF Best Practices
● Use separate FlowSchemas for mutating

● Throttle / limit expensive LIST requests

● Ensure non-critical clients have lower priority

● Assign higher priority levels to essential system components

● Set appropriate FlowSchema for critical requests (e.g., 
Kubernetes administrators, leader elections, leases, etc.)

● Ensure requests from non-critical DaemonSets are within limits

● Careful in recursive requests scenarios



THANK YOU 

We are hiring!

Contact: linkedin.com/in/nareshku

Q & A


