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You.com

Our founders have pushed the 
frontier of AI, NLP, and LLMs for 
over a decade.

AI Pioneers

2014

Stanford research 
pioneered deep
learning + NLP
with Nvidia GPUs

2016

Socher appointed 
Chief Scientist to 
lead AI at
Salesforce

2018   2021

First to incorporate 
GenAl in search - 
patent pending

2022 2023

LM Firsts: 
Personalization,
with a full Web API

2024

Launches LLM 
selection and 
multi-modal 
input 

      
Revolutionized
NLP and search
with 
contextualized
word vectors

First LLM fully 
connected to the
web for real-time 
knowledge 

Richard Socher Bryan McCann
CTO & Co-Founder

Former Lead AI 
Researcher

at Salesforce

CEO & Co-Founder
Former Chief Scientist & EVP

at Salesforce & Stanford 
Professor
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You.com supports the world’s leading AI teams

1B+
Queries served  monthly

5K+
API customers  to date

57%
Fortune 500 penetration

Scale Engagement Enterprise Grade

Our APIs operate at true internet scale for customers globally.



Our Story:
We Are Isovalent, now Cisco – Creators of eBPF & Cilium 

THOMAS GRAF
Co-founder & 

CTO

DAN WENDLANDT
Co-founder & CEO

› Linux Networking & Security – eBPF maintainer
› Kubernetes & Distributed Systems
› Open-source community

• Founded in 2017, Isovalent is the enterprise company 
behind Cilium.

• We are passionate about reinventing Networking & 
Security for the Cloud Native Era with eBPF. 
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1. Introduction
2. The Rise of AI
3. Why AI Breaks Traditional Infrastructure
4. 3 Common Mistakes
5. Building the Right Foundation
6. Enforcing Security and Compliance
7. How to Add Live Data to Your AI
8. High Level Overview
9. Who Benefits, and How?

10. Closing



The Rise 
of AI
AI adoption is accelerating, but 
infrastructure readiness is 
lagging. 
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The Rise of AI
Challenges

⬡ Overprovisioned GPUs drive 
high costs

⬡ Legacy VM mindset limits 
scale

⬡ Weak inter-node traffic 
security

⬡ Compute-heavy distributed 
AI workloads

⬡ Sensitive data requires 
compliance controls

Core Problem:
Enterprises are 

rapidly adopting 
AI without proper 

infrastructure 
foundations



Why AI Breaks Traditional 
Infrastructure
⬡ Extreme GPU and compute demand

⬡ High performance networking required

⬡ Strict security and compliance needs

⬡ AI workloads exceed VM design limits

9
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3 Common 
Mistakes

The three common mistakes 
enterprises make when 
building AI infrastructure.
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3 Most Common Mistakes
1. Overprovisioning 

Resources
⬡ Resource 

overprovisioning
⬡ Idle GPUs
⬡ Fear-driven 

overplanning
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2. Legacy 
Infrastructure Mindset
⬡ Poor alignment 

with K8s
⬡ Limited flexibility 

for AI workloads

3. Insufficient Security 
⬡ Increased risk of 

data leaks
⬡ Network security 

limited to isolation



Building 
the Right 
Foundation
Build the right foundation for 
your AI workloads with 
Kubernetes + k0rdent.
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Why Use Kubernetes for AI?

⬡ Scalable distributed workload 

orchestration

⬡ Efficient GPU resource scheduling

⬡ Automated deployment and scaling

⬡ Cloud-native infrastructure flexibility
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You Can’t Just Run AI on Kubernetes As Is!
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GPU Scheduling01 02

03 04

Bottlenecks 😕:
Long-Running & 

Stateful

Complex 
Workflows Data Movement



What is 
Open-source Kubernetes-native platform by Mirantis
⬡ Unified Kubernetes management (cloud, on-prem, edge)

⬡ GitOps automation

⬡ Built-in governance & policies

⬡ Built for distributed + AI workloads

⬡ Observability & FinOps visibility (via KOF)
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k0rdent Observability & FinOps (KOF)
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KOF UI via OSS k0rdent



k0rdent Observability & FinOps (KOF)

18KOF with Grafana



Outcomes: k0rdent + Kubernetes

⬡ Scalable, multi-cloud AI infrastructure

⬡ Centralized cluster management

⬡ Faster model deployment (GitOps)

⬡ Stronger security & policy control

⬡ Lower operational complexity

⬡ Visibility into resource usage and costs 

via KOF 19
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Use Your 
Favorite 
Services 
with Ease
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Check out
k0rdent!



Enforcing 
Security and 
Compliance 
with Cilium

Keep your data safe and 
compliant with Cilium in the 
age of AI

22



What is Cilium?



How Can We Secure AI Systems Against 
Evolving Threats?
⬡ MITRE ATLAS Framework

∙ T0018: Backdoor ML Model Tampering
∙ T0010: ML Supply Chain Compromises
∙ T0015: Data and Model Poisoning

24
https://atlas.mitre.org/



How Can We Secure AI Systems Against 
Evolving Threats?
⬡ Top 10 Risk & Mitigations for LLMs and Gen AI Apps

∙ LLM01: Prompt Injection (PoisonGPT Attack)
∙ LLM03: Supply Chain (PyTorch Supply Chain Attack)
∙ LLM04: Data & Model Poisoning (Probllama CVE-2024-370032)

⬡ Paired it with MITRE ATLAS
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ML Supply Chain Compromise
⬡ Attack Vector: Compromise of 

third-party ML dependencies and 
data sources

⬡ Real Example: PyTorch supply chain 
attacks targeting ML developers

⬡ Defense: FQDN network policies 
control external data sources w/ 
Cilium
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 Backdoor ML Model
⬡ Attack Vector: Manipulation of 

training data to insert hidden 
triggers

⬡ Real Example: PoisonGPT attack on 
Hugging Face models

⬡ Defense: eBPF-based file monitoring 
detects training data tampering
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LLM Prompt Injection
⬡ Attack Vector: Adversarial prompts 

manipulating model behavior

⬡ Real Example: CVE-2024-37032 
(Probllama) path traversal via model 
uploads

⬡ Defense: Runtime monitoring 
detects malicious LLM behavior 
patterns
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Using Cilium and Tetragon Together
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Make Your AI 
Smarter with 
Real-Time 
Search with 
you.com
Presented by: Anjelica 
Ambrosio
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Search API for the LLM Age

One API, All of the Data 
Seamlessly blend the latest web 
and news search from leading 
sources

Long, Rich Snippets
Get rich context for every result;
perfect for LLMs & agentic 
workflows

Real-Time Freshness
Answer questions with leading 
recency and semantic accuracy

Enterprise Reliability
Built for scale, with robust 
uptime and unified billing

01 02

03 04

You.com’s APIs empower developers to build more accurate, faster, and fresher AI 
experiences—at a lower cost.
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You.com 
Search API: 
What do we 
solve for?
Use cases generalize 
across numerous 
agentic workflows.

De facto Web Search API provider for OpenAI OSS model.

News API to serve the latest breaking news for all their US 
visitors.

Web Search API with Accio, Alibaba’s AI-powered B2B sourcing 
agent, to acquire the latest product information enhancing
sourcing accuracy.

Web Search API to allow any enterprise agentic workflow to
have access to the web index in real-time.

Product recommendations, spotting user trends early on,
dynamic pricing, and more.

Guide to Our APIs

http://you.com


33

Getting Started with You.com



Review
By Anjelica & Christian
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High-Level Architecture Overview

Kubernetes

Models/LLMs

Middleware/APIs

Application
Keeps 
data 

compliant 
+ secure

Orchestration + Infrastructure

Optimized 
for LLMs



Who Benefits? For Teams Scaling AI
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Platform Engineers AI Developers



Thank You!
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You.com: Try it for Free! AI/ML Free Lab

http://you.com

