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You.com

Al Pioneers

Our founders have pushed the
frontier of Al, NLP, and LLMs for

over a decade. ‘/
Richard Socher Bryan McCann
<NVIDIA.  NORWEST CEO & Co-Founder CTO & Co-Founder
Former Chief Scientist & EVP Former Lead Al
at Salesforce & Stanford Researcher
Professor at Salesforce

2014 2016 2018 2021 2022 2023 2024

Stanford research Socher appointed Revolutionized First to incorporate First LLM fully LM Firsts: Launches LLM
pioneered deep Chief Scientist to NLP and search GenAlin search - connected to the Personalization, selection and
learning + NLP lead Al at with patent pending web for real-time withafull Web APl multi-modal

with Nvidia GPUs Salesforce contextualized knowledge

word vectors input




You.com supports the world’s leading Al teams

Our APIs operate at true internet scale for customers globally.

E Scale R{ Engagement Enterprise Grade

1B+ 5K+ 57%

Queries served monthly API customers to date Fortune 500 penetration

@ OpenAl €2 Alibaba @ DuckDuckGo dhe delegraph

amazon < databricks



Our Story:

We Are Isovalent, now Cisco - Creators of eBPF & Cilium

e Founded in 2017, Isovalent is the enterprise company
behind Cilium.

* We are passionate about reinventing Networking &
Security for the Cloud Native Era with eBPF.
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THOMAS GRAF DAN WENDLANDT
Co-founder & Co-founder & CEO
CTO
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Linux Networking & Security — eBPF maintainer
Kubernetes & Distributed Systems
Open-source community
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The Rise =
of AI

Al adoption is accelerating, but & -
infrastructure readiness is & < ‘

lagging.



The Rise of Al

Core Problem:

Enterprises are
rapidly adopting
Al without proper
infrastructure
foundations

001
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Challenges

Overprovisioned GPUs drive
high costs

Legacy VM mindset limits
scale

Weak inter-node traffic
security

Compute-heavy distributed
Al workloads

Sensitive data requires
compliance controls




Why AI Breaks Traditional
Infrastructure :

Extreme GPU and compute demand
High performance networking required

Strict security and compliance needs

Al workloads exceed VM design limits



Application

Middleware and APIs

Diagram built using

PRESENTATIONG®

.com

User Feedback Capture
Security
Responsible Al

Pillars for an effective
architecture




3 Common 2
Mistakes

The three common mistakes < e
enterprises make when e

building Al infrastructure.

Y/ 4
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3 Most Common Mistakes

—

Overprovisioning
Resources
Resource
overprovisioning
Idle GPUs
Fear-driven
overplanning

2. Legacy
Infrastructure Mindset

Poor alignment
with K8s

Limited flexibility
for Al workloads

3. Insufficient Security

Increased risk of
data leaks
Network security
limited to isolation
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Building
the Right =
Foundahon

Build the right foundation for ’3 S5G

your Al workloads with
Kubernetes + kOrdent.

Y/ 4
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Why Use Kubernetes for AI?

Scalable distributed workload
orchestration

Efficient GPU resource scheduling
Automated deployment and scaling

Cloud-native infrastructure flexibility
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You Can’t Just Run AI on Kubernetes As 1s!

Bottlenecks @:

01
03

GPU Scheduling

Complex
Workflows

02
04

Long-Running &
Stateful

Data Movement
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What is =~ KORDENT

Open-source Kubernetes-native platform by Mirantis

—

Unified Kubernetes management (cloud, on-prem, edge)
GitOps automation

Built-in governance & policies

Built for distributed + AI workloads

Observability & FinOps visibility (via KOF)
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kOrdent Observability & FinOps (KOF)

Clusters: Select clusters... Nodes: Select nodes... h by endpoints, labels or scrape pool

regional-adopted

Endpoint
https://kubernetes.default.svc.cluster.local/api/vi/nodes/regional-adopted-control-plane/proxy/metrics/cadvisor
https://kubernetes.default.svc.cluster.local/apifvi/nodes/regional-adopted-control-plane/proxy/metrics
https://172.18.0.5:6443/metrics

http://kof-collectors-kube-state-metrics-86d4cdf499-jg266:8080/metrics
http://kof-collectors-opencost-68b6dc8cch-fs229:9003/metrics

http://kof-collectors-prometheus-node-exporter-xc2qr:9100/metrics

KOF UI via 0SS kOrdent

Labels

2 Labels

2 Labels

5 Labels

7 Labels

7 Labels

8 Labels

Last Scrape

afew seconds ago
a few seconds ago
a few seconds ago
a few seconds ago
a few seconds ago

a few seconds ago

Scrape Duration
81.281ms
32.223ms
165.283ms
18.618ms
4.239ms

23.250ms

oo CED OO

0 Unknown  * m . m

Error
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kOrdent O

Q Search or jump to...

= Home > > Cluster > | Views | Global ¥
@ Home D | dstasource || promxy v | | cluster || marketing-aws-kof + | | resoution || 308 + | [job || node-exporter v
v 1y Starred
~ Overview
| kubernetes / Views  Giobal
OpenCost / Cost reporter / D... Globai CPU Usage Globsl RAM Ussge
Sveltos Dashboard Real Real
e ] o [N 8.7
Playlists
E— Requests Requests
— || sz [IHIININD ) oo
Public dashboards leits Limlts
@® Explore
LT so2 | NNRINNRRNIRNY 207
> & Alerting
> @ Connections CPU Usage RAM Usage
> @ Administration
Real Requests Limits Total
Real Requests Limits Total
119 2.66 4.50 8 884GiB 467GB 153GiB  7.59GiB
~ Resources
Cluster CPU Utilization
20.00%
18.00%
®
2 16.00%
o
14.00%
12.00%
2100 2105 2190 2115 2620 2125 230  21:35 2140 2145 2150 2155

CPU Utilization by namespace 7

KOF with Grafana

@ |Addv - © Lastihourutc v+ @ & 30s v
L]
Nodes Kubernetes Resource Count %
Name Min  Max- Mean
60 = Running Containers 59 59 59
I = Running Poas a « @
- = Services 29 29 29
= Endpoints 29 29 29
Namespaces - Configmaps 20 20 20
a0 - Secrets 20 20 20
== Namespaces 7 7 : 4
20 « Nodes a 4 4
20 —
Running Pods
0
4 1 o
2100 2115 2130 2145
Cluster Memory Utilization
59%
58%
E oo
H
s
56%
55%
2100 2105 2110 2115 2120 2125 2130 2135  21:40 2145 2150 2155
Memory Utilization by namespace
Name Min Max.  Mean
125618 - kof 804 MiB 126G 120GiB
. = kube-system  671MiB 747 Mi8 719 MiB

Scret nﬁt by Xnapper.com




Outcomes: kOrdent + Kuberne’re,s'

Scalable, multi-cloud Al infrastructure
Centralized cluster management
Faster model deployment (GitOps)
Stronger security & policy control
Lower operational complexity
Visibility into resource usage and costs

via KOF
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please bro)just one
more tool in our, Stack™

focus on the business

this will be the last one™
S0 we can scale reliably™
need thi
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Use Your
Favorite
Services

with Ease

Check out
kOrdent!

> KORDENT

CATALOG

The application catalog features a selection of best-in-class solutions designed to enhance kOrdent managed clusters. These
services have been validated on kOrdents clusters and have existing templates for easy deployment.

Categories:

[JAl/Machine Learning
[J Application Runtime
[ Authentication
[JBackup and Recovery
ocico

[JContainer Registry
[JDatabase
[JDeveloper Tools
[JDrivers and plugins
[OJMonitoring

O Networking
[JSecurity

[ serverless
[JStorage

Support:

[J Community
[JEnterprise

97 items

Amazon EBS CSI COMMUNITY
The Amazon Elastic Block
aws

Store Container Storage
Interface (CSI) Driver.

Apache Tika COMMUNITY
A Content Analysis Toolkit.

Azure Disk CSI oL LUk
The Azure Disk Container

Storage Interface (CSl)

Driver.

Cert-manager COMMUNIIY
Management and issuance
of TLS certificates.

AMD GPU Operator COMMUNTY
AMD GPU Operator
creates/configures/manag

es GPUs atop Kubernetes.

ArangoDB COMMUNITY
Scalable graph database

system. @

cAdVisor COMMUNITY
Analyzes resource usage x
and performance

characteristics of running
containers.

Ci"um COMMUNITY
eBPF-based Networking,

, : ooy
Observability, Security O..

™

Apache APISIX COMMUNTY:
AP| Gateway & Al Gateway
for APIs and Al Agents. A

ArqocD COMMUNITY
Declarative, GitOps

continuous delivery tool @
for Kubernetes.

Calico CNI COMMUNITY
Networking and security

solution specifically

designed for Kubernetes

clusters.

ClearML COMMUNITY
“learML is a ML/DL

Jevelopment and

production suite.

0 GitHub




Enforcing

Security and =

Compliance
with Cilium

Keep your data safe and @

compliant with Cilium in the
age of Al

Y/ 4
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What is Cilium?

Service Mesh RESILIENCE TRAFFIC MANAGEMENT AUTHENTICATION Runtime
8o cilium @ in =% o Security
! gress % Gateway API = Splffe
Og® service Mesh . . - OBSERVABILITY
ENFORCEMENT
Observability METRICS TRACING SERVICE MAP LOGS
Ol =
8o cilium O S E Y 0 * Qi i’
O.. Hubble SIEM JSON fluentd Grafana Telemetry tetragon
-
Networking ENCRYPTION  LOAD-BALANCING  NETWORK POLICY NETWORKING =
SIEM JSON
09. cilium L RUDQrRdtes R aNd Eglf::s G:-Izzelayovi;l'::xi-cﬁg:er Q 6
Q.. CNI Wireguard DSR * Maglev L3/L4 Bandwidth Management fluentd
Kubernetes Container VM Metal

WS ) coogleCloud S Azure  CDAlibabaCloud ~ @RedHet  vmware



How Can We Secure AI Systems Against
Evolving Threats?

—

MITRE ATLAS Framework
T0018: Backdoor ML Model Tampering
TO010: ML Supply Chain Compromises
T0015: Data and Model Poisoning

https://atlas.mitre.org/
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How Can We Secure AI Systems Against

Evolving Threats?

Top 10 Risk & Mitigations for LLMs and Gen Al Apps
LLMO1: Prompt Injection (PoisonGPT Attack)
LLMO3: Supply Chain (PyTorch Supply Chain Attack)
LLMO4: Data & Model Poisoning (Probllama CVE-2024-370032)

Paired it with MITRE ATLAS

OWASP Top 10 for
LLM Applications 2025

25



ML Supply Chain Compromise

Attack Vector: Compromise of
third-party ML dependencies and
data sources

Mitigation Strategy:

RECREXEIEIER SRR <1 ct11ustetworkolicy
attacks targeting ML developers

—————————

Defense: FQDN network policies
control external data sources w/
Cilium

001
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Backdoor ML Model

Attack Vector: Manipulation of

training data to insert hidden .
triggers

Real Example: PoisonGPT attack on e —

Hugging Face models R e

Defense: eBPF-based file monitoring

detects training data tampering



LLM Prompt Injection

Attack Vector: Adversarial prompts
manipulating model behavior

Real Example: CVE-2024-37032
(Probllama) path traversal via model
uploads

Defense: Runtime monitoring
detects malicious LLM behavior
patterns

apiVersion: cilium.io/vlalphal
kind: TracingPolicy
spec:

kKprobes:

call: "security_ path_truncate"

001
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Using Cilium and Tetragon Together

Namespace
O Show clusterwide data

mnist-webapp

@ e [SESSgT 2 Tcp - WP

mnist v [X

Flows verdict

Any verdict

Aggregate flows

Visual filters
["] Host service
[] Kube-DNS:53 pod ¥ exit kind-worker2 /root/ML-Tutorial/poison_attack.sh /root/ML-Tutorial/poison_attack.sh ©

Remote node

# process kind-worker2 /usr/bin/mv 6 temp_backup_6

(] Prometheus app

SrcCluster: SrcNamespa..; Srcldentity: DstCluster: DstNamespace

world defautt  mnist ¥ exit kind-worker2 /usr/bin/mv 6 temp_backup_6 ©
default mnist mnis " default mnist
default - maist mniatve, :Z:::: :::’;: Z# process kind-worker2 /usr/bin/mv 9 6

default mnist

detaut ¥ exit kind-worker2 /usr/bin/mv 9 6 ©

default

# process kind-worker2 /usr/bin/mv temp_backup_6 9

¥ exit kind-worker2 /usr/bin/mv temp_backup_6 9 ©

/# process kind-worker2 /usr/bin/head -1 6/sample_1.jpg

¥ exit kind-worker2 /usr/bin/head -1 6/sample_1.jpg ©

/# process kind-worker2 /usr/bin/head -1 9/sample_1.jpg

¥ exit kind-worker2 /usr/bin/head -1 9/sample_1.jpg ©

¥ exit kind-worker2 /root/ML-Tutorial/poison_attack.sh /root/ML-Tutorial/poison_attack.sh @
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Make Your Al
Smarter with
Real-Time
Search with
you.com

Presented by: Anjelica
Ambrosio

<

Y/ 4

(I
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Search API for the LLM Age

You.com’s APIs empower developers to build more accurate, faster, and fresher Al
experiences—at a lower cost.

01
03

One API, All of the Data
Seamlessly blend the latest web

and news search from leading
sources

Real-Time Freshness
Answer questions with leading

recency and semantic accuracy

Long, Rich Snippets

Get rich context for every result;
perfect for LLMs & agentic
workflows

Enterprise Reliability

Built for scale, with robust
uptime and unified billing
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You.com
Search API:

What do we
solve for?

Use cases generalize
aCross numerous
agentic workflows.

Guide to Our APIs

@ OpenAl

@ DuckDuckGo

€2 Alibaba.com

< databricks

amazon

De facto Web Search API provider for OpenAl OSS model.

News API to serve the latest breaking news for all their US
visitors.

Web Search API with Accio, Alibaba’s Al-powered B2B sourcing
agent, to acquire the latest product information enhancing
sourcing accuracy.

Web Search API to allow any enterprise agentic workflow to
have access to the web index in real-time.

Product recommendations, spotting user trends early on,
dynamic pricing, and more.



http://you.com

etting Started with You.com
|/

You.com

A210 followers ® United States of America & https:/fyou.com/ . @youdotcom m company/youdotcom

() Overview [J] Repositories 16 [ Projects @ Packages A People 3

Popular repositories

Public Public
] frar ting d earch syste Op enabling developers to integrate You.com's Al
ar o
(X A %9
3 W 3
Public Public
fficial ython SDK T T ript
A, A,
W6 W
Public Public
P t W L4 X Yra %
yp K 3 3
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Review

By Anjelica & Christian
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Application

Middleware and APIs

Diagram built using

PRESENTATIONG®

.com

User Feedback Capture
Security
Responsible Al

Pillars for an effective
architecture




High-Level Architecture Overview

00

OO‘

Keeps
» you.com Middleware/APls )
for LLMs compliant
+ secure

1% Models/LLMs

Kubernetes| <=~ kORDENT

Orchestration + Infrastructure

wini|id



Who Benefits? For Teams Scaling Al

001

E——

Platform Engineers Al Developers
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Thank You!

You.com: Try it for Free!

—

Al/ML Free Lab
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