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Who are we?

● 501(c)3 nonprofit based in the SF Bay Area
● Technologists, Activists, and Lawyers 

fighting against the expansion of 
surveillance technologies and for your 
privacy rights.

● Conduct outreach, advise lawmakers, 
fight bad legislation and develop 
technologies to that end.

https://www.eff.org/
https://ssd.eff.org/ - Surveillance Self Defense
https://www.eff.org/donate/ - Help us help all!
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Who am I? ● Senior Staff Technologist
○ Public Interest Technology (Team)
○ Threat Lab & Cybersecurity Policy 

(Working Groups)
● Previous work:

○ HTTPS Everywhere Lead 
(2015-2018)

● Current:
■ Panopticlick: Browser 

Fingerprinting Research 
(ongoing)

■ Malware Reversing, focus on 
Android
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Android Malware
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Android Malware
● Initial infection usually comes from Android packages: apks.

○ May later infect e.g. `zygote` process to propagate.
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Background:
● You download an app on the Google Play Store

○ Stored as a file with the extension `.apk` 
■ This file is an android package, which runs on:

● Dalvik VM (legacy)
● Android Runtime (ART)

■ Many apps are split into multiple `.apk` files, for localization and
■ May contain code for running natively on specific android CPU 

architectures:
x86_64

● arm64-v8a
● x86
● armeabi-v7a
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Uses of obtaining a local `apk`
1. Analysis of an app

a. Static:
i. Auditing permissions

ii. Uploading to analysis tools (e.g. MobSF)
iii. Reversing (tools e.g. jadx, apktool)

b. Dynamic:
i. Installing exact same copy in multiple places

ii. Upload to a cloud VM (e.g. corellium) for analysis
2. Comparison of an app variants

a. How does the version on Google Play differ from other app stores?
b. How does this app change its [code, behavior] when upgrading 

versions?
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Uses of obtaining a local `apk`
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😵😱 No good tools for it! 😭😒
● A few projects out there but they were in rough shape or meant to 

clone Play Store functionality on-device (e.g. Aurora Store)

● Not having such a tool was interrupting our own work on Threat Lab 
projects!

When it doesn’t exist, make it!
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Design Decision: Rust
● Previous EFF Project in Rust:

○ HTTPS Everywhere’s `lib-core`
■ HTTPS Everywhere: list of all sites offering HTTPS (2010-2022)

● Problem: By 2018, 🐌 lookups
● Solution: Move core lookup functionality into new Rust 

module, include in (JavaScript) addon.  Allow lookups for 
‘simple’ rules in bloom filter.  How?
○ Rust target: WebAssembly, tooling `wasm-bindgen`

● Result: Dramatic performance increase. Systems-level 
speeds in browser extension(!!)



EDIT IN MASTER

Design Decision: Rust
● Allowed targeting all android platforms (including architectures already 

mentioned) - directly run APK downloader on android hardware via 
Termux
○ Memory safety guarantees (ownership & borrowing)
○ Type safety, strict compiler
○ Speed

● Requires cross-compilation infrastructure, but 🤷
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Design Decision: Multiple App Stores

● Goal: `apkeep` used for multiple purposes: backup, analysis
○ Can’t know how (or from where) people want to source `apk` files.

● Solution: Support multiple stores.
○ Mainline: Google Play Store
○ Redundant: ApkPure
○ Purposeful: F-Droid

■ F-Droid Mirrors, Non-mirror F-Droid protocol repositories
○ Georegional: Huawei AppGallery
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Design Decisions: Cont.
● Download multiple apks and multiple versions (specified in e.g. CSV file)
● (Relatively) easy to use, versatile, swiss army knife for downloading apks

○ Default to `APKPure` Google Play mirror so no need for account.
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Implementation Challenges: Google Play
● Closed source!
● Little to no documentation on how e.g. Google Play API implementation 

works…
○ Early Python reference API no longer available, was used at first to 

build out upstream `gpapi` crate (2021)
○ Significant work analyzing network traffic via (`mitmproxy`) and 

doing bitwise payload comparison:
■ Determine where there’s some mismatch between my API calls 

and Google Play’s API calls
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● Ciphersuite fingerprinting!? Why!?

● Added dependency: OpenSSL (via `hyper-openssl`) 😭
○ (RusTLS doesn’t support arbitrary ciphersuite offer ordering)

Implementation Challenges: Google Play



EDIT IN MASTER

Implementation Challenges: Google Play
● OpenSSL dependency means you have to cross-compile it for all 

platforms you want targeted which don’t include `libssl-dev` package 
support, and even platforms which do, but not available on 
cross-compilation machine (all android targets)

● For Windows support, easier to statically compile OpenSSL on Windows 
and include resulting files in binary 🫠

● Entire API exchange is in ProtoBuf
○ Have to obtain `.proto` files for Google Play
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● Again, 0 documentation…
● Strange serialization format… (`file body.bin` returns “data” 🤪)
● Not easily parseable,

○ Regex to the rescue 

Implementation Challenges: APKPure
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Implementation Challenges: F-Droid
● Finally, documentation!

○ Very helpful dev community
● Verification of apps in large manifest (`index.json` => `index-v2.json`) 

signed by f-droid maintainers.
● Support for additional repos means verifying against those maintainers 

keys as well.
● Want to have the same verification of signatures built into `apkeep`!
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● Organizational: Facilitates our own work
○ Android malware reversing, also
○ Location data brokers project working on now

● Personal:
○ Understand how app distribution mechanisms work
○ Cutting teeth on async Rust

● External: Gives back to the open source infosec community!
○ Used in a variety of projects

Threefold Goals
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● Upgraded to Google Play API v3
○ Remove `hyper-openssl`, moved to `reqwest`

● Ability to download “split APKs”
○ Separate APK for locale, CPU architecture

● Download additional ‘expansion’ files: `.obb`
○ Used for games and other large downloads > 200MB

● As well as DexMetadata (`.dm`) files, which include
○ Android ART profiles (Google Cloud Profile)

● Device configurations maintained by Aurora Store

Milestones: Google Play
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● Download binaries directly from 
https://github.com/EFForg/apkeep/releases/

● From `cargo`:
○ Latest release:

■ `cargo install apkeep`
○ Latest commit:

■ `cargo install --git https://github.com/EFForg/apkeep.git`
● Termux: `pkg install apkeep`
● Github’s Docker Container Registry:

○ `docker pull ghcr.io/efforg/apkeep:stable`

Milestones: More ways to install…
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● F-Droid:
○ Introduced newer entrypoint specification, move to support that by 

default with a fallback to older standard
○ Allow listing of versions
○ JSON output for versions, downloads

● UX:
○ Nice progress bar!
○ Sweet new logo

Milestones: Cont.
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Where is apkeep used?
● Exodus Privacy
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Where is apkeep used?
● Researchers, hackers…
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Where is apkeep used?
● App patchers…
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What’s being done on apkeep?
● Adding support for more app stores and architectures

● Future app stores (e.g. Xiaomi, Baidu)
● Future platforms (e.g. MacOS)

● Paid Apps for accounts which purchased them
● Integration into existing reversing toolboxes
● Additional repositories



EDIT IN MASTER

● Not some flashy, cool project that does everything
● Purpose-specific, meant to do one thing right

○ Yes: Flexible, extensible, and portable
○ What you want in a tool: do that one thing right and get out of the 

way!
● Didn’t see an easy tool for this out there already, so why not make it?

What `apkeep` is (and isn’t)
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                 Questions?

https://github.com/EFForg/apkeep
https://www.eff.org/pages/apkeep

Bill Budington
Senior Staff Technologist


