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What is the Problem?

- Related data, different security requirements
e Authorization —who can see it
e Audit —track who read it
* Encrypt on disk — regulatory
- File-level (or blob) granularity isn’t enough
* File systems don’t understand columns
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| Readers should transparently decrypt data
I If and only if the user has access to the key
Il The data must be decrypted locally

I Columns are only decrypted as necessary

| Master keys must be managed securely
I Support for Key Management Server & hardware
I Support for key rolling
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Partial Solutions
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Hive Server 2 Limitations
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Partial Solution — Separate tables

- Split private information out of tables
e Separate directories in HDFS
 HDFS and/or HS2 authorization
* Enables HDFS encryption
- Limitations
* Need to join with other tables
 Higher operational overhead .
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User Experience

- Set table properties for encryption
e orc.encrypt.pii = “ssn,email”
e orc.encrypt.credit = “card_info”

- Define where to get the encryption keys
e Configuration defines the key provider via URI
e (Can use the Hadoop or Ranger KMS
 Compatible with public cloud KMS
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Data Masking

- Anonymization is hard!
* AOL search logs
* Netflix prize datasets
* NYC taxi dataset
- Always evaluate security tradeoffs
- Tokenization is a useful technique
e Assign arbitrary replacements .
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Conclusions
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Integration with Other Tools
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