
!"#$%&'("#%)**$++%,-#.'-/%0-'%1"2%3(.(4%
56,%,-/78#%9#*':;."-#
5<$#%5=>(//$:
-<$# ?*/-7@$'(A*-8
? -<$#B-8(//$:

!"#$%&'()*



! "#$%&'%()%&*+#,(-.#!/00#1 !/02.#344#5678'+#59+9&:9;

!"#$%&$'(
! <%&*9;#%(#$=;%%>#+6(-9#?=(#!//@

! <%&*9;#='#A=8%%#%(#<9B#C9=&-8#'9=D
! E6&+'-%DD6''9&=;;9; '%$=;%%>>&%F9-'

! G=>59;H-9IC9-H&6'JI$6:9I=(; K5L
! <%&*9;#%(#D=(J#;6MM9&9('#M649#M%&D='+

! C9NH9(-9#E649I#3:&%I#5L#E649#=(;#K5L#E649

! C>H(#$%&'%()%&*+#%H'#%M#A=8%%#6(#!/00



! "#$%&'%()%&*+#,(-.#/011#2 /013.#455#6789'+#6:+:&;:<

!"#$%&'%$"(%)*+,-(./



! "#$%&'%()%&*+#,(-.#/011#2 /013.#455#6789'+#6:+:&;:<

!"#$%"&&'#()*+#,'$'-+)./$/
! =%>:#<?'?#7+#;:&@#+:(+7'7;:

! A:&+%(?55@#,<:('7B7?C5:#,(B%&>?'7%(
! D&:<7'#-?&<
! E:<7-?5#7(B%&>?'7%(

! D%>F?(7:+#&G(#%(#<?'?
! H::<#-%('&%5+#%(#<?'?
! IJA6#7+#?#012<:?5



5 © Hortonworks Inc. 2011 – 2019. All Rights Reserved

What is the Problem?
• Related data, different security requirements

• Authorization – who can see it

• Audit – track who read it

• Encrypt on disk – regulatory

• File-level (or blob) granularity isn’t enough

• File systems don’t understand columns
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Requirements
! Readers should transparently decrypt data

! If and only if the user has access to the key
! The data must be decrypted locally

! Columns are only decrypted as necessary
! Master keys must be managed securely

! Support for Key Management Server & hardware
! Support for key rolling
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Partial Solutions



! "#$%&'%()%&*+#,(-.#/011#2 /013.#455#6789'+#6:+:&;:<

!"#$%"&'()&*$%)+', -./('0+1#23$%)+
! =&>(+?>&:('#$@AB#C(-&D?'7%(
! C(-&D?'7%(#E%(:+

! $@AB#<7&:-'%&D#'&::+
! F(7GH:#I>+':&#*:D#J%&#:>-9#E%(:
! K57:('#<:-&D?'+#<>'>

! L:D#M>(>8:I:('#;7># L:DN&%;7<:&4N,



! "#$%&'%()%&*+#,(-.#/011#2 /01!.#344#5678'+#59+9&:9;

!"#$%&'()*+,-.'%/-0-,1,-.'2
! <9&=#-%>&+9#?&%'9-'6%(

! @(4=#9('6&9#;6&9-'%&=#+AB'&99+
! C%#>B646'=#'%#?&%'9-'#-%4AD(+
! 3#4%'#%E#A+9&+#(99;#>--9++#'%#*9=+

! F%:9+#B9')99(#G%(9+#6+#?>6(EA4
! H89(#)&6'6(7#)6'8#$6:9I#;>'>#6+#D%:9;#

DA4'6?49#'6D9+#?9&#>#JA9&=



!" #$%&'(&)*&'+,$-)./$0"!!$1 0"!2/$344$5678(,$59,9':9;

!"#$%"&'()&*$%)+', -%./'(/#./#'0
! 344$<=9'69,$,9)($(&$%6:9$>9':9'$0

! ?)4@$A86:9B$=,9'$8C,$C..9,,$(&$;C(C$6)$%DE>
! >=FF&'(,$GG3H

! -)(97'C(9,$*6(8$3FC.89$5C)79'
! I&)('&4$C..9,,$(&$'&*,$J$.&4=K),
! D@)CK6.C44@$KC,+$;C(C



!! "#$%&'%()%&*+#,(-.#/0!!#1 /0!2.#344#5678'+#59+9&:9;

!"#$%&'()"*$(*+'$%,"*)%!"#$%-$'#$'%.



!" #$%&'(&)*&'+,$-)./$"0!!$1 "0!2/$344$5678(,$59,9':9;

Hive Server 2 Limitations
• <6=6(,$>..9,,$(&$%6:9$?@<
• A'9>+,$%>;&&BC,$=D4(6EB>'>;67=$;>(>$>..9,,
• F>)G$.D,(&=9',$D,9$H&(8$%6:9$I$?B>'+

• JKAL$6,$)&($;6,('6HD(9;
• M8'&D78BD($6,$46=6(9;$(&$!$=>.86)9
• N9* ?B>'+$(&$<<3O$.&))9.(&'$>;;'9,,9,$(86,
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Partial Solution – Separate tables
• Split private information out of tables
• Separate directories in HDFS
• HDFS and/or HS2 authorization
• Enables HDFS encryption

• Limitations
• Need to join with other tables
• Higher operational overhead



!" #$%&'(&)*&'+,$-)./$01!!$2 01!3/$455$6789(,$6:,:';:<

!"#$%"&'()&*$%)+', -+.#/0$%)+'123
! %7;:$9=,$>,:'$<:?7):<$?>).(7&),

! =:,@:).'AB( =)<$=:,@<:.'AB(
! C7D7(=(7&),

! E:A$D=)=8:D:)($7,$B'&F5:D=(7.
! G).'AB(7&)$7,$)&($,::<:<
! H7I:&?;=5>:5:=+,7)?&'D=(7&)



!" #$%&'(&)*&'+,$-)./$01!!$2 01!3/$455$6789(,$6:,:';:<

!"#$%&"'



!" #$%&'(&)*&'+,$-)./$01!!$2 01!3/$455$6789(,$6:,:';:<

!"#$%&'() *&+(,-./"&
! =&5>?)@'$A75:$A&'?@(,$B:8/ C6=D

! E'7(:$<@(@$7)$.&5>?),
! =&5>?)$F'&G:.(7&)

! H:((:'$.&?F':,,7&)
! I).'JF(7&)$*&'+,$':@55J$*:55

! C)5J$:).'JF($KJ(:,$A&'$.&5>?)
! =@)$,(&':$?>5(7F5:$;@'7@)(,$&A$<@(@



!" #$%&'(&)*&'+,$-)./$01!!$2 01!3/$455$6789(,$6:,:';:<

!"#$%&'($%)*+,-$
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User Experience
• Set table properties for encryption

• orc.encrypt.pii = ”ssn,email”

• orc.encrypt.credit = “card_info”

• Define where to get the encryption keys

• Configuration defines the key provider via URI

• Can use the Hadoop or Ranger KMS

• Compatible with public cloud KMS



!" #$%&'(&)*&'+,$-)./$01!!$2 01!"/$344$5678(,$59,9':9;

!"#$%&'&(")"'*
! <,9,$%=;&&>$&'$5=)79'$?@A
! B'9=(9$=$C=,(9'$+9D$E&'$9=.8$F,9

! G>66HI$G>.6HI$&'$G86>>=H
! J=.8$.&4FC)$6)$9=.8$E649$F,9,$F)6KF9$4&.=4$+9D
! L&46.69,$46C6($=..9,,$(&$C=,(9'$+9D,

! <,9'$)9:9'$79(,$C=,(9'$+9D,



!" #$%&'(&)*&'+,$-)./$!"00$1 !"02/$344$5678(,$59,9':9;

!"#$%&'()"%*$+
! <'&:6;9,$46=6(9;$>..9,,$(&$9).'?@(6&)$+9?,
! A).'?@(,$&'$;9.'?@(,$4&.>4$+9?,
! B9?$:9',6&),$>);$+9?$'&446)7
! 344&*,$C'; @>'(?$@4D76),

! ED@@&'(,$%>;&&@$&'$5>)79'$BFE



!" #$%&'(&)*&'+,$-)./$!0""$1 !0"2/$344$5678(,$59,9':9;

!"#$%&'()"*+,',*-.) /



!! "#$%&'%()%&*+#,(-.#!/00#1 !/02.#344#5678'+#59+9&:9;

!"#$%&'()"*+,)-
! <%-=4#*9>

! 5=(;%?#@%&#9=-8#9(-&>A'9;#-%4B?(#6(#@649
! C(-&>A'9;#)D#?=+'9&#*9>#E>#FGH
! C(-&>A'9;4%-=4*9>6++'%&9;6(@649?9'=;=' =

! ,I#6+#79(9&='9;#'%#E9#B(6JB9
! K%4B?(L#*6(;L#+'&6A9L#M#-%B('9&



!" #$%&'(&)*&'+,$-)./$!011$2 !013/$455$6789(,$6:,:';:<

!"#"$%"&'()*
! =9>($9>??:),$*7(9&@($+:A$>..:,,B
! C:D7):$,(>(7.$E>,+,

! F@557DA$2 >55$;>5@:,$G:.&E:$)@55
! 6:<>.($2 E>,+$;>5@:,$HIJJJJ IJJJJKL

! M>)$<:D7):$'>)8:,$(&$@)E>,+
! N%4!OP$2 ':?5>.:$*7(9$N%4!OP
! M@,(&E$Q@,:'$<:D7):<
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Data Masking
• Anonymization is hard!
• AOL search logs
• Netflix prize datasets
• NYC taxi dataset

• Always evaluate security tradeoffs
• Tokenization is a useful technique
• Assign arbitrary replacements



!" #$%&'(&)*&'+,$-)./$!011$2 !013/$455$6789(,$6:,:';:<

!"#$%&'()'*+
! =>(:)$)::<$(&$+::?$<@(@$>&'$30$<@A,

! BC'':)(5A$(9:$<@(@$7,$*'7((:)$(*7.:
! D7(9$.&5CE)$:).'A?(7&)F

! 6&55$+:A,$<@75A

! G:5:(:$E@,(:'$+:A$@>(:'$30$<@A,



!" #$%&'(&)*&'+,$-)./$!011$2 !013/$455$6789(,$6:,:';:<

!"#$ %&'()*+,-&$./0,1&
! ='7(:$>&(9$;?'7?)(,$&@$,(':?A,

! B?,+:<$C):).'DE(:<
! F)A?,+:<$:).'DE(:<

! G).'DE($>&(9$<?(?$?)<$,(?(7,(7.,
! B?7)(?7)$.&AE?(7>757(D$@&'$&5<$':?<:',

! 6:?<$C):).'DE(:<$;?'7?)(
! H':,:';:$?>757(D$(&$,::+$7)$@75:



!" #$%&'(&)*&'+,$-)./$!011$2 !013/$455$6789(,$6:,:';:<

!"#$%&'()$*'+),'-)
! =(':>?,$8&$(9'&@89$A7A:57):

! 6@)$5:)8(9$:).&<7)8
! B&?A':,,7&)$CD57EF$,)>AAGF$&'$5D&H
! I).'GA(7&)

! I).'GA(7&)$7,$4I=JBK6
! 455&*,$,::+
! L&$A><<7)8



!" #$%&'(&)*&'+,$-)./$!011$2 !013/$455$6789(,$6:,:';:<

Conclusions



!" #$%&'(&)*&'+,$-)./$!011$2 !01"/$344$5678(,$59,9':9;

!"#$%&'("#'
! <5=$.&4>?)$9).'@A(6&),$A'&:6;9,

! B'C),AC'9)($9).'@A(6&)
! D>4(6EAC'C;67?$.&4>?)$,9.>'6(@
! 3>;6($4&776)7$F:6C$GDH$4&776)7I
! H(C(6.$?C,+6)7

! H>AA&'(,$J649$?9'76)7
! K6JJ9'9)($,('6A9,$*6(8$;6JJ9'9)($4&.C4$+9@



!" #$%&'(&)*&'+,$-)./$0"11$2 0"13/$455$6789(,$6:,:';:<

Integration with Other Tools
• 4=>.9:$6>)8:'
• ?'&;7<:,$,:.@'7(A$B'&C$>$,7)85:$.&)('&5$=>):5
• ?'&;7<:, 4(('7D@(:$E>,:<$4..:,,$F&)('&5$G4E4FH
• I>)>8:,$:).'A=(7&)$,:((7)8,$D>,:<$&)$=&57.7:,
• F&)('&5,$>..:,,$(&$<:.'A=(7&)$+:A,

• 4=>.9:$4(5>,
• I:(><>(>$<'7;:)$8&;:')>).:$B&'$:)(:'='7,:,
• ?'&;7<:, >D757(A(&(>8(>D5:,$&'$.&5@C),



!" #$%&'(&)*&'+,$-)./$01""$2 01"3/$455$6789(,$6:,:';:<

!"#$%&'#()"*+(#,*-#,$&*.))/0
! %7;:$=$>?@'+

! A&$.9@)8:$&(9:'$(9@)$<:B7)7)8$(@C5:$?'&?:'(7:,

! 4?@.9:$%7;:D,$EE4F
! G@.9:@)<B@,(?'&.:,,7)8$&B$>HE$IJ:'7:,
! G&5JK)$:).'L?(7&)$.9@)8:,$7)(:')@5$7)(:'B@.:,
! G@.9:$C&(9$:).'L?(:<$@)<$J):).'L?(:<$;@'7@)(,
! M),J': @J<7($5&8$':B5:.(,$:)<NJ,:'$@)<$*9@($(9:L$@..:,,:<



!" #$%&'(&)*&'+,$-)./$"011$2 "013/$455$6789(,$6:,:';:<

!"#"$%$"&'(
! =::<$:).'>?(7&)$?&57.>$@&'$*'7(:

! AB'':)($4(5C,$D$6C)8:'$(C8,$5C8$<C(C
! 4B(&E<7,.&;:'>$':FB7':,$?': EC..:,,

! A9C)8:,$(&$GC,+7)8$?&57.>
! =::<$(&$':E*'7(:$@75:,

! =::<$C<<7(7&)C5$<C(C$GC,+,
! A':<7($.C'<H$C<<':,,:,H$:(./

! I:.'>?(:<$5&.C5$+:>,$.&B5<$J:$,C;:<



!! "#$%&'%()%&*+#,(-.#/011#2 /013.#455#6789'+#6:+:&;:<

!"#$%&'()*
!+,--./0&1 (+.$2(3#44.'
53#,40&(+.$ 164()7./#8 6(3


