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> 60%
Sites with custom domain 
on Netlify use secure 
connections.



Automatic Certificate 
Management 
Environment (ACME)
https://tools.ietf.org/html/draft-ietf-acme-acme-05



github.com/
letsencrypt/boulder



Message
Transport

https://tools.ietf.org/html/draft-ietf-acme-acme-05#section5



JWS payloads
A JWS is represented as a JSON object
   containing some or all of these four members:

   o  "protected":  BASE64URL(UTF8(JWS Protected Header))
   o  "header":       JWS Unprotected Header
   o  "payload":     BASE64URL(JWS Payload)
   o  "signature":  BASE64URL(JWS Signature)



Replay protection
HEAD /acme/new-nonce HTTP/1.1
Host: example.com

HTTP/1.1 204 No Content
Replay-Nonce: oFvnlFP1wIhRlYS2jTaXbA
Cache-Control: no-store



Request URI Integrity

{ "protected": base64url({
   "alg": "ES256",
   "jwk": {...},
   "nonce": "6S8IqOGY7eL2lsGoTZYifg",
   "url": "https://example.com/acme/new-account"
  }),

  "payload": base64url({
    "terms-of-service-agreed": true,
    "contact": ["mailto:admin@example.com"]
  }),
  "Signature": "RZPOnYoPhjszF...-nh6X1FPB519I" }



Certificate
Management

https://tools.ietf.org/html/draft-ietf-acme-acme-05#section6



Account creation
{ "protected": base64url({...}),
  "payload": base64url({
    "terms-of-service-agreed": true,
    "contact": ["mailto:admin@example.org"]
  }),
  "Signature": "RZPOnYoPhjszF...-nh6X1FPB519I" }



Certificate authorization
{ "protected": base64url({...}),
  "payload": base64url({
    "identifier": {
      "type": "dns",
      "value": "example.org"
    }
  }),
  "signature": "nuSDISbWMgE7H...QyVUyzf3Zawps" }



Certificate authorization
{ "status": "pending",
  "expires": "2018-03-03T14:09:00Z",
  "identifier": {
    "type": "dns",
    "value": "example.org"
   },
   ...



...
"challenges": [
  {"type": "http-01",
   "url": "https://example.com/authz/1234/0",
   "token": "DGyRejmCefe7v4NfDGDKfA"},
  {"type": "tls-sni-02",
   "url": "https://example.com/authz/1234/1",
   "token": "DGyRejmCefe7v4NfDGDKfA"},
  {"type": "dns-01",
   "url": "https://example.com/authz/1234/2",
   "token": "DGyRejmCefe7v4NfDGDKfA"}]
}



HTTP-01 Challenge
GET /.well-known/acme-challenge/token
Host: example.org

{ "protected": base64url({...}),
  "payload": base64url({
    "keyAuthorization": "evaGxfADs...62jcerQ"
  }),
  "signature": "Q1bURgJbD1c5...3pYdSMLioNN4" }



DNS-01 Challenge
_acme-challenge.example.org. 
300 IN TXT "gfj9Xq...Rg85nM"

{ "protected": base64url({...}),
  "payload": base64url({
    "keyAuthorization": "evaGxfADs...62jcerQ"
  }),
  "signature": "Q1bURgJbD1c5...3pYdSMLioNN4" }



TLS-02 Challenge
CLIENTHELLO example.org:443
ServerName: gfj9Xq.Rg85nM.token.acme.invalid

{ "protected": base64url({...}),
  "payload": base64url({
    "keyAuthorization": "evaGxfADs...62jcerQ"
  }),
  "signature": "Q1bURgJ bD1c5...3pYdSMLioNN4" }



Certificate request
GET /acme/cert/asdf HTTP/1.1
Host: example.org
Accept: application/pkix-cert

HTTP/1.1 200 OK
Content-Type: application/pkix-cert



Certificate request
...

Link: </acme/ca-cert>;rel="up";title="issuer" 
Link: </acme/revoke-cert>;rel="revoke"
Link: </acme/order/asdf>;rel="author"
Link: </acme/sct/asdf>;rel="ct-sct"
Link: </acme/some-directory>;rel="directory"



Certificate request
...

   -----BEGIN CERTIFICATE-----
   [End-entity certificate contents]
   -----END CERTIFICATE-----
   -----BEGIN CERTIFICATE-----
   [Issuer certificate contents]
   -----END CERTIFICATE-----



How can I interact
with an ACME
Authority?





letsencrypt.org/
docs/client-options



How does Netlify's 
Certificate Engine 
work?









Lessons learned after 
provision thousands of 
certificates



1 

Nobody knows 
how DNS 
propagation works



DNS resolution
As a domain may resolve to multiple IPv4 
and IPv6 addresses, the server will connect to
at least one of the hosts found in A and AAAA 
records, at its discretion."



2 

Beware of
the rate limits



Rate limits
SAN Certificates per registered domain per week.
   - example.org
   - staging.example.org
   - [PUT YOUR GIT BRANCH HERE].example.org

Duplicate Certificates per week.

20

5



3 

The network is
still not reliable

https://aphyr.com/posts/288-the-network-is-reliable



How will Netlify's 
Certificate Engine
work in the future?



1 

User facing API for 
DNS propagation 
verifications



2 

Certificate request
batching and lazy 
provisioning



3 

Based on message 
bus with better 
delivery guarantees



4 

Open Source,
independent
service



HTTPS adoption has 
reached the tipping 
point
https://www.troyhunt.com/https-adoption-has-reached-the-tipping-point/





Thank you
for listening!
David Calavera
Netlify


