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Itinerary

Brief Intro
Nagios
SNMP Interlude
Munin
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Why Monitor? 

"I'm not Big Brother!!"
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Reasons to Monitor

Status
Security
Performance
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You Don't Always Need Special Software …
# find /home -type f \( -perm 2000 -o -perm -4000 \)

# ps aux | egrep "(httpd|nfs|smb|crond)"

# ps aux | grep telnetd 

cron is your friend
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.. But It Is Often Very Helpful

Status:
Nagios
Xenoss 

Security:
Nessus
nmap
Tripwire

Performance:
Munin
Many more …

General:
RRDTool
Cfengine

Data Storage:
MySQL
More …
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Nagios

Ethan Galstad
www.nagios.com

nagios.sourceforge.net/docs/3_0/toc.html
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What Nagios Can Do

Monitor all hosts and devices across a network
Monitor services running on hosts
Gather data for trend analysis

Demo: nagios.demo.netways.de
guest, guest



SScale7x: Intro to Monitoring—9

Control Center
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Another Look
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Status Information at a Glance
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 Host Based View
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Installing Nagios 3

Claim: 15 minute install
Took me 32 minutes this morning, but a typo was 
to blame for 5 and hubris for another 5!
You have to build it from source code
Great quick installation guides
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Lots of Steps, but Very Easy

Go to nagios.org and download 2 items
Find Fedora install guide (fine for RHEL5)
Prerequisites: 
$ sudo yum install gd gd-devel

Create user and groups:
$ sudo useradd -m nagios --password nagios
$ sudo groupadd nagcmd
$ sudo usermod -G nagcmd nagios
$ sudo usermod -G nagcmd apache
$ sudo useradd -m nagiosadmin --password xxx 
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Finally We Compile …

Unpack and compile Nagios:
$ cd /whereever
$ tar xvfz nagios-3.0.6.tar.gz
$ cd nagios-3.0.6
$ ./configure --with-command-group=nagcmd
$ make all
$ sudo make install 
$ sudo make install-init 
$ sudo make install-config 
$ sudo make install-commandmode 

Edit /usr/local/nagios/etc/objects/contacts.cfg:
email nagios@localhost ; <<***** CHANGE ******
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Just a Few More …

Hook up to Apache:
$ sudo make install-webconf
$ sudo htpasswd -c \
  /usr/local/nagios/etc/htpasswd.users nagiosadmin
$ sudo service httpd restart

Unpack and build the plugins
Configure the Nagios service:
$ sudo chkconfig --add nagios
$ sudo chkconfig nagios on
$ sudo service nagios start

SELinux considerations if not disabled
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Liftoff!

Point your browser at http://localhost/nagios
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Under the Hood

/usr/local/nagios directory is Nagios' default 
home

Executables in ./bin 
CGI files in ./sbin
Configuration files in ./etc/objects
Command scripts in ./libexec
Log and lock files in ./var
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Important Configuration Files

etc/nagios.cfg: Global settings

etc/objects/*:: Object configuration files specify which 
hosts and services are monitored. 
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Selections from nagios.cfg

# File locations
log_file=/usr/local/nagios/var/nagios.log 
resource_file=/usr/local/nagios/etc/resource.cfg 
lock_file=/usr/local/nagios/var/nagios.lock

cfg_file=/usr/local/nagios/etc/objects/commands.cfg 
cfg_file=/usr/local/nagios/etc/objects/contacts.cfg
cfg_file=/usr/local/nagios/etc/objects/hosts.cfg 

# Global settings
nagios_user=nagios 
nagios_group=nagios 
date_format=us 
admin_email=nagadmin@ahania.com
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Configuring Features

retain_state_information=1  Retained status information
retention_update_interval=60
use_retained_program_state=1

enable_event_handlers=1  Global event handlers
global_host_event_handler=global-event-cmd
global_service_event_handler=global-svc-cmd

max_concurrent_checks=0  Concurrent checks & time-outs
service_check_timeout=60
host_check_timeout=30
event_handler_timeout=30
notification_timeout=30 
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Fundamental Objects

HHosts: Computers and other network devices. 
Host Groups : Named groups of hosts. 
Services: Important daemons providing specific services. 
Contacts: User to be contacted in the event of a problem. 
Contact Groups: Named groups of contacts. 
Time Periods: Day and/or time ranges within a week, used to 
specify when checks are to be performed, notifications are to be 
sent, and the like. 
Commands: Commands to be run for all purposes (host/service 
checking, notifications, event handling, and so on).
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The Pieces

host
hostgroup
hostdependency
hostescalation

service, servicegroup, servicedependency, 
serviceescalation,
contact, contactgroup
timeperiod
command



SScale7x: Intro to Monitoring—24

Defining Hosts to Monitor

Host template
define host {                                                
   name normal ; Template name 

register 0 ; This is only a template (not a monitored host) 
notifications_enabled 1 ; Host notifications are enabled 
check_command check-host-alive ; Command to check if host is available
max_check_attempts 4 ; Recheck failures this many times
notification_interval 120 ; Repeat failure notifications every 2 hours
notification_period 24x7 ; When to check (time period name)
notification_options d,u,r ; Notify when down, unreachable and on recovery
}
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An Actual Host

define host {                                             
use normal ; Template on which to base host 
host_name beulah ; Note the attribute is not "name" as above 
alias beulah: RHEL5 ; Longer description 
address 192.168.1.44 ; IP address 
max_check_attempts 8 ; Overrides template value 
}
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Host Groups

define hostgroup{
hostgroup_name bldg2
alias Building 2
contact_groups admins1
members beulah,callisto,ariadne,leah,lovelace,valley

} 
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Services

define service{ ; Define defaults for all services 
name generic 
register 0 
normal_check_interval 30 ; Check service every 30 minutes
retry_check_interval 3 ; Retry failing checks every 3 minutes … 
max_check_attempts 5 ; … up to 5 times
check_period 24x7
notification_interval 120 ; Repeat notifications for failures every 2 hours
notification_period 6to22
notification_options c,r ; Notify contacts about critical failures/recoveries
notifications_enabled 1
contact_groups admins
}
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Specific & Actual Service

define service{ ; Template for SMTP Mail service 
use generic 
name generic-smtp 
register 0 
service_description Check SMTP 
check_command check_smtp 
contact_groups mailadmins 
}

define service{ ; Define service to be monitored
       use generic-SMTP 
       host_groups mailhosts ; Hosts to monitor SMTP 
       }
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Time Periods

define timeperiod{
name weekends
timeperiod_name weekends
saturday 00:00-24:00
sunday 00:00-24:00

}

define timeperiod{
timeperiod_name we_hate_ae
use weekends,holidays 
exclude weekdays

}
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Commands 

define command{ 
command_name check_smtp 
command_line $USER1$/check_smtp -H $HOSTADDRESS$ 
}

define command{ 
command_name eh_smtp 
command_line /usr/local/nagios/eh/fix_mail $HOSTADDRESS$ $STATETYPE$ 
} 
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Contacts

define contact{
contact_name aeleen
alias Aeleen Frisch
host_notifications_enabled 1 
service_notifications_enabled 1 
service_notification_options w,u,c,r
host_notification_options d,u,r
host_notification_period we_hate_ae
service_notification_period we_hate_ae 
service_notification_commands notify-by-email-page
host_notification_commands notify-by-email-page

email aefrisch@lorentzian.com
pager 555-5555@pagergateway.ahania.com
address1 aefrisch@lorentzian.com 
address2 555-555-5555

   can_submit_commands 1
}
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Dependencies

define hostdependency{                  

host_name taurus                     ; can also use a hostgroup
dependent_host_name marco            ; taurus is unreachable when marco is
notification_failure_criteria d      ; don't check taurus when marco is down

define servicedependency{
host_name taurus
service_description report_svc
dependent_host_name marco
dependent_service_description db_svc

execution_failure_criteria w,u       ; when not to run checks on report_svc
notification_failure_criteria c      ; when to suppress notifications about report_svc
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Notification Escalations

define serviceescalation{
host_name ariadne
service_description payroll_svc
first_notification 3
last_notification 5
notification_interval 90
escalation_period non-holidays
contact_groups senior-adms,managers

}
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Access Control: cgi.cfg

use_authentication=1
authorized_for_configuration_information=nagiosadmin,root,chavez
authorized_for_all_services=nagiosadmin,root,chavez,begnum
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More Features

Passive service checks
External commands
Log rotation
Data can be written to external files or DB
Infinitely customizable
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My Plug-in: Check for VMs
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2 Minutes of SNMP

Simple Network Management Protocol
Protocol for device communication and management
Structured data hierarchy: 
“management information base”

Terms
MIB
Polls and responses
Traps
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SNMP Concepts
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MIBs

iso.org.dod.internet.mgmt.mib-2.system.sysLocation = 

1.3.6.1.2.1.1.6 = 
“The deepest darkest corner of the basement”
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SNMP Components

Daemon
Community string => password
Net-SNMP Utilities

snmptranslate: describe MIB entries 
snmpget: poll device for data value
snmpwalk: retrieve data for a MIB subtree
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SNMP Security

Disable where you’re not using it!
Use version 3
Block or restrict access to ports
Choose good community strings
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Munin

Performance-oriented monitoring
Lots of functionality out of the box

munin.projects.linpro.no
See munin.ping.uio.no for a demo
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Munin Advantages

Very fast to get going
Lightweight agent
Elementary auto-service discovery
Very customizable via plug-ins
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Munin Displays
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Host View
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Continues …
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More …
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Detail View
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Installing Munin

Needs RRDTool + Perl + web server
Install munin on the master
Install munin-node on master and clients
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Simple to Configure

/etc/munin/munin.conf
     [troll.vlab]

     address troll
     cpu.user.warning 200
     cpu.user.critical 250
     sensors_temp.temp1.warning 55

/etc/munin/munin-node
  allow ^192\.168\.0\.22$

Page definitions are in /etc/munin/templates
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Munin Plug-ins

Installed in /usr/share/munin/plugins
Active ones are linked to /etc/munin/plugins

Add your own here
Configured in /etc/munin/plugin-conf.d/munin.node:
  [vmware*]
user root
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Plug-ins are Easy
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Plug-in Code

#!/usr/bin/perl

if ($ARGV[0] eq "config"){
   print "graph_title Xen virtual machines\n";
   print "graph_vlabel domains\n";
   print "graph_info The number of virtual machines running Xen\n";
   print "domains.label domains\n";
   
} else {
    
    $return = `/usr/sbin/xm list | wc -l 2>&1`;

    print "got result: $return\n";
    chomp $return;
    print "domains.value " . ($return - 2) . "\n";  
}
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Want to Learn More?

Both packages have lots of online info
Many books on Nagios
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Shameless Plugs
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Thanks for Listening!


