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Need Defense in Depth ...

• Firewalls only provide a single layer of defense
– IDS, routers, virus scanners, etc

• Complete protection includes locking down or hardening the Operating 
System
– Also provides protection from the insider threat

• Good security administration includes using all tools and techniques to 
protect your systems
– Multiple layers of defense, i.e, Defense in Depth
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Linux Servers Today
Based on industry research . . .

� Approximately ¼ of Linux internet facing servers are not locked down because 
of the amount of time it requires.

� Approximately half of the Linux servers today are manually locked down. 

� Up-time and stability are the top server challenges that System Administrators 
face and Security configurations can adversely affect these if not done properly.

� System Administrators widely agree that staying ahead of the OS security 
game boils down to 3 sets of practices that really work:  server hygiene, server 
patching, and access control. 

� Server hygiene directly pertains to hardening and standardizing servers using 
CIS, DoD guidelines, and SANS methodologies.
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Less Security = Ease of Use
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BUT. . . Less OS security = Less job security
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System Admins Today . . . Frustrated
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What are  IT shops doing to lock down 
their operating systems today?

� Hire consulting help which can get expensive.

� Spend days reading technical documentation on hardening your 
Linux systems and manually implement the process (hoping you 
make no mistakes).   
� Typically inconsistent and outdated

� Rely on scripts that fall short of the needs of a professional IT operation. 

� Use open source lock-down tools that get the job done but are not built 
for ease of use and provide no cross checking with industry guidelines.

� Nothing

.
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What is the price of OS security?
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Cost of a book on lock down
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Cost of a course on lock down
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Cost of complicated lock down scripts
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Cost of Security Consultants
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Cost of an automated lock down tool
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Industry Guidelines

• Center for Internet Security

• SANS Institute

• Unix DISA STIGs
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Why CIS?

• The Center for Internet Security (CIS) is a non-profit enterprise whose 
mission is to help organizations reduce the risk of business and e-commerce 
disruptions resulting from inadequate technical security controls. 

• CIS members develop and encourage the widespread use of security
configuration benchmarks through a global consensus process involving 
participants from the public and private sectors. 

• The practical CIS Benchmarks support available high level standards that deal 
with the "Why, Who, When, and Where" aspects of IT security by detailing 
"How" to secure an ever widening array of workstations, servers, network 
devices, and software applications in terms of technology specific controls. 

• CIS Scoring Tools analyze and report system compliance with the technical 
control settings in the Benchmarks. 
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Why SANS?

• SANS is the largest and most trusted source for information security
training and certification in the world.

• SANS also develops, maintains, and makes available at no cost, the 
largest collection of research documents about various aspects of 
information security.

• SANS operates the Internet’s early warning system, Internet Storm Center.

• SANS provided guidelines for ensuring secure configuration of LAMP 
(Linux, Apache, MySQL, and PHP).
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More on LAMP

LAMP (Linux, Apache, MySQL, and PHP) is the preferred platform for 
high performance web apps. Why?

– Linux is entering corporate data centers at a rapid rate.
– Apache drives 2/3’s of all Internet web servers.
– MySQL is the world’s most popular open-source database.
– PHP is the most full-featured web scripting language.
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Why DISA STIGs?

• A Security Technical Implementation Guide or STIG is a methodology for 
standardized secure installation and maintenance of computer software and hardware. 
The term was coined by DISA who creates configuration documents in support of the 
United States Department of Defense (DoD). The implementation guidelines include 
recommended administrative processes.

• Most Operating Systems are ordinarily usable in a wide-range of environments. This 
leaves them open to easily being controlled by malicious people, such as hackers. 
Therefore, a STIG describes what needs to be done for minimizing network-based 
attacks and also for stopping system access if a hacker is next to the device. 

• Ultimately, STIGs are used to maintain the confidentiality, integrity, and availability of an 
information system and are an important part of configuration management for the 
system.
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Announcing . . .Security Blanket

Security Blanket lock-down software from TCS can 
automatically assess, configure & measure your Linu x 
systems for the level of security you decide it sho uld 

have.  

Security Blanket supports CIS, LAMP, and DISA Unix 
STIGs lock-down guidelines.
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Security Blanket Benefits

� Allows system admins to easily lock down installed Linux operating systems 
and periodically check the state of security on an existing system.  

� Easy to use, menu driven and supports both predefined profiles that conform to 
known system hardening industry standards as well as customized profiles.  

� Assesses the system for security vulnerabilities, provides detailed descriptions 
of each, and allows automatic correction or bypass. 

� Greatly simplifies the system lock down process for system administrators, as 
well as provides a robust set of reports that help monitor system security over 
time.
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Security Blanket Features

� Reports on system conformance and system changes. 
� Includes SANS, CIS, and DISA STIGS industry security guidelines 
� Pre-defined or customized profiles

� Profile editor easily enables or disables modules from a profile.
� Conformance indicators that show the status of the system’s 

conformance against the security guidelines in the profile as “pass” or 
“fail.”

� Users can run a profile, subset of a profile, or individual security 
modules

� Performs security corrections for conformance or allows user bypass
� Provides run time estimates on security corrections based on 

complexity
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The Security Blanket Difference

� Easy correction undo feature to back off a lock down if it adversely 
affects users and/or applications 

� Descriptive tips on Industry recommended guidelines including SANS, 
CIS, and DISA STIGS

� Detailed product documentation including module descriptions and
troubleshooting

� Available for RHEL4, RHEL5, CentOS4, and CentOS5
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Who is TCS ?

� Founded 1994 in Herndon, VA to 
develop security S/W products

� 14 Years of Sustained Growth with locations
in VA, IL, and TX 

� Major Open Source contributor to SELinux LSPP 
enhancements

� Possibly one of the largest repositories of 
Trusted OS engineering talent & experience 

� Experience building security products that meet
the most stringent security requirements
mandated by the Intelligence Community & Federal government.

� Products Accredited and in Operational use today protecting our nation’s most 
valuable digital assets
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Product Overview

• System Assessment, Lock-down/hardening, and undo
• Supported Systems: RHEL4, RHEL5, CentOS4, CentOS5
• Supported Architectures: 32-bit and 64-bit
• Will configure both IPv4 and IPv6 Kernel settings
• Compliancy Model:

– Only product that includes both assessment and remediation

– Full CIS (and CIS Certified) [Red Hat Benchmark]
– Full DISA UNIX STIG (v1.2 Jan 2008)

– Modules to address some Top 20 SANS

• FISMA Support - aids in providing or directly provid es required 
security controls.
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Workflow

Apply Actions

Load Default 
or Customized 

Profile

Manage 
Profile

Scan System Manage 
Actions

View 
Baseline 
Report

Quick or 
Complete 
(includes 

directory scans

Select modules to 
apply

By enabling, 
disabling, and 

changing 
module options

By enabling, 
disabling, and 

changing module 
options

View Log
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Launch Application

• Launch graphical console through system menu
– or launch from command line (from cron)

• Command line includes several options to automatically select 
profile, scan, and or apply

• Small data store is initialized and the Python modules are imported 
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Load Profile

• Select a predefined module, load a previous custom profile, or create 
one from scratch

Predefined

Open Previous One
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Manage Profile – Add/Remove Modules

Not included

Included
Details 
of 
Selected 
Module

Option

Value

Risk if 
you 
don’t 
use
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Manage Profile – Choosing Modules

• Integrated, detailed tips 
and descriptions 

• User Guide and Cross 
reference document 
also integrated into 
desktop

• For example – search 
for STIG GEN003600 or 
CIS 1.3 and Security 
Blanket tells you which 
module to apply
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Scan System

Quick scan does not 
include modules 

which require  
scanning directories 

and examining file 
permissions.
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Module detected that 
the system is not 
configured to log 

cron messages.

If you choose to 
apply, the module 
will configure the 

system to do so 
during the apply 

actions phase.

Manage Actions

Results of 
previous scan
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Review and Apply Changes
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Apply OR Undo Changes

You can also choose 
to apply or undo 

previously applied 
modules.
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Review Apply AND Undo Changes
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Assessment Report

• Shows Passing, 
Failing, and modules 
which don’t apply (N/A).

• An example of an N/A 
module would be if 
choosing to disable 
sendmail when 
sendmail isn’t installed

• Reports are generated 
and archived in text 
and HTML format for 
viewing externally
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Assessment Report - Details

• Assessment Reports are generated in HTML and TEXT format

• Reports are automatically archived on the system with restrictive 
permissions

• Canned reports available but customers can easily customize with
their own XSLT implementation

• Upcoming Enterprise Console release:
– Centralized Reports
– Enterprise Summary reports
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Best Practices

• Once a system is locked down, it is recommended to “fingerprint” the 
system and then routinely compare the current system configuration 
against the baseline to see what has changed.

• DISA Field Security Office Recommends:
– "Confirm with the SA that a system baseline (all device files, all sgid and 

suid files, and system libraries and binaries), to include cryptographic 
hashes of files in the baseline, has been created and is maintained.“ [STIG 
GEN000140, GEN0023880, GEN002440]

– Move a copy of the snapshot offline [STIG GEN000160]

– Once the baseline is made, the current system should be checked against 
it once a week. [STIG GEN000220, GEN0002400, GEN002460, 
GEN002260]
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Baseline Module – Creating Snapshots

• A baseline can be created through the graphical console or scheduled 
to be run through the command line.

• The graphical console can configure the system to run periodically 
based on a specified time frame

• Snapshots include:
– SHA1 fingerprints, ownership, and permissions of SUID/SGID files, system 

binaries, libraries, and key configuration files are captured as
recommended in STIG

– Logical devices are inventoried to include ownership and permissions

– ALL packages (RPM) are captured
– Key system configurations are captured to including routing tables, firewall 

configuration (iptables), and network interface configurations
– Attached hardware to PCI and USB buses are captured

– BIOS Information is also captured when available
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Baseline Module – Viewing Snapshots

• A snapshot is stored as an XML document 
• The graphical console will automatically display the document for you 

in HTML using XSLT
• More importantly, the graphical console provides you the ability to 

compare two previous snapshots (XML documents) to to quickly 
identify what has changed.

• XML document schema includes a hash attribute of parent elements so 
different engines can quickly compare parent level elements of two 
documents

• Quickly see if software or hardware has been removed or added 
• Quickly see if files have changed or network configuration has changed
• Document schema allows you to compare baselines from two different 

machines, too
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Baseline Module – Console

Choose two baselines to compare. The default is the  
last two baselines that were created.

Manually generate a new baseline 
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Baseline Module – Software Changes

Easily see which packages have been added, removed,  or updated between two baselines.
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Logging

• Detailed logging of scanning and system changes

• Includes details such as each file’s previous permissions and the 
permissions Security Blanket just set

• Log Level is adjustable

• Log is stored as a restricted log file in /var/log/security-blanket

• Can view and search log through the console
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Less Security = Ease of Use
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OS Vendors Trade Ease of Installation 
for Security 

Results of Security Blanket run on a RHEL5 OS out of the box.
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Compared to Bastille

• Bastille covers many different types of systems (SUSE, Red Hat, 
HPUX, etc) while addressing only a few guidelines. 

• Security Blanket covers many guidelines on fewer platforms. A much 
more focused approach.

• Security Blanket addresses ALL CIS guidelines for Red Hat

• Security Blanket addresses ALL DISA UNIX STIG guidelines for UNIX 
and Red Hat (v1.2); Bastille does not

• Security Blanket provides system base lining module
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Compared to Tripwire

• Security Blanket’s main focus is compliancy-- detection and 
remediation of issues. 

• Most tools today, including Tripwire only perform detection – no 
remediation

• Tripwire addresses only a few STIG requirements to include:
– Inventory of system binaries, libraries, and configuration files to include 

cryptographic hashes (SHA1)

– Software inventory (RPM)

– Routing, interface, and Firewall (iptable) configurations
– Hardware to include logical devices (/dev) as well as physical devices 

attached to USB and PCI buses.

– Base lining tool includes the ability to compare snap of the same machine 
or two different machines
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Summary

Good system security ...
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System Admin Raise !!!


