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What this class 1s about

Installing and Configuring Wireshark
Using Capture and Display Filters

|solating the cause of application or network
problems

Wireshark from the command-line
X

Wireless

-Remote-Access
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Who Are We? Network Protocol Specialists

Establishedby Mike Pennacchiin 2002

Network analysis and training company
Promoting cost effective, factbasednetwork
analysisand troubleshooting

Everyone Is a trainer and an analyst (Best of both
worlds !)

Perform onsite analysis, coaching, and training
nation wide as well as remote trace file analysis
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Who Am 1?  Paul Bokor

Analyst at Network Protocol Specialists, LLC
Troubleshooting networks for the last 22 years
Networking instructor for last 20 years

Top 1/10th of 1% of all Microsoft Executive Briefing
Center (EBC) presenters in 2009 and 2010

Previously a LAN administrator and application
developer

Focused on helping others improve their network
troubleshooting skills
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Install

During the Wireshark installation, two components
are installed

- Wireshark z Application for configuring the capture
filters, setting capture parameters, displaying frames,
decoding frames, producing graphs, tables, and

statistics
- PCAP (Packet Capture) z API for capturing network
traffic

- Winpcap z Drivers used to capture packets in MSWindows
environment (CACE/Riverbed.com)

. Libcap z Drivers used to capture packets in *NIX
environment (tcpdump.org)
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" Monitoring Network Traffic

- When attached to a standard switch port, the
Wireshark analyzer will not be able to observe traffic
on adjacent switchports. tx ET I T 1 O AA EI
packets

-D-m-- -----
nr r.!l: ) L_.|L_.|C|L_.|L_.|

Port 3 (Monitor)
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Traffic I\/Ionltorlng Methods

Pros:Cheap, Somewhat Available, Easy tmstall

Cons:Reduce link to half duplex, Changes the network
under test, May not be a true hub, Not practical on servers
or switch uplinks, If power drops, link drops, 10/100 Mbps
speedsonly

Hub

- Pros: Truly monitors full -duplex traffic, If power is lost link
m stays active, Can monitor 1 Gigabit and 10 Gigabit links
3 g .
without packet loss, Once installed, canstay
Cons:Most expensive option, Have to break the link to

install, Can over-provision the monitor port and drop
packets

Inline Tap

L L - Pros: Free Available, Does not require link to be dropped,
Switch span Great for one-time link monitoring

Cons: Requires switch access, configuration, Can quickly

- become over provisioned, Requires a free switch port
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- Setupc Main Page

The World's Most Popular Network Protocol Analyzer
Version 1.6.1 (SVN Rev 38096 from /trunk-1.6)

Capture Files ___________ Online |

= Interface List = Open @ Website
‘ Live list of the capture intarfaces Crpen 2 previoushy captured filke Visit the project’s websita
{counts incoming packets)
Open Recent: fr ' H
Start capture on interface; | User S G_UIdE o )
i:\Users\PBokor \Desktop\NPS COYFMet Dir\BrokenDMS, cap (6 22 The Usar's Guide (loczl version,  installed)

Atheros L1C PCI-E Ethernet Controller

Microsoft Z:\1 NTFS\npsiTracefiles\VerySlowHTTR. pcap [not found]

Z:\1 NTFSYnps'Client ... PC\Dayton'Lion Stress Citrix Server.p
F:\_Captures\Office’, ... ffice wlan 4min - video stream - ina.ca
F:\_Capturesipkts_12-22-11 & 25 AM.cap (3096 Bytes)
F:\_CapturesiHomeWireless_freeze_1605.cap [not found)]
ﬁ Captu re {}ptions C:Users\PBokor\Desk ... ts\Glenn Friedland'Slow_Print_Clean.
:\Users'\PBokor \DesktopiSlow_Print_Clean.pcap [not found] | ||
‘\Users\PBokor \Desktop'Slow_Print_Full.pcap [not found]

Security

Waork with Wireshark as sacurely a5 possible

N

Microsoft
VMware Virtual Ethernet Adapter
VMware Virtual Ethernet Adapter

)i Nilidli)

Start a capture with detailed options

(B RES]

‘\Users\PBokor \Desktop'Slow_Print_1.pcap [not found]
C:Users\PEokor \Downloadswaiting for data message.pcap (-
Capture Help .
C:\Users\PBokor\Desk ... ta message_prn_and_pserver_tcp_o
C:\Users\PBokor\Desk .. r data message_prn_and_pserver_ol
C:Users\PBokor\Desk ... dywaiting for data message_c-s_only
C:\Users\PBokor\Desk ... Friedlandwaiting for data message.

@ How to Capture

Step by step to 2 swocessful capture satup

Tall lames L ] ) P | o Y Y A4 md4l=bm 44 3 494 Cideine lacden s i
Network Media 1 | ]
@ Specific information for capturing on:
Ethernet, WLAN, ... @' Sample Captures

& rich assortment of example capture files on the wiki
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- Setupc Select Interface Card

For each
interface, the
address and

packet info are

Start capture, set
options, or view Details.

Select Options for buffer

size, filters, and more

displayed

~ Wireshark: Capture Interfaces

Description Packets Packetsfs
E Atheros L1C PCI-E Ethernet Controller fe80::5918:badb:3c12:62c1 939 10 Start ‘ Details
E Microsoft fed0::541b:233%: 5eeTidafe [ 0 Start Details
E Microsoft fed0::e042:73ad:fab3:da35 1018 10 Start | Options | Details

E VMware Virtual Ethernet Adapter fean::49a2:3b19:527f:36d 275 3 Start | Options | Details

E'u’l'ﬂware Virtual Ethernet Adapter fed0::d7:8e48:602%:c27a 264 3 Start | Options | Details

Close

Help

AN
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etupc Capture Options

RS

-Capture
Interface: IL::n:aI j I Atheros L1C PCI-E Ethernet Controller: YDevice\NPF_{1ACASOFCE: =
Capture IP address: fe80::5918:badb: 3c12:62c1, 192,168, 1. 108 D|Sp|ay
Optl ons LinkHayer header type: IEﬁ'lernet = I Wireless Settings O pt | ons &
V¥ Capture packets in promiscuous mode Remote Settings N ame
[T Capture packets in pcap-ng format Buffer size: Il_ﬂ megebytels] Res o | u t| on

[T Limit each packet to |55535 = bytes
Capture Filter: | I j Compile BPF |

-Capture File(s) -Display Options
File: I e ¥ Update list of packets in real time
[T Use multiple files
= v Automatic scrolling in live ca
¥ niextfile eveny I | j megabyte(s) = A ne -
Next fle every |1 Hfrinutets - : info di :
Capture [ Next file every I trdi2 s, ||| W Hide capture info dialog Danger_

FileS & ™ Ringbuffer with |2 = files W| ” ﬂOOd

-Mame Resolution

7 Stop capture afiter I | = file(s)
Sto p Stop Capture [V Enable MAC name re D N S Server
Capture T oadet
p [ .. after ! ﬁpacket._s; [—Enable network name resolution
[ ... after 1 j megabyte(s) |
=1 . . - ¥ Enable transport name resolution
[ ... after |1 j minute(s) | Start

Help | 5 : Capture




etUpC Capture Filters Capture Filters

=10 x|

-Capture

Interface: IL::u:aI
IP address: fed0::5918:badh: 3c12:62c1, 192,168, 1. 108

Link4ayer header type: IEﬂwernet < |

[¥ Capture packets in promiscuous mode

j I Atheros L1C PCI-E Ethernet Controller: \Device\NPF_{1ACAR9FCE: =

Wireless Settings

Remote Setings

|
[” Capture packets in pcap-ng format Buffer size: |1 B ecabyte(s)
[ Limit each packet to I:SS:E = bytes
Capture Filter: | I j Compile BPF |
-Capture File(s) -Display Options

[™ Use multiple fles

File: I Browse. ..

¥ Update list of packets in real time

¥ Next file every Il j megabyte(s)

[V Automatic scroling in live capture

|_ et file every Il j minute(s)

[T Ring buffer with I jl&
[7| 5top capture after Il file(s)

| | ¥ Hide capture info dizlog

-Mame Resolution

[ Enable MAC name resolution

[ Enable netwark name resolution

“Stop Capture .
et £ et
O oafter o recebytes -
[T .. after |1 :I minute(E) |

[¥ Enable transport name resolution

Help |

Start Cancel

OPSA
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A COMPLETELY different from

Display Filters

A Usestcpdump filter language
A Series of primitives joined by

and / or / not

A Examples:

A tcp port 23 and host
10.0.0.5

A tcp port 23 and notsrc
host 10.0.0.5

A not broadcast and not
multicast
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=10/ X

Be it Vew G Cophre Ay Stishs Téepony Tods Inemss teb

BEAON EXZE A+99T2([26/QAQQ0 §D%% B

3. B i TP
572 46.369719 10 0 D 159 74.125.127.101 HTTP
573 46.370622 74.125.127.101 10.0.0.159 Bieg 60 http > 53539 [ax] Seq=1 Ack=383 win=6848 Len=0 =
574 45.371805 74.125.127.101 10.0.0.159 HTTP 387 sTTP/1.1 200 oK (application/vnd. google.safebro
575 46. 3?4720 10 0 D 159 74.125.127.101 HTTP 445 GeT [safebrowsing/rd/ChNnb29nLwlhbtidhcmitc2hhdg
577 46. 399669 74 125 127. 101 10.0.0.159 HTTP 1231 wTTP/1.1 200 oK (application/vnd. google. safebrowsing-chunk)
578 46.400635 10.0.0.159 10.0.0.43 SNep 271 get-pext-reguest 1.3.6.1.2.1.43.11.1.1.4.1 1.3.6.1.2.1.43.11.1.
579 46.402756 10.0.0.159 74.125.127.101 HTTP 436 GET /safebrowsing/rd/ChNnb29nLulhbsdhomutc2hhdnFyEAAYR_SDIJZ7Az
580 46.428421 74.125.127.101 10.0.0.159 HTTP 471 WiTP/1.1 200 oK (application/vnd. google. safebrowsing-chunk)
581 46.431265 10.0.0.159 74.125.127.101 HTTP 436 GET /safebrowsing/rd/ChNnb29nLwlhbsdhomitc2hhdnFyEAAYNfSDII77Az
582 46.451081 10.0.0.43 10.0.0.158 Saep 317 get-response 1.3.6.1.2.1.43.11.1.1.4.1.1 1.3.6.1.2.1.43.11.1.1.
583 46.452955 10.0.0.159 10.0.0.43 Sep 280 get-next-reguest 1.3.6.1.2.1.43.11.1.1.4.1.1 1.3.6.1.2.1.43.11,
SR4 4R_ASSRRY 74.125.177.1m 10.0.0.159 HTTR 582 HTTP/1.1 200 ok (aonlicarion/vnd. annale. safehrowsina-chunk)

A

= Frame 1: 64 bytes on wire (512 bits), 6% bytes caprured (512 bits)

= Ethernet II, Src: Fluke a3:03:e5 (00:c0:17:23:03:e5), Dst: Compalin_ca:le:9¢ {1c:75:08:ca:le:2d)

3 Internet Protocol version £, Src: 10.0.0.250 (10.0.0.250), Dst: 10.0.0.159 (10.0.0.159)

= Transmission Control Protocol, Src Port: rrilem (1693), Dst Port: 50001 (50001), Seg: 1, ack: 1, Len: 10
= Data (10 bytes)

@ Frame {Fane), s4byes

Padets: 3117 Dsplayed: 3117 Marked: 0 0roppec: 0

PSA

Mue of professional system administrators

————

rames

Scrolling
Packet
List

Packet
Detall

Packet

Bytes




apturec Color Codesf e

A Color Coding allows quick
and easy identification

A Grey- Normal

A Cyanz Usual Error
A http 404

A Yellow- Unusual Error
A FastRetrans

A Red-Serious Problem
A Malformed Packet

A Capture will continue until:
A Manually stopped

A Programmatically
stopped
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Fe Eit Vew Go Copbre Avdyer Shoists Teepony Toos Inemss Heb

BEdeN cgx2s as+9T2 2 @aan @02 | B

]

. 4
71 40. 0.0, A5.177 TP Tp [MK] Seq= =1 Wi [
572 46.349719 10.0.0.159 74.125.127.100 HTTP 436 GET /safebrowsing/rd/Chvnb29nl WIhZGIpbrvybCl ZaGEZYXIQARWGCOWGE
573 46.370622 74.125.127.101 10.0.9.159 TP 60 http > 53539 [ACK] Seg=1 Ack=383 Win=6848 Len=0 =
574 45.371805 74.125.127.101 10.0.0.159 HTTP 387 #TTP/1.1 200 ok (application/vnd. google. safebrowsing-chunk)
HTTP

74.125.127.101

575 46.374720 10.0.0.159 445 GeT /safebrowsing/rd/ChNnb29nLulhbsidhomttc2hhdnFyEAEYGrgEIKG45C

577 45.399669 74.125.127.101 10.0.0.159 121 HITP/1.1 200 ok (application/vnd. google. safebrowsing—ch

HTTP i
578 46.400635 10.0.0.159 10.0.0.43 SNNP 271 get-pext-request 1.3.6.1.2.1.43.11.1.1.4.1 1.3.6.1.2.1.43.11.1.
579 46.402756 10.0.0.159 74.125.127.101 HTTP 436 GET /safebrowsing/rd/ChNnb29nLulhbsdhomutc2hhdnFyEAAYR_SDIJZ7Az
580 46.428421 74.125.127.101 10.0.0.159 HTTP 471 wTTP/1.1 200 oK (@pplication/vnd. google. safebrowsing-chunk)
581 46.431265 10.0.0.159 74.125.127.101 HTTP 436 GET /safebrowsing/rd/ChNnb29nLwlhbsdhomitc2hhdnFyEAAYNfSDII77Az
582 46.451081 10.0.0.43 10.0.0.15% SNNP 317 get-response 1.2.6.1.2.1.43.11.1.1.4.1.1 1.3.6.1.2.1,43.11.1.1.
583 46.452965 10.0.0.159 10.0.0.43 SNNP 280 get-next-request 1.3.6.1.2.1.43.11.1.1.4.1.1 1.3.6.1.2.1.43.11.

HTTR

582 HTTP/1.1 200 0k (aonlicarian/wnd. annale. safehrowsina-chunk) _[:l
»

SR 45_453R8 741251771 10.0.0.159

k|

= Frame 1: 64 bytes on wire (512 bits), 6% bytes caprured (512 bits)

= Ethernet II, Src: Fluke a3:03:e5 (00:c0:17:33:03:e5), Dst: Compalin_ca:le:9¢ {1c:75:08:ca:le:2d)

3 Internet Protocol version £, Src: 10.0.0.250 (10.0.0.250), Dst: 10.0.0.159 (10.0.0.159)

= Transmission Control Protocol, Src Port: rrilem (1693), Dst Port: 50001 (50001), Seg: 1, ack: 1, Len: 10
= Data (10 bytes)

® Fave [Fane), s4bytes Padets: 3117 Dsplayed: 3127 Marked: 0 Drogrec: 0

G| OPSA
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Packet

Detall

Packet

Bytes
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B EEE

Frame
Etheri
Inter

Transi
Mat o

Analyze

Statistics  Help

v Filter Toolbar
v Statusbar

v Packet List

1 ¥ Padket Details

¥ Packet Bytes
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% & R € % » F &

¥ Expression... Clear Apply

Info
1053

Protocol
TCP

Destination
129.196.225. 250

| il =4 STy = Il 'l 5 = I o T

—_—r

Colorize Packet List
Auto Scrall in Live Capture

'El Zoom In

'EL Zoom Qut

@ Mormal Size

[5] Resize All Columns

Expand All

rllzames &l

Ctrl++
Ctrl+-
Ctrl+=

Date and Time of Day: 1970-01-0101:02:03. 123456
Time of Day: 01:02:03.123456

Seconds Since Beginning of Capture:  123,123456
Seconds Since Previous Packet:  1.123456

® Automatic (File Format Predsion)
Seconds: 0

0.1
0,12
0.123
0.123456
0.123456789

Deciseconds:
Centiseconds:
Milliseconds:
Microseconds:
Manoseconds:




nalyzec Reading the Tlme
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TCP Three-way Handshake
66.151.158.177  TCP 2099 » 8200 [SYN] Seq=0

31,374000154  192,168.0.145
6 0.0/0454836  066.131.138.177
70.00191998  192.168.0.145

—

1

=

Milliseconds

197,168.0.145 TCP 8200 > 2099 [SYN,
60.151.158.177  TCP 2099 > 8200 [ACK] Seg=l

Microseconds

.

Nanoseconds
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Alaval U 0a i1 ]
O4EA . AOxI| QHhis i Gsualyl whywa are
capturing packets and analyzing them.

Trace files of slow applications will contain one of
two things:

- Few frames with long times between each frame.
. Many frames with short times between each frame.
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Analyzec Sum of the parts

Summing the delta times will yield the total
transaction time.
. O4EI A OAEAOAT AA6 | AEAO EO
When packing for a hiking trip, we count ounces,
not pounds.

When analyzing trace files, we count
milliseconds, not seconds.

Find the delays and you will find the cause of
the slowdown.
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A‘nalyzec Back to the handshake

> 1.374000154 192.168. 0.

6 0.0/0454836 66.151.15¢8
7 0.001919985 192.168. 0.

- Frame5z TCPSYNy3 OAOO | & EAIl AOEAE
about the delta time.
- Frame 6 z TCP SYN/ACKz Response from server.

Represents round trip time between client and server.
This took 70.454 milliseconds.

- Frame 7 7 TCP ACKz Sent by client. This took 1.919
milliseconds.
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alyzec Enter ers

Enter filter here. Turns - Filtering in Wireshark can get
green when valid, red quite complex.
means not so much. - Qperators:
eg/ ne ==/ I=
gt/ It >le

| e gelle -
s === | gjiC

" Atherw LI FCET 2ty

330,077981 197.164.1.111 192,188, 1.355 e 212 Source port; 6646 Cestination port
34 0,165344  192,168.1.110 10,0.0.52 SIF 578 ReQUeST! REGISTER S1piasverisk
382,767245  fel0::91d3:2a3b: FIEFFO2: e ssoe 208 M-SEARCH * HTTP/1.1 p an d &&
76 0,264343 192,165,182 239,255.255.250 5500 220 WOTIFY * WITP/1.1
7o 79 192,188.1,8 239,255,255,250  ssoe 255 MOTIFY * WTTP/1.1
-380, 717582 19,1 113 R S 5% ¥ 58 5 1 4 8610 u(-,_.'_'{_(_ ) [FIN, ACKT]
390,000000 192, 10 sl - 3¢ lesiap > 50421 [FIN, ACK) Sequssi . Or | |
40 0,0010%¢ 192.168.1.111 192.165.1.110 TP B0 30421 » fcslap [ACK] Seqe278 AckeS)
41 0,745559 192.164,1.110 10.0,0,52 $1P 378 REQUeST! REGISTRR sipiasterisk
101, /6338 $.64,1 0 162,164.1.11 TCP 60 https 2682 [RST, ACK] 5egel Ack /\/\
43 0,000090 192.168.1,110 €8.64.13.2%0 P 34 37642 » hetps [ACK] Segel Ack=0 Wit n Xor
i 44 0.013756  fel::91a5:2a3b:F78 402! (¢ 5500 208 M-SEARCH * WTTR/L.1
s Frase 1: 7§ bytes on wire (632 bits), 70 bytes captured (637 bits) o n Ot I
# Ethernet 11, Src: Compalin_ca:le:9d (1c:75:08:ca:le:0d), 0st: Netgear_ac:06:05 (0:91:F5:ac:06:0%) .
- Internet Protoco) Version 4, srci 102.168.1.110 {192.368.1.110), Dst: 10216503 (If2.3680.1)
¢ user Patagrae Protocol, Src Port: 59981 (59951), Ost Port: domain (53) =
# powain Name systes (query) . M ISC

contains
SRR IR E K T - matches (perl,string within

020 01 OF ¢a 4d 00 35 00 20 83 £ 03 £7 01 00 00 01 ..M 50e vovnvens £
P00 00 00 00 00 00 00 05 5F 73 74 75 e 0% SF 7S 62 ....... _ atun. _ud Ie
M0 70 08 61 73 74 65 72 69 73 &b 00 00 21 00 01 p.astert sk..'..
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Analyzec More Display Filters

Ethernet

. eth.addr

. eth.src

- bootp (dhcp)
802.10Q

- vlan.id

IPv4

- 1p.addr

. 1p.dst

tcpAl T O Adodled

O

PSA
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TCP

. tep.flags

. tcp.analysis.flags
. tcp.segment

. tcp.window_size

http
. http.connection
- http.host
. http.request
. http.response
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ollow TCP Stream

Il II||.||.r.|I e L I LY B |.|'|.||.l|_'|.|| ALi=L Ul

TP 12182 » http [ACK]
HTTP  GET / HTTP/L1
TP http » 12182 [ACK]

seq=l Ack=1 win=63535 [

5e0=1 Ack=379 win=0432

TCP  |TCP seqment of a reassamhlad Bnill

TP [TCP seqment of ar
TP 12182 » http [ACK]

TCP [TCP seqment of ar
TP [TCP spament of a1

:25), Dst: Dell_a2:1d:dc (00:
103), pst: 10.0.0.112 (10.0.0
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Select any frame that is
part of a conversation of
Interest.

Right click on the frame.
Select Follow TCP Stream.

Wireshark will create a
filter on that IP address
pair and port numbers.

The data portion of the
conversation will be
assembled into a text
window.
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